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Preface

Welcome to Trihedral’'s VTScada training program. This workbook was designed for use in
a classroom but can also be used for self-directed courses.

This workbook will match the course outline, providing reference information and exer-
cises. Space was left for you to add notes. Please feel comfortable about writing in this
book.

Throughout the course, you will have an opportunity to practice each topic as it is taught.
The exercises are intended to give you a feel for the capabilities of VTScada and how its
features can be applied to real-life situations.

Course Objectives

This course is designed for VTScada developers. You will learn how to build a VTScada
application from start to finish including:

o Create a new application.

» Define basic properties to control the appearance of your application.

e Connect to hardware.

e Create a user interface.

» View and report on logged data.

» Configure alarms.

» Configure security accounts and assign privileges.

» Use the Version Control system to repair mistakes.

e Use Site Maps.

» Write expressions for use with setpoints or with calculation tags.
Given the size and power of VTScada, it is difficult to cover all the features within the time
available for this course. Bonus topics have been included at the end of this workbook to
provide extra coverage of advanced topics. Depending on student interest, some of these
topics may be discussed during the course or they may be left for those who are interested
to study at a later date.

You might not intend to write VTScada script code, but some of the tools designed for pro-
grammers do prove to be quite handy for application development. The course will include
a brief introduction to VTScada programming so that you learn how to enhance your applic-
ations with expressions.

A few notes about this course:

A set of files should have been provided to you at the beginning of the course. Take a
moment now to ensure that you have these files.

You will be given a license key that has all features of VTScada enabled. This is a trial
license - good only for a limited number of days. If you already have a license key that has
not expired (trial or otherwise) then use that instead.

Note: This course uses a simulated PLC. From time to time, you may notice a few
quirks that come from connecting to simulated hardware rather than a physical
device.

Trihedral ¢ X



1 An Introduction to VTScada

1 An Introduction to VTScada

Before learning how to use VTScada, it's helpful to understand just what this program is, where
it came from and what it can be used for.

VTScada was created to provide a set of robust tools for monitoring, alarming, data logging, and
control. SCADA applications built with those tools are used in offshore drilling platforms, water
treatment plants, ships, breweries, hydro electric power generation plants, and many other
industries around the world.

Inside VTScada you will find easy-to-use tools for application developers and a powerful script-
ing language for programmers. With these, you can represent the equipment in your operation in
any way that makes sense to you. Alarms can be configured, data can be logged for use in
reports, and statistics can be generated. Remote operators can view equipment status and can
acknowledge alarms via telephone, email or SMS text message.

You can use the built-in station tags to add entire pumping stations in minutes instead of hours.
You can also create your own station tags comprising dozens or hundreds of I/O addresses,
alarms, data loggers, etc., then re-use these to add and commission new equipment almost auto-
matically.

A Bit of History...

Trihedral Engineering began in 1986, four years before the first successful version of Windows
(Windows 3.0) would be released. The program now known as VTScada was originally named
WEB. This was primarily a new scripting language in which tags, pages, and all the SCADA fea-
tures of an application were built by writing code.

As the program grew and acquired a graphical user interface to make application development
easier, it was renamed to Visual Tag System (VTS).

In 2001, a layer named VTScada was added for water and wastewater applications. VTScada
was designed specifically to communicate with telemetry systems, but also added many fea-
tures that were of benefit to all applications. With the release of Version 11 at the beginning of
2014, VTS and VTScada have been fully merged into a single product, known as VTScada.

Late in 2020, a specialized application set, the Qil & Gas Solutions Layer, was added for those
building applications for Oil and Gas. Much like the original VTScada layer, this provides tools
that are specialized for an industry, but some of which might be useful to all. Also like the original
VTScada layer, you must choose that layer as a "type" when creating new applications.

For all the graphical user interface features that have been added, VTScada is still very much
based on the original scripting language, which is in continuous development. We’re rather
proud of the fact that VTScada is written primarily in the VTScada language.

Operation And Configuration o1



1 An Introduction to VTScada

Connectivity Support

Built-in Communication Drivers

VTScada is able to communicate with a large number of I/O devices. Trihedral has developed
more than 100 I/O drivers that enable VTScada to interface with I/0 devices. Standard with
VTScada are the following drivers. (Note: New drivers may have been added since the last
update of this page. You can view the current list at https://www.vtscada.com/device-driver-list.)

ABB TotalFlow BACnet Bristol BSAP/IBP Driver

Bristol BSAP/IBP Network CalAmp Diagnostic  Campbell Scientific Array

Campbell Scientific PakBus CATMSX CSV Data

Data Flow System RTU DDE Client Delta

DNP3 Driver Multiplexer Enron Modbus

Fisher ROC GE Series 90 Honeywell Mercury

IEC 60870-5-104 JSON/XML Koyo DirectNET

MDS Diagnostic Modicon - See Mod- Modbus Compatible Device

bus

Motorola ACE MQTT Client NMEA 0183

Omron FINS Omron Host Link OPC Client (and, OPC Server
Setup)

OPC UA Client Opto22 Mux Polling

Rockwell (Allen Bradley ScanCom Siemens S7

Devices)

SNMP SQL Data Query Tesco Data Express Plus

T1505 Toyopuc Transaction Logger

Veeder Root Workstation Status

More are available on request.

Installation & Activation

VTScada is distributed as a single installation file that includes all development tools, alarm man-
agement, the built-in historian, etc. Your license key, a 25-character code, controls which fea-
tures are enabled. Following installation, click the License Management icon in the VTScada
Application Manager to discover what is enabled under your license.

Topics covered in this section:

» Licensing - Features enabled by your license key.

* Requirements - Hardware requirements for small, medium or large installations,
and for various VTScada features.

« Installation - Decisions to make as part of the installation process.

2. Operation And Configuration
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e About - Where to find the "About" dialog, which will tell you about your VTScada

license. See also, App. Config -> Information.

» Moving to the Current Version - Provides instructions for updating to the current
version of VTScada and draws your attention to changes that may affect your sys-

tem. (New features are listed in What's New...)

Note: An Installation ID is new with version 12.1. Every VTScada license is matched to
the machine where it is activated and cannot be activated on a second workstation. Refer

to Activation & Deactivation, within this section.

k.

¥T License Management

VTSCcaaa

License Information

Version: 12.1.00
Release Date: Mar 24, 2022
Serial Number: 1
SupportPlus Expires: Jan 1, 2100

U2F9-53F2-T127
BRSO DO OG- 000

Installation ID:

License Key:
Activation State:

Activated

License Features

Maximum Tags Allowed: Unlimited
Maximum Thin Clients: Unlimited
Alarm Motification: Enabled
Remote Data Access: Enabled
OPC Server Enabled
Version Control: Enabled
Remote Configuration: Enabled
Redundancy Capability: Enabled
Server Capability: Enabled
Custom Installation: Enabled
Remote Idea Studio: Enabled

Deactivate

Figure 1-1 The License Management dialog

Caution: VTScada logo images are protected. VTScada will not start if you remove or
modify those files. Reinstall VTScada to restore the original images if you disregard this

warning.

Operation And Configuration
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Disable Windows Controls (Kiosk Installations)

VTScada cannot disable access to Windows controls (file menu, close, minimize...) or keyboard
commands (Ctrl-Esc, Alt-Tab, and Ctrl-Alt-Delete). This could be accomplished with a Windows
logon script. Refer to:
https://docs.microsoft.com/en-us/windows/configuration/kiosk-single-app

Licensing

Tip: The following is a summary. For detailed information about VTScada licensing, refer
to hitps://www.vtscada.com/software-licensing.

License Classes

The following is a brief guide to the various classes of license. Contact Trihedral Engineering for
detailed descriptions of each class. License terms may change. In the event of a difference
between the following and the current license terms, the current terms will have priority.

Development Licenses

Anyone who is creating applications will need a development license. (See following note
about VTScadalLIGHT.)

Runtime Licenses

An installation with a runtime license may run an application, but has limited ability to
modify or further develop that application.

Tip: To check whether a license is Runtime or Development / Configuration, refer to the
page within App. Config. -> Information

Demo Keys

Trihedral Engineering provides demo keys to customers who wish to evaluate the soft-
ware before purchase and to students attending our courses (*). These enable all fea-
tures, but will shut down after a few hours of continuous use and will expire at the end of
60 or 90 days. (* Students who have a development license should use that, not the demo
key.)

A customer who starts to create an application using a demo key, then purchases a devel-
opment license, can continue to build their application using the development license. No
further development work should be done under a demo license.

[ Note: An application created or edited using a demo key must be run once under a devel- |
opment license before it can be used on a workstation with runtime license.

Changes made to the application using a demo license cannot be applied via ChangeSet
to copies of the application running a licensed copy of VTScada. This rule applies to both
| development licenses and runtime licenses.

License Features
The following features are enabled by your license key:

Development Runtime version Runtime only version
VTScadaLIGHT version' SupportPlus period

4. Operation And Configuration
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Number of I/O tags Number of allowed Thin Client! connections
Alarm Notification System Remote Data Access

OPC Server* Application Version Control

Remote Configuration Redundancy Capability’

Server Capability’ Custom Installation

Remote Idea Studio

VTScadaLIGHT Installations

1VTScadaLIGHT installations are any that are installed without a license key. The same install-
ation file is used as with a paid installation. Note the following limitations:

* A maximum of 50 I/O across all running applications.
(Unlimited tags that do not perform input or output.)

* A maximum of one Thin Client connection.

* AVPN is required for Thin Client access.

» VTScadaLIGHT installations can be servers for other VTScadaLIGHT work-
stations but applications that run on full VTScada workstations (development or
runtime license) cannot be networked with workstations that have VTScadaLIGHT
installed.

» The Alarm Notification system cannot be enabled.

» A maximum of 10 free VTScadaLIGHT installations. OEMs or Integrators who
need additional application license packs should contact Trihedral for pricing.

e The VTScadalLIGHT download does not include the VTScada ODBC driver, which
is needed to query VTScada data using a 3rd party ODBC-compatible reporting
tool.

Requirements and Installation

Hardware recommendations when running on Windows operating systems:

We've seen 1000-tag VTScada applications running perfectly on pocket-sized PCs. As a gen-
eral rule, bigger, newer, and more powerful is better, especially as your application grows in
size.

( This is a guide. Actual requirements will depend on your application architecture.)

Small Systems Medium Systems Large Systems
(Less than 1000 (1000 to 25,000 (Over 25,000 1/0)
1/O) 1/0)

Operation And Configuration *5


https://www.vtscada.com/free-scada-software/

1 An Introduction to VTScada

32- or 64-bit Win-

dows OS.

2 GHz dual-core
processor.

40 GB free hard
drive space.

8 GB RAM.

100 Mb Ethernet

64-bit Windows
OS.

3 GHz or more
quad-core pro-
cessor.

Solid State
Drive.

1TB free space.

Most medium systems spe-
cifications (left) should be
adequate for +100K systems.
Increase processor clock speed
to 4GHz or higher

Scale to large systems by load
sharing services across servers
or using Master & Subordinate

or higher. » 16 GB RAM. Apps.
» 1 Gb Ethernet « If using blade servers, high clock
or higher. speeds help, more cores don't.
» Use segmented networks.
Notes:

» VTScada version 12.0 is not supported on Windows Server 2008, Windows Vista,
or other earlier versions.

» Version 12.1 is supported on Windows 11. Earlier versions of VTScada have not
been tested on Windows 11 and are not supported.

e VTScada runs on Windows® 10 loT Enterprise not loT Core. Microsoft has ended
support for XP®, Vista®, Windows 7®, Windows 8®, Server 2008®, and Server
2008 R2®.

Caution: Do not log data to a network share location.

Keeping a remote copy of data via a backup Historian is a very good idea.

For initial storage, sending your data anywhere other than the current Historian server is a
very bad idea, leaving your data at risk of a host of problems that can occur with network
connections. Refer to Historian and Logger Configuration

Alarm Notifications

» Text-to-speech phone alerts require a voice modem or web-based messaging ser-
vice like Twilio®.

Choosing modems: VTScada.com/modems (url forwards to the VTScada forum.)
Connection to an email server required for email alarm notifications.

Cell modem or email account required for text alarm notifications.

Sound card and speakers required for local alarm annunciation.

Virtualized Servers

e VTScada can run on virtual Servers.

» Do not clone virtual servers with VTScada installed.

» Ensure host PCs have enough capacity for all VMs, e.g., CPU, RAM, drive space,
ports, Ethernet bandwidth.

» Twilio offers a simple alternative to configuring voice modems in virtual server
environments.

Other Recommendations

 If you need RS-232 ports to communicate with legacy devices, we recommend Eth-
ernet to serial converters.

» Keep VTScada & History data on a separate drive from OS.
(See: Optimize Your Configuration)

6. Operation And Configuration
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NetDDE is not available on Vista and higher (it was removed in XP Service Pack
).

VTScada uses IANA registered TCP/IP port 5780. Set up firewalls to route RPC
traffic accordingly. Do not expose port 5780 to the Internet.

VTScada's architecture makes RAID drives unnecessary in redundant systems.
For performance reasons, they are not ideal for any SCADA historian. If you must
use RAID, use SSDs for better performance.

Do not use Network Address Translation routers (NAT) with multi-server VTScada install-
ations.

Thin Client Recommendations

Thin Clients require a connection to a running VTScada application, licensed to allow Thin
Clients.

HTML5-Compliant Browsers Windows Desktop/Laptop Systems
Access the VTScada Anywhere Client Access the VTScada Internet Client
from mobile devices, PCs, and Macs by from networked Windows PCs using the
entering a web address in a browser. provided stand-alone ActiveX program.
Safari® (OS X, iOS) - Recom- e Launch by entering a web address
mended into Internet Explorer on Windows 8
Edge (Windows®) - Recommended or newer. or...

Chrome® (Windows®, iOS®, e Launch from a desktop using a small
Android®) - Recommended program downloaded once from your
Firefox® (Windows®, iOS®, VTScada server via a browser.
Android®)

The License Key:

If not running VTScadaLIGHT, the installation program requires a 25-character key that will con-
trol your tag count and which options of VTScada will be available in the installation. Activation is
required within 30 days, either over the Internet or by calling Trihedral for a code. See notes in
Licensing

Installation Options:

You must have administrative privileges on your computer to successfully run the
installation program.

After installation, DO NOT run VTScada as an administrator.

You may install VTScada into any directory, but C:\VTScada is suggested.

When upgrading, it's standard practice to install the new version over the old ver-
sion. Your application files will not be affected.

If the workstation has an Internet connection, choose the option to download maps
as required. You can always change this later.

You can run VTScada as a Windows service but do not select this option on first
installation. Do so only after you create your application using VTScada as a
desktop program, then configure it to run automatically upon start up.

You can integrate Windows security with VTScada so that operators can sign in
using their Windows domain accounts. You must create the application first, con-
figuring the basic security roles, then coordinate efforts with your IT department.

Operation And Configuration o7
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Adding or Changing License Options:

If you choose to add new features to your license, purchase a new key from Trihedral then run
the installation file again, installing to the same location as the original installation.
VTScadalLIGHT users who discover a need for more tags can purchase a key and re-install.
Nothing needs to be done to update their applications.

Multiple Versions

For developers and System Integrators who have been using VTScada for several years, it is
common to have more than one version installed. (Each must be in a separate folder.) Your cur-
rent license key will work for all older versions that you have installed.

Note: Certain features including OPC, running VTScada as a Windows service, and the
ability to double-click a ChangeSet to install it, will look only to the most recently installed
version of VTScada, regardless of version number.

If you uninstall any version, then the registry entries for those features are deleted. They
will not exist for other versions. You must reinstall a version to get them back.

Installation Folders
Every VTScada installation uses two folders:
e The installation folder that you specify, usually defaulting to C: \VTScada.

e AfolderundercC:\Program Files\Trihedral\VTScada forthe binary files (*.exe,
*dll, ...)
The binaries folder for each copy of VTScada that you install will always take the name of the
installation folder and cannot be otherwise defined. For a default installation, this will result in the
path C:\Program Files\Trihedral\VTScada\VTScada.

Ve

Caution: If you install one version of VTScada in C: \vTScada and another on a different |
drive as E : \VTScada, then the binaries folder for both willbe C: \Program Files\Tri-
hedral\VTScada\VTScada and the later installation will over-write the executables of
the earlier installation.

If installing different versions on different hard drives, ensure that you provide a different
installation folder name for each.

|\ J

Exercise 1-1 Course setup...

1. Install VTScada now. You should run the installation program as an Administrator
if you are able. (Do not run VTScada itself as an Administrator. That last instruc-
tion refers only to installation.)

» Agree to the license terms.

* Use maps downloaded as needed from OpenStreetMap.

e Provide your name, company and the installation key.
(If you already have a key, with all features enabled, use that.)

* Do not choose the VTScadaLIGHT option.

» Do install into a new folder, especially if you already have VTScada on your
computer. C:\VTScadaClass is suggested.

» Choose to add to the start menu or create shortcuts as you prefer.

e Choose to do a Complete installation

» 64-bitis the best choice for most computers.
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1 An Introduction to VTScada

» Do notinstall VTScada to run as a Windows service.
» Your choice as to allowing reporting of usage statistics.
2. Your VTScada installation (not the course handouts) includes a ChangeSet: the
VTScada: V12.1 Training Simulator.snapshot.
A later exercise will walk you through the steps of installing this.

VTScada Application Manager (VAM)

Use the VTScada Application Manager (VAM) to create and manage applications. It will open
whenever you start VTScada and also at the end of the installation process. As a security pre-

caution, applications should be configured to hide the VAM from all but authorized users while
the application runs.

VT VTScada Application Manager - O d
Main menu:
Add 4 Source Debugger
|r:'tem‘9t Trace Viewer Run
List manager .
. Internet Client Monitor Import File Changes
Settings Sto
Help Bedford P
About Halifax
Exit
Dot indicates a
running application
Remove and Configure Tab between
are available when you lists (if any)

select an application

Serial Mumber 1 Tags Used 0
SupportPlus Expires Jan 1, 2100 Memorny Used 172 MB

Figure 1-2 VAM features

Application Tools - Select an application to see the full list
e VT Halifax S m
MI  Bedford FHo»

Application Start- ‘ Whi _— .
- g | New Application ile an application starts, a circular pro-
ing J PP gress indicator is shown.

Restart Required A circling arrow indicates that a restart

& New Application is required before you can do further
configuration of that application.
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Remove Will ask whether to save the folder (hide the application from the VAM) or
remove it entirely including all files and data.

Requires the Configuration security privilege

Application Con- | This dialog provides extensive control over your application, including applic-
figuration ation properties that control how it looks and works.
Requires the Configuration security privilege

Import File Used by programmers who add custom code to their applications.
Changes Requires the Edit Files security privilege

Start (or stop) Use the arrow (or square) to start (or stop) the application.

Application Note that developers can configure an application to start automatically.
Stopping requires the Application Stop security privilege

Running applications are indicated by a dot to the left and the fact that the start
button has been replaced by the stop button.

If the Toggle Visibility feature has been enabled for an application, it's menu will have an addi-
tional tool:

Figure 1-3 Option to hide a running application.

This feature is rarely used outside sites that provide hosted solutions.

VTScada Tools - Open by clicking the triple-bar tool at the top of the VAM

ScAaciAa
Add New Application

Thin Client/Server Setup

List Manager
Settings

License Management
Help

About

Exit

Caution: VTScada logo images are protected. VTScada will not start if you remove or
modify those files. Reinstall VTScada to restore the original images if you disregard
this warning.
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Add New Application | The Add button gives several options for creating an application. You

can build applications from scratch, copy a multi-server application to
this workstation, add an existing application to the VAM, or use a
ChangeSet to create a copy of an application.

VTScada Thin Cli- Requires a license that allows thin-client connections. Also used if allow-

ent/Server Setup ing external ODBC connections for SQL queries of your application's
data.

List Manager Create and manage lists of your applications.

Use the arrow tabs on either side of the VAM to switch between lists.

Settings Select a new theme for the VAM's appearance and choose whether it

will carry into any application that does not have its own theme color.
Select the default language for your application.

License Management | Opens the License Management dialogue. Use this to review which fea-

tures of VTScada are enabled by your license and to deactivate the
license on the current workstation before moving it to a new one.

Help Opens the VTScada help system.

About VTScada Includes system metrics and contact information for Trihedral Engin-
eering.

Exit VTScada Stops VTScada and all running applications. If an application is running,

you must confirm that you intend to stop it. Requires the application stop
security privilege.

Exercise 1-2 Practice using the VAM

1.

w N

No Ok

© ®

10.

If you have just finished installing the program and VTScada is prompting you to
create a new application, close that dialog. Do not create an application yet.
Open the License Management window.

Identify the version number and review the list of features. Is anything not
enabled?

Close the License Management window.

Reorganize the application list so that Thin Client Monitor is at the top.

Change the color theme to something you prefer.

Open the help files.

You could use the button in the VTScada tools menu, butit's easier to press F1.
Locate and review the list of new features in the help files.

Let's say that you are interested in anything about the thermometer widget or the
droplist widget. What happens if you enter just those two words, Thermometer
Droplist in the search field?

Use the reference notes, "Searching for help", in the Welcome page to work out
how to search for those two things at the same time.
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2 Add New Applications

Create applications and add them to the VAM using the Add Application tool, found in the triple-
bar menu at the top left of the VAM window as "Add New Application”. Use this tool either to cre-
ate a new application or load an existing one.

VT VTScada Application Manager

= Scaaa

4 Add New Application

Figure 2-1 Starting the Add Application Wizard

Note: The Add Application wizard will open automatically as part of the VTScada install-
ation process.

The first decision after clicking Add New Application is whether to use the quick option, or the
advanced option set.

Quick Add:

» Creates a standard application, with all the default VTScada features.

» You can name the application whatever you want.

« Unless you know that you have an OEM layer? to use, select this option.
Advanced:

» Can also create a standard application, but with the option of choosing an OEM
layer(*) and naming an alternate folder.

» Create a script application. (For VTScada programmers only.)

» Load or clone an application from ChangeSet.

» Load an existing application into the VAM list.

» Copy an application from another workstation.

Note: You can remove an application from the VAM without also deleting it from the com-
puter. Select the application name, then click the Remove tool. You will be prompted for
whether you want to delete or retain the files.

1An OEM layer is simply another standard VTScada application. Your new application
will inherit (or gain access to) all the tags, pages, widgets, custom code such as drivers
and reports, property settings and everything else from that application. This option is
popular with System Integrators who create similar applications for many customers, as
it allows them to create and reuse customized features for their industry.
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Exercise 2-1 Install the simulator application

Caution: If your VAM already has an instance of the Training Simulator, uninstall it right
now. The simulation code is subject to change from one version to another and older ver-
sions are sometimes not compatible with the current version of VTScada.

Expand the main menu in the VAM.
Select Add New Application.
Select the Advanced option.
Select Next.
Select Get from ChangeSet.
Select Next.
Select the Browse button.
Navigate to C: \VTScada\Examples
This location assumes that you installed to C:\VTScada.
Use your installation folder if different.
9. Locate and selectthefile,v12.1 Training Simulator.snapshot
10. Select Open.
11. Select Next.
12. Ensure that the option, Start application now is selected.
13. Select Finish.

ONoOOGORWN =

Exercise 2-2 Create a new application

1. Minimize the Training Simulator application.

(And leave it running. It must continue to run for all the following exercises.)
Expand the main menu in the VTScada Application Manager (VAM).
Select Add New Application.

Ensure that the Quick Add option is selected.

Replace the name, "New Application" with "Training App".

Select Next.

Ensure that the option, Start application now is selected.

Select Finish.

The application will start, filling the screen.

9. [Optional step] Re-size the application so that it does not fill the screen.

ONOoOOGORWLN

Structure and Rules

There are two basic types of VTScada application: Standard and Script.

Standard applications

This is the type of application people use every day to monitor and control their system. At a tech-
nical level, it's worth noting that all standard VTScada applications are built (layered) on other
applications. At the lowest level is the VTScada Library, which provides the development envir-
onment, tag and widget definitions, and all the user-interface elements that make up an applic-
ation.
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2 Add New Applications

You may see the term OEM Application from time to time. An OEM application is simply a stand-
ard application, but one that is meant to provide tools for one or more other applications, in much
the same way that the VTScada Library provides the tools such at the Tag Browser and Idea Stu-
dio, and all the familiar pages & widgets to standard applications. This is useful in many situ-
ations and essential for anyone building a set of subordinate applications, all monitored by one
master application. OEM applications are discussed in the advanced course workbook.

Script applications

These are written in a text editor using the VTScada scripting language. Script applications are
not based upon the VTScada Library Layer and therefore do not have access to the Display Man-
ager, ldea Studio, built-in pages such as Reports and the HDV, the Alarm Notification System or
any of the other tools and features provided in the VTScada Layer.

Several script application utilities are included with every copy of the VTScada. These include
debugging and monitoring tools such as the Source Debugger, the VTScada Internet Monitor,
etc. Most are not visible in the VTScada Application Manager by default but can be added as
existing applications.

Script applications are seldom used for SCADA purposes.

Local vs. multi-server applications

A further distinction is whether an application is "local" or "multi-server”. In both cases, these are
standard applications. The difference is in whether a server list has been defined for the applic-
ation.

If local, the application runs on only a single workstation and has no server list. If multi-server,
then there is a server list and the application will run simultaneously on multiple servers and
workstations, sharing data and tasks between them and automatically continuing without inter-
ruption should a server fail.

The application itself is the same whether local or multi-server. The difference is in the presence
or absence of a server list.

Find and Open Pages Within an Application

Knowing how to find and open pages is a necessary skill in order to use any application. Even if
your application was designed to fit on one page, VTScada itself provides a set of pages for
alarm monitoring, creating reports, writing operator notes, and other tasks.

Note: These notes refer to "system pages" and "application pages". System pages are
the ones builtinto VTScada, like the Alarm page and Report page. Application pages are
the ones that you create. The "Overview" page comes with VTScada but counts as an
application page because you can edit it.

There are usually several ways to find and open a page.
The Menu System. There are two versions of this...
1) The list (text) menu

Both the list version and the page version will always have exactly the same content, organized
the same way. Use whichever you prefer.
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If security privileges were created to protect pages within your application, those privileges also
apply to menus. You might not see all pages if your security rights do not include the privilege
required for a given page. Or, if you see the page listed in a faint gray and cannot open it, then
that page is protected by a privilege that you don't have.

Alarms, Reports & Diagnostics
Alarms

Historical Data Viewer

Reports

Operator Notes

Alarms, Reports & Diagnostics Internet Client Monitor

Remote Sites

Sample Pages

Cheerview

Figure 2-2 The list version of the menu. Your application will have different entries.

To open the list version of the page menu, select the menu button at the bottom-left corner of the
screen. (Shown circled.) The menu will open upwards. Every entry with an arrow to the right will
open a sub-folder of menu items if you click or hover.

Navigate using the list version of the page menu
(This exercise assumes that you are working in the Training App, created in an earlier exercise.)

1. Click the list menu button at the bottom left corner of the VTScada application's
screen.

2. Click on Alarms, Reports and Diagnostics to open that folder.

3. Click on the Alarms page entry.

The Alarm page will open, and the menu will close.

Reopen the menu.

Click to open the Remote Sites folder.

Open the Sites page.

Now, try navigating to pages in the menu without clicking to open the folders. If you

hover over an entry with an arrow, the folder will open. Try to move the pointer into

the folder without it closing, then click to open a page.

8. Returning to the list menu button, open the Sample Pages folder, then Dashboard
A.

Note the blinking "broken link" symbol in the title bar.

A EERA

Figure 2-3 The Show Unlinked Widget Indicators button

This is both an indicator and a button that you can click. As a blinking orange indicator, it
warns you that the display contains widgets that are not linked to any tag and therefore
are not showing real data. Use this to toggle between the general warning and a specific
warning shown on each unlinked tag.

No Ok
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9. Click the Show Unlinked Widgets button.
10. Click Yes in the dialog that opens to confirm the action.
Now, a warning is shown on every widget that doesn't have a link. As you build
your application, this will be useful in helping you spot unlinked widgets.
The Page Menu

To open the page version of the page menu, either click the four rectangles at the bottom-left
corner of the screen

Scada Page Menu

Recent Pages

The Page Menu also counts as a page, in that you can navigate to it. The menu will fill the
screen with previews of the pages. Where sub-menus appear as fly-out menus in the list ver-
sion, here they look like folders.

Click a folder to open it.

Vs

Note: The ability to show a live view depends on how many tiles there are and the size of )
the pages shown on those tiles relative to the screen. If the complexity requires excessive
workstation resources, then a static "snapshot" view is shown instead. Snapshot views are
indicated by a camera image:

| Properties control the threshold between live and cached views.

Navigate using the page version of the page menu
(This exercise assumes that you are working in the Training App, created in an earlier exercise.)

1. Click the Page Menu Tiles button at the bottom left corner of the screen. (The four
rectangles.)

Page Menu Tiles

2. Click on Alarms, Reports and Diagnostics to open that folder.
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3. Click on the Alarms page entry.
The Alarm page will open, and the menu will close.
4. Reopen the page menu by clicking the VTScada logo at the top left of the screen.
5. Click to open the Remote Sites folder.
6. Open the Sites page.

Hotboxes and Page Buttons
Most pages will include links to other pages. These will be either a hotbox or a page button as

Pump 1 I,\x,

shown. A hotbox. A page button.The hotbox
will not be visible until you hover the pointer over it. Then, it will change color (usually yellow) to
let you know that you've found it and can click.A page button is always visible, and therefore
much easier to find. Just click to open the target page.

Pin useful pages.

You can create your own navigational shortcuts in the application. When any full-screen page is
open, the navigation bar at the bottom of the screen will show it. Within that box, you can click
the pin icon to save that page in the list.

You must have access to the task bar beneath a page, therefore pinning is (generally) for full-
screen pages.

Note: The ability to choose which pages to pin is all yours. The list is unique to your
account - nobody can pin a page for you, and you cannot pin pages for anyone else. Pins
set before security is enabled are lost after security is enabled.

1 Prev Log File

Add to List k— ¥ -
| Rermowe From List

Figure 2-4 Pinning a page.

Figure 2-5 Removing the pinned Overview page

Navigate to another page and the one you pinned will always be available. You can remove a
pinned page from the navigation bar by clicking the X that replaces the green pin.

You can pin as many pages as you want, but it's best to limit the number so that they fit on the
screen with full titles displayed.

1. Navigate to the Alarms page.

2. Inthe menu link at the bottom of the page, hover over the pin so that it turns green,
then click.

3. Navigate to the Historical Data Viewer (HDV) page.

4. Note that the link to the Alarm page remains in the taskbar.

5. Pinthe HDV page.
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6. Use the pinned links to navigate between the two pages.
7. Unpin the HDV page.

Forward and Back Buttons

ompleted Tutorial

Scaaga

Sites

Operator Notes
Historical Data [ﬂmer
Owerview

Alarms

Page Menu

Figure 2-6 You must click and hold the Previous or Next button for two or three
seconds to get the list of recently-visited pages.

At the top-left of the screen are two buttons: Previous and Next. You can use the Previous but-
ton to step back through the pages you visited earlier. After stepping back through a few pages,
you can use the Next button to step forward again.

Click and hold on either button to view a list of pages. You can select any page in the list to
revisit, which is probably faster to do than clicking through the list one page at a time.

Right-Click to Open in a New Window

Many pages can be opened either full-screen, or as pop-ups, or in some cases, both. This might
be useful if you want to view the Alarm page without leaving whatever page you are currently
looking at.

The right-click technique works from the menu, (both list and page versions), from the alarm icon
in the title bar, and with the list of pinned pages in the navigation bar. It does not work with hot-
boxes, page buttons, or the Previous and Next buttons.

For example, if you are currently viewing the Overview page, and you want to see the Alarm
page as well, right-click on the alarm symbol at the top of the screen. The page opens in a new
pop-up window.

The various pages of your application (that is, pages other than those built into VTScada) may or
may not work the same way, depending on how they were configured.

Limits on Pop-Up Pages

Some applications are designed to limit the number of pop-up pages that will open. If this
describes your application, then you might see a message similar to the following.
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T Popup Page Limit Exceeded ot

You have exceeded the number of popup pages allowed by this application (8)
You may Ignore this warning and proceed with opening the page, or cancel opening the page

Figure 2-7 Eight is the default pop-up page limit.
Or, extra windows might be denied.

Your application might allow more, or it might not allow that many. Also, you might not be
allowed to ignore the message and continue opening pages.

Navigation Challenge

1. Time yourself... How quickly can you move from...
the Alarms page
to Dashboard B
to the Operator Notes page
and finally to the Overview page?

2. Repeat using all the methods you've learned in this chapter to see which feels
more comfortable.

3. Compare your results with other students.

4. If someone was faster than you, did they manage that by being quick with the
mouse or by using a better method?

Configuration Properties

Properties control how VTScada looks and how it works. For example: if you would like to
silence all alarm sounds while you're building an application you can set AlarmSoundDisable to
1. If you prefer that each new tag not start with the same configuration as the last one, set
RememberNewTagParameters to 0. And if (by chance) you’re using typed Modbus addressing,
you need to consider whether ModiconTypedAddr10Offset needs to be setto 0 or 1.

The list goes on for nearly 1000 properties.

In the Application Properties dialog, only a few dozen properties are available in the Basic mode.
Most can be found in the Advanced mode but not all. There are also...

» Hidden properties.
Most are hidden so that access can be better controlled. You can view these by
opening a configuration file, but only an authorized user can import any changes.
» System properties.
Affecting the VTScada program itself rather than an application, these properties
are stored in Setup.INI, found in the installation folder. Changes to that file do not
take effect until VTScada itself is restarted.
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Open the Application Configuration dialog

Add page note
Tag Browser Global Filter Alarm indicator

Idea Studio Print screen Activate security / sign in

B EE T E A s

Application Configuration |

The Application Configuration dialog contains a large collection of tools in addition
to the Edit Properties page.

Note: After security is enabled, you will need the Configure privilege to open
this dialog.

Open the Application Configuration Dialog from the VAM:

1. Inthe VTScada Application Manager (VAM), select the application.
2. Select Application Configuration.

Open the Application Configuration Dialog from within an application:
1. While an application is running, select the Configure button.

Open the Application Configuration Dialog from within the Idea Studio:

1. Open the Idea Studio.
2. Expand the File menu.
3. Select Application Configuration.

Tip: Keep a tidy development environment. If you leave the Application Properties dialog )
open while you (or others) work on other tasks, you can expect to see warnings that set-
tings may have changed, even though the change may have been to a file that doesn't
affect configuration properties. Also, while a tag properties dialog is open, certain other
development tools will not open.

When moving from one development tool to another, unless you plan to return to the first
immediately, it is better practice to close the first window before opening the second.

(& J

Unsaved Changes

If you make changes in the Application Configuration dialog, then navigate to a different page, or
close the configuration window, you will see the following message.

VT Warning =

| Do you want to discard any changes you've made on this page?

Yes _ Mo

Click Yes to discard the changes and continue navigating or No to retain the changes and con-
tinue working on the same page.
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The Basic mode makes it easy to adjust the most frequently used properties.

Many more properties are available in the Advanced mode. Use the comments and the doc-
umentation to discover what each property controls. Properties shown in black font can be
edited directly. Properties shown in gray font must be copied first, using the Copy button at the
bottom of the list.

Exercise 2-3 Set display properties

1.

9.
10.
11.
12.

Open the Application Configuration dialog.
(You can do that from either the VAM, or from the tools at the top of the applic-
ation window.)

Add page note
Tag Browser Glogbal Filker Alarm indicator

Idea Studio Print screen Activate security / sign in

G VaE T8

Application Configuration |

. Select the Edit Properties option in the left-side menu (top entry) if it is not already

open.

You will be looking at the basic mode, with four tabs for Display, Alarms, etc.
These are the most commonly used properties.

Note in the Display tab that you could change the name, icon or color theme. Feel
free to change the icon or color theme, but not the name.

Select the Apply button.

In the Comment dialog, type: Experimenting with display properties.

Comments are valuable when reviewing the version log. Don't get into the habit of
skipping them. They should describe why you made the changes. The details of
what changed will be recorded for you.

Explore the remaining options in the Display tab, and the ones in the Alarms tab
and Historical Data Viewer tabs, but don't make any more changes just now.
Open the "Other" tab.

Note that the option, "Automatically deploy local changes" is selected. This is
recommended unless your application runs on several workstations and you want
to finish a change before anyone sees the result.

Select the option, "Automatically start application when VTScada starts".

Select the Apply button.

Type a comment when prompted and select OK.

Close the Application Configuration dialog.

Tip: Did you minimize the window instead of closing it? When working in VTScada, it's a
much better habit to close tool windows rather than minimize them.

Exercise 2-4 Configuration Challenge

When you open VTScada pages as pop-ups, there is a limit to how many you can open. You
have control over both that limit and what happens when an operator reaches the limit of open

pop-up pages.
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Nothing in these lessons tells you how to change that limit. Hence, the challenge:

1. Using only what you have available in VTScada, learn how to limit the number of
pop-up pages that can open. (Hint: F1 is helpful.)

2. Change the limit to three.

3. Try to open four pop-up pages.

Operation And Configuration «22



3 Tags and I/O

3 Tags and 1/O

Tags are the software representation of the parts of a physical system. A tag might represent the
status of a pump, the level of a tank, a control switch to open a valve, etc. Tags also represent
the connections to your hardware, both physical (TCP/IP or Serial) and software (the choice of
driver). Further, tags are used to hold certain configuration settings including fonts, default col-
ors for widgets, alarm priority characteristics and more.

In short, tags represent "things". Any things.

Tip: Points? A tag is a point and a point is a tag. VTScada uses the word "tag" more often
(that's what the T in VTScada is for, after all) but "point" was used first, and you'll still see it
from time to time.

The Tag Browser is the main tool for creating, modifying and deleting tags. Itis also possible to
export tags to a spreadsheet or database, then import changes back to the application. This is
less user-friendly and is not advised for creating new tag hierarchies, but can save time when
creating or updating many similar tags in existing hierarchies.

Organize your tags into a hierarchy so that it is easy to see which tags relate to which com-
ponents in the system. Besides making it easier to find a given tag, this system makes it easy to
expand the application by copying entire structures. While any tag could serve as the starting
point to each hierarchy, the best choice is a Context tag, which provides context to a group of
related tags. In very large systems, the parent tag might be an Alarm Database. Note that many
tags work best when linked in structures. For example, 1/0 tags below the driver and dedicated
alarm tags below the triggering tag.

The Tag Browser

Use the Tag Browser for most tag-related tasks. You can open this tool from within the Idea Stu-
dio or directly from the title bar of your application. (The Idea Studio is opened using the button
immediately left of the Tag Browser button in the following figure.) Users must have the Tag
Parameter View security privilege to be able to do this. Only those with the Tag Modify security
privilege can make changes.

@ ® Scaada Page Menu F'IEL’E Bea o0

Recent Pages

Figure 3-1 Opening the browser from the title bar:

Operation And Configuration «23



3 Tags and I/O

Page Properties

 Copy
Ii'l — Tags Page Line Fipe Select Zoom Ering
=y Paste

[% Menu i - Forward
Clipboard hManage Insert Actions

Figure 3-2 From the Idea Studio

Tip: Add the Tags tool to the Quick Access Toolbar of the Idea Studio. Then you won't
need to reopen the Home ribbon each time you want it.

Every VTScada application starts with a set of Font Style tags, Alarm Priority tags, Notebook
tags and others. Also, palette items including widgets, shapes and images are organized using
Menu Item tags. These are what you see when you first launch the tag browser. Rest assured
that they do not count against your licensed limit. Only 1/O tags with addresses and tags that you
code from scratch are counted towards the license limit.

Tag counts . ) ] ] Cut, Copy,
Address bar ) List 50”'”9\ Display f||ters\ Paste, Delete

VT Tag Browser: Showing 20 of 5,018 Rypeifig Tags | Using 0 of Unlishited Licensed Tags - O X

[[] Show Children R "
P Search Y | Oshownisabiea * 2 B
= \ MName - Description Type Equipment Type Address Value A
T'@ Menus AlarmPriority0 Event Alarm Priority
75 System Alarm DB AlarmPriority1 Critical Alarm Alarm Priority
O :ﬁt:m ;&:ﬁ:’m AlarmPriority2 High Alarm Alarm Priority
-0 SystemHistorian AlarmPriority3 Warning Alarm Alarm Pricrity
s o ) o
AlarmPriorityd Notice Alarm Priority
AnalegFont Analog value default font  Font Style
\.E; B - Station Secondary station Context
Default Call-Out Off  Disables Call Out For Default Roster Roster Active
rs > LabelFont Font for normal label text  Font Style W
Tag tree Double-click Descriptive Tag list
(parent tags) to show/hide symbals (of selected parent
the tree window and matching filter)

Figure 3-3 Parts of the Tag Browser:

The numbers at the top of the tag browser tell you many things.

VT Tag Browser: Showing 23 of 5,006 Running Tags | Using 14 of Unlimited Licensed Tags

Figure 3-4 Tag Browser title bar
Showing x ...

The number of tags displayed in the main window (tag list). This is a function of the selec-
ted parent (left window) and any filters you may be using.

.. of x Running Tags:

Total count of running tags in this application (not a total from all running applications).
Includes every widget, image, shape, page menu, etc.
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Using X ...

Of the tags that count towards your licensed limit, this is how many you've created so far,
not counting disabled tags. This count is a total from all running applications on your work-
station.

.. of x Licensed Tags:
Your license limit.

Filter Controls

In even the smallest application, the tag list will become long enough to require scrolling. For this
reason, it is important to know how to filter the list so that you can find the tags you are interested
in. The filters are shown in the next image. You may use any or all of these filters in combination.

If no tags match the filter parameters, or if you have used the address bar or tree window to
browse to a tag that has no child tags, then the main browser window will read, "There are no
tags that match the current selection.”

£ | Of this Type: I/0 and Calculations Search LA
Mame contains | [[] Show only tags marked as Questionable |
Any parameter contains * [] Show anly tags with Manual Data

Address contains

In this Area | All Areas v|
Of this Type I/0 and Calculations t 3
With this Equipment Type | All Equipment Types v|

Figure 3-5 Available filters
When afilter is in use, the filter area is given a yellow-ish background.

There are also advanced forms of tag filtering that require configuration before they can be
used. See: Filtering Tags, Alarms and Realms.

Several filters can be applied together. In this case, tags must pass all the filters. ("And", not
"Or".) When applying multiple filters, each must be of a different type. You cannot filter for areas
"North or South", but you can filter for any area ending with th: "*th". Filters are applied to para-
meter values as shown in the Tag Browser. In the case where parameters are set by expression,
the filter looks only at the result of the expression, not the code of that expression.

Each applied filter is shown in the filter bar, and can be removed individually by clicking the small
"X" beside the filter name. To clear all filters, click the large "X" beside the filter symbol.

Remove all filters Open / close the filter selection
— -

x Y.

dialog. Click again to close the dialog.

Click the filter symbol to open the filtering
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Filter by location in the tag structure

When a parent tag is selected, the list shows only the child tags of that parent. If the
option, Show Children is selected, all children and grandchildren are included. Otherwise,
only the immediate children of the selected parent are shown.

Search & Filter by name

You do not need to expand the filter selection dialog to fil-
ter by name. Simply type the name (or portion of the
name) into the search field and press [enter] or [tab]. This
will create a "Name contains" filter. The presence of the word "contains" in this filter tells
you that wild cards are applied automatically. If you would prefer to search only for names
that begin or end with a word, add a wildcard to one side or the other. Examples follow:

,0 Mame contains: alarm

*n

The search field is not case sensitive. Entering "A*" is the same as entering "a*".

A* Return all tag names that contain an "A" as their first character (e.g. "Ana-
logFont" or "AlarmPriority0").

*A Return all tag names that contain an "A" as their last character (e.g. "WellA" or
"Soda").

*A* Return all tag names that contain one or more instances of the letter "A" (e.g.
"AnalogFont" or "LabelFont").

A This is equivalent to *A*.
Any parameter contains...

The "Any parameter contains" filter is similar to the name filter but more powerful. All prop-
erties of all tags are examined for a match to the filter. Use this if you know a portion of a
tag's description or are looking for all tags with a particular engineering unit or scale factor.

Tip: As of version 12.1 you can filter on both the tag name and the "any parameter con-
tains..." option.

Address Contains

Provide any portion of an I/O address (read, write or history). For example, if using bitwise
addresses for a Modbus compatible device, you might enter /1 to filter for addresses that
include only bit 1.

Use a wildcard to limit which portion of an address is examined. For example, 401 * for
addresses that begin with those numbers or *401 for addresses that end with those num-
bers.

In this Area

The area property of your tags isn't shown in the Tag Browser, but you can still use it for a
filter. Select one area at a time to view tags that were configured with the matching area
property.

Of this Type

Select one type at a time to view only the tags of that type. This filter also affects the New
Tag selection by pre-selecting the same type from the list.
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With this Equipment Type

I/0 and Calculation tags can be assigned an equipment type. Select one type at a time to
view tags that were configured with the matching property.

Show only tags marked as Questionable
Limit the display to only those tags with the Questionable Data flag set.

Questionable data is an indicator that authorized operators can set on any 1/0 tag whose
values are in doubt. It is never set automatically.

Show only tags with Manual Data
Limit the display to only those tags with a Manual Data value set.

Manual data is typically used when testing a system. These should rarely be left in place
in a working application.

Show Children

Includes all children and grandchildren from the selected parent. Does not include tags in
the Menus group unless you navigate to that group.

Show Disabled

Includes inactive tags. These are tags whose start condition evaluates to false and tags
that have been explicitly disabled. (Disabling a tag sets the start condition explicitly to
FALSE.)

Command Buttons

All the commands that apply to a tag can be accessed by right-clicking on that tag to open its con-
text menu. In addition, a set of copy & paste commands can be found at the top of the tag
browser and the most commonly used commands are available in buttons at the bottom of the
browser.
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Tag Browser Commands

Y ["]Show Children T 2R ﬁ

[]Sheow Disabled

Filtering tools

Description Equipment Type Address Value
Current drawn Analog [In] 4nn31 n Cut, copy, paste and delate
Flow rate Analog [in] Draw commands. Also available in
Hand-0Off-Auto Control  Selector Switch Plat the right-click menu.
Pump running status Digital [In] Pump View Alarms
Motor speed Analog [In] Operate |
Motor speed setpoint Analeg [In/Out] Cperate
n  HOA position feedback Discrete [In] HOA & Cut |
42 Copy The right-click menu.
2 : ——— Al the commands that
@ Paste as Child apply to the selected tag
Mew Child can be accessed here,
X Delete
+"  Enabled

Set Start Condition
Create New Type
Redefine Type

Go to Page

Go to Page (Popup)

| Frequently-used commands.
Also available in
the right-click menu.

Properties

Figure 3-6 Tag Browser controls

Tag tools (right-click menu)

Draw

Opens the Idea Studio and a filtered palette within the studio, making it easy for you to
draw (and automatically link) the selected tag.

Plot

Opens the Historical Data Viewer to show a trend graph of the selected tag.

View Alarms

Opens the Alarm page, filtered to show alarms from the tag.

Operate

If the tag can perform an operation (such as writing a new value to hardware), and if the
current user has the required privileges, use this to trigger the tag's action. For I/O tags

with a valid Write address, this enables the user to send control actions to hardware while

continuing to work in the Tag Browser.

Cut, Copy, Paste as Child

Use "Cut" to move the tag, retaining its history and links to widgets. Use Copy to create a
new tag elsewhere, having the same configuration. Use Paste as Child in both cases to
complete the operation.

New Child

Create a new tag below the one selected.
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Delete

Remove this tag. History is not destroyed, but queries rely on existing tags, therefore
there will be no way to retrieve the tag's data after it is deleted.

Enabled

When not selected (no check mark) the tag does not start and does not run.
Set Start condition

Create an expression to control whether the tag should start and run.
Create New Type, Redefine Type

Applies only to Context tags with a type name. Create and update your own types that
fully define equipment.

Go to Page, Go to Page (Popup)

If the tag is drawn on a page, open that page. If drawn on more than one page, you will be
given a choice of which to open.

Properties
Open the tag's properties dialog.
Shortcut to modify tag properties:

The Tag Browser is not the only path to edit a tag's properties. In a running application, if you
can see the widget that's linked to the tag you want to edit, you can right-click on that widget to
open a context menu. (Assuming that you have the Tag Modify privilege and that this feature is
enabled in the widget. )

The menu will vary by tag type, but the Properties option will always be there. Other options in
this menu open specific pages of the full properties dialog.

-
p
=

932 .4 rpm

ve Low Low Alarm

3
m

ve Low Alarm

3
m

ve High Alarm

[ T s T ¥ T ¥ |
]
m

-
m

ve High High Alarm

Shelve State Alarm
Alarm Settings
View Alarms
Manual Data
Logging Deadband

v Questionable Data
Plot Data

Properties

Figure 3-7 The fastest way to open a tag's properties dialog.
This right-click menu can be disabled by editing the properties of the widget in the Idea Studio.

Operation And Configuration «29



3 Tags and I/O

Disable Cpticns .

[ | Disable Trends Disables the

[+ Disable Mavigator Menu: right-click menu
[ ] Disable Teoltips

Figure 3-8 Options in the properties dialog of every widget
that can be linked to a tag.

Exercise 3-1 Sort and filter the Tag Browser

1. Open the Tag Browser.

8:26 AM Jan 18
ZeaEe A

Tag Browser

2. Ensure that the top-level tag is selected as shown:

=H A 44— Blue highlight here.

T—Q Menus
T—Q Systern Alarm D
+- Sustermn Fusnt NE

3. Without changing anything, count the Font tags.
How long does it take you to spot them all?
4. Sort the list by type:

Description Type “  cguipment Ty,

Does this make it easier to spot all the Font tags? Did you miss any on the first

count?
5. Click the type filter button:
£ Search ¥ 2:23 E:.ladhrlz:l $ 2@
Mame contains [ Show ony tags marked as Questionable
Any parameter contains [ Show only tags with Manual Data
Address contains
In this Area | All Areas u
Of this Type All Types b 4
With this Equipment Type | All Equipment Types ~ éelect tag type to filter on [

6. Click on the group, All Tag Types

L RTILENL

All Tag Types L\\r

Azl

7. Scroll down and select the type, Font Style.
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10.

11.

12.
Tips:

Check the numbers at the top of the window. No need to count now.

¥T Tag Bru:uwseE' Showing & DE,E-BE Running Tags | Using 0 of |

Clear the filter by clicking the x button.
A2 | Of this Type: Alarm Search ’hz E
| -—'<:> A | Mame = Dacripﬂ'j

The filter bar background should change back to white from yellow.
In the edit field of the filter bar, add the word, Note and press the Enter or Tab key.

,O MName contains: note o ?:

Now select the box, Show Children.

Tags are often organized in parent-child hierarchies. If you want to find every tag
of a certain name, description or property, the Show Children option can be use-
ful. But not when you need to see only the tags at the current level.

Clear the filters. To clear the name filter, delete the word note and press enter.

During a development session, each new tag of the same type will start out
identical to the last of that type, save only the name. This can save time when mak-
ing several similar tags since you won't have to set the same values over and over.
But, if the majority of the fields in each new tag differ from the last, this feature may
not be so useful. You can disable it by setting the application property, Remem-
berNewTagParameters to 0.

Even with RememberNewTagParameters set, it's often easier to create new tags
by copying and pasting existing tags, then changing a few properties to suit the
new one.

You can export the tag database for editing in a spreadsheet and then import the
modified database back into VTScada. This can save time when creating a lot of
tags. It's especially helpful when you need to change one property in a long list of
tags since the spreadsheet will allow you to do a search and replace on that prop-
erty.

Best Practices for Tags

Tags are identified using four parts: name, area, description and placement in the tag hierarchy.
You are advised to use all four. (Equipment type is also available as an identifier but applies only
to I/0 and Calculation tags and may have a very specific purpose.) The following rules and
recommendations will help you keep your tags well organized, even if their numbers run into the
hundreds of thousands.
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Plan your tag structures carefully

It's helpful to group tags according to their purpose in your application. Whether it be by
state, zone, station, mechanism or controller, there is always a logical way to organize
tags. In particular, make use of Context tags as a parent to group tags that relate to one
another.

For large applications (many thousand tags) you might need extra Alarm Databases, in
which case those should be the parent for a group.

When viewing a child tag, you will also see the parent names. The current tag's name,
excluding its parents, is called the "short name". The full name (parents + current tag) is
usually just called the "name".
Mame
LargeTown | Station 1

| S e -

Parant Tag Space for current tag's name.
MName(s)

Tag naming (See also: Naming Rules)

The name of a context (the parent of a hierarchy) should be specific, such as "Site
A" or "Mixer 1".
The name of a tag describing an I/O address should either use a standard such as
ISA-5.1 - Instrumentation Symbols and Identification, or it should be generic. "Flow
Rate" rather than "Site A Flow Rate".
Do not repeat information in a child tag name that exists in a parent name.
For example, if the tag measures flow within a pump, just name it Flow.
\Station 1\Primary Pump\Flow
...is better than...
\Station 1\Station 1 Primary Pump\Station 1 Primary Pump Flow
VTScada allows spaces within names but some installations may prefer to avoid
them.
Tag names must be no longer than 64 characters in length
This rule refers only to the tag's immediate name, not its full name, which may
include a lengthy list of parent tags.

Full tag names must be no longer than 253 characters in length
This rule refers to the tag's full name, which may include many parent tags.

Tag names must not duplicate other named items (reserved words).

° You cannot name a tag "TagBrowser" or "Test", since those names are used
elsewhere in VTScada.

o Atag may not be named "Value" or "Area" since those are the names of tag
properties.

° Tag names may not duplicate Type names - you cannot name a tag "Cal-
culation" or "Analog Status".

o Tag names may not duplicate any function names. Refer to the function lib-
rary in the VTScada programmer's guide for a complete list.

32

Operation And Configuration


https://www.vtscada.com/help/Content/Dev_Welcome/Dev_NamingRules.htm

3 Tags and I/O

° In general, itis safest to avoid using common words unless you add a prefix
or suffix.
» Valid tag name characters include:
° Any combination of alphanumeric characters (i.e. A through Z, and 0 through
9)
o Spaces, except at the beginning or end of the name.
(Some installations choose to avoid spaces as they can cause confusion.
For example, "A B" looks like "A B" but the second has two spaces and is
therefore a different name.)
° Period
(Legal but discouraged.)
o Symbols other than those listed below.
(Underscore _ and dash - characters are used in place of spaces at install-
ations where spaces are avoided.)
« Invalid tag name characters include:
o Backslash (\ which used to separate parent names)
Forward slash (/)
Colon (3)
Asterisk (*)
Question mark (?)
Double quotes (")
Less than (<)
Greater than (>)
Vertical bar ()
Leading spaces
Trailing spaces
e Tag names cannot be purely numeric.
"51" is not a valid tag name but "Station 51" is.
An interesting side effect of this rule is that you cannot name a tag "E1" or similar
because this is a valid numeric expression: ("E1" =="0E1" == "zero exponent
one").

O o o o O o o o o o

In the event that you have entered an invalid tag name, VTScada will notify you with a warning
dialog and will clear the Name field so that you can try again.

( 1\

Note: This note is relevant only to those with a multilingual user interface:
When editing any textual parameter (description, area, engineering units...) always work in
the phrase editor. Any changes made directly to the textual parameter will result in a new
phrase being created rather than the existing phrase being changed.

In a unilingual application this makes no difference, but in a multilingual application it is
regarded as poor practice.

(&

Use the Area property to help organize tags

The Area property, although not required, is strongly recommended. It helps you filter your
tags for reports and other tag selection dialogs so that you can locate tags quickly, espe-
cially in larger applications where there are thousands of tags.
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In

Add Areas: To define a new area, type the name in the area field of a tag's properties dia-
log. To use an existing area, use the drop-down list feature. Re-typing an existing area
name is not recommended because a typo or misspelling will result in a second area
being created.

Remove Areas: There is no tool to remove an area name from VTScada because such a
tool is unnecessary. An area definition will exist if any tag uses it and will stop existing
when no tag uses it (following the next re-start).

When working with Parent-Child tag structures, the area property of all child tags will auto-
matically match the area of a parent. Naturally, you can change any tag's area as
required. In the case of a child tag, the field background will turn yellow-ish to indicate that
you have applied an override.

If you are using child tags, note that their area will automatically be the same as the
nearest parent with an explicitly configured area. You can override this if a child tag should
have a different area value than its parent. If you decide to remove your override, right-
click on the Area property and select "Inherit from parent" from the menu that opens.

Roster tags, which control the list of operators to be contacted in the event of an alarm,
are linked to tag areas. All tags sharing an area will use a matching roster. Roster Tags

Filtering rules can prevent tags with certain areas from starting on named workstations.
Tag Area Filtering

Areas can also be associated with user groups to restrict configuration access to part of
an application when users are connecting over the Internet from a VTScada Thin Client.
Realm Filtering

Note that for Modem tags that are to be used with the Alarm Notification System, it is
required that the area field be left blank.

I/0 and Calculation tags, use the Equipment Type to help filter or display tags

As an example, if you set the Equipment Type to "Pump" for all digital I/O tags that indic-
ate the running state of your pumps, then in the Reports page, the Pump Activity Report
will filter for and find just these tags.

There is no tool to remove an equipment type from VTScada because such a tool is unne-
cessary. An equipment type definition will exist if any tag uses it and will stop existing
when no tag uses it (following the next re-start).

Any tag that has been assigned an equipment type will use the labels and display char-
acteristics defined for that type in a Style Settings tag. (Note that this may override the
default style for the tag such as "digitals" or "analogs".) You can then use the 1/O Multi-
Text widget to display those labels. Equipment types may also be useful for filtering tag
selection, such as in reports.

You are free to create as many equipment types as you need, and you may do so from
within either an I/O tag on the ID tab or a Style Settings tag on the Equipment tab. The
instructions are the same in both cases:

1. Place the cursor in the Equipment Type field.

(It does not matter whether the field is blank or shows an existing type.)
2. Type the name of your new equipment type.
3. Press the [tab] or [Enter] key on the keyboard.
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4. Click the Apply button.
The new type is saved.
If the field had shown an existing type before you started, it is not
changed.

ture when used with care. Do not assign Equipment Types casually, without a

Caution: The Equipment Type of an I/O and Calculations tag is a powerful fea}

clear plan for how you intend to use this feature.

Write a clear description

Tags should be given a description that identifies the tag using plain language. The tag
description appears throughout VTScada in tool tips, and in the Tag Browser, to help
users determine the tag's name and its function. The Alarm Notification System will
identify alarms using the description rather than the name (subject to your configuration
choices), therefore it is vital that you provide a clear, unambiguous description for tags
that are alarmed. This is especially important if using a naming standard that creates
cryptic names such as "26PHDL\VC-0001\FCVY1".

Help Search Key

Used only by those who have developed their own Compiled Help Module (CHM) doc-
umentation. To see this system in action, right-click on any tag, as drawn on any page.
The pop-up menu will include a Help option. Select that and you'll be reading VTScada's
documentation about the selected tag. You could be reading your own documentation

instead.

Add a New Tag or Child Tag
'l'l:

2 Search

=ay.

Figure 3-9 Adding a new tag by right-clicking

Paste as Child

Mew Child

tags will link to the nearest parent driver.

New tags are placed below the currently selected
level of the tag tree. While you can always move a
tag, it's easier to create it in the right place from the
beginning.

There are two ways to create atag in the Tag
Browser: The first is to click the large button at the
bottom of the window, labeled "New". The second is
to add a new tag by right-clicking on the target level
and selecting "New Child" from the menu that
opens.

"Child tag" simply means "below the selected level".
The point is that it has a parent in the Tag Browser.
This gives benefits of organization, clarity in naming,
ease of application scaling, and security man-
agement. Many tags are designed to link auto-
matically to their nearest appropriate parent. For
example, driver tags will link to the nearest port. /0

Operation And Configuration

«35



3 Tags and I/O

The Select Type dialog will open every(*) time you add a new tag. The last four types that you
created will be listed at the top, making it easy to create another of these types. Below those,
tags are grouped according to their use. Tags that have extra features are marked. You can
hover the pointer over a symbol to learn more:

MT Select Type *

Recently Used Types

I/0 and Calculations
Context
TCP/IP Port
Style Settings

All Tag Types
Analogs
Analytics

Figure 3-10 Selecting a type

MT Select Type

@ Analogs

Counter
I/0 and Calculations (Analogs)
Pulse Input

Rate of Change

Totalizer

[~
[

his tag type has alarming built in to it

L

(*) If you had set the Tag Browser's type filter to a specific tag type, then the selection part
is done. When you add a new tag, the properties dialog will open for a new instance of the
type that matches the filter. If the filter is set to a group, then the Select type dialog opens

to that group.

After you select a type, its properties dialog (example follows) will open. Every tag's properties
dialog has an ID tab, similar to the following image, which will include Name, Area and Descrip-

tion at a minimum.

VT Mew I/0 and Calculations Properties

1D 110 Scaling

Mame
Tank Level 1

Area

Quality

Legging

Alarms

pod

Display

Zonel

Description

Tank 1 percentage full
Help Search Key

Made
Analog

Equipment Type

St

Figure 3-11 ID tab of the I/O tag's properties dialog. (Sometimes called a configuration folder.)
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There are rules for tag names. In general, keep the names shorter than 64 characters. Spaces
are allowed except at the beginning or end of the name, where they will be trimmed away. Do
not use reserved words. ("Test" is a reserved word in this program. So are "Value" and "Area".
VTScada will let you know when you bump into others.) Some punctuation characters are
allowed (dash and underscore among others) but use sparingly. And, include letters, not just
numbers. For example, "Station 51" is fine but "51" won't be accepted. You can find a full list of
the rules in the VTScada documentation.

You're allowed to change the names of your tags, but if you have expressions or anything else
that links to the old name, you will need to tell those to use the new name instead.

Fields turn green when you change the information within them. This helps you keep track of
what you have changed and what you haven't touched. The green lasts only until you click OK. If
you re-open the folder later, all fields will be white again until you start making new changes.

If you create a second tag of the same type, it will be pre-configured with the same values as the
last except for the name, and those fields will be marked green so that you know which ones are
not default values. This can save time, but be careful not to leave values that should have
changed for the new tag. (There's a property to control that behavior: Remem-
berNewTagParameters.

Note: Fields can also turn other colors, depending on how they're configured.
Hover over a field to see a tool tip that tells you more about that field.

Simulator Overview

The behavior of the simulation has a few quirks, but the hardware configuration is realistic. You
will use a TCP/IP tag and a Modbus Driver to communicate, exactly as if you had hardware
using the Modbus protocol. /0 addresses are provided for the holding registers and input coils
(with one holding register address using the /float suffix for the sake of the example).

Figure 3-12 The simulated system

 Fluid flows into storage at a varying rate through the valve.

» The storage container is equipped with a level sensor.

» Pump P1 starts in automatic mode, switching on and off as the level reaches high
and low setpoints, respectively.
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 Pump P2 may be added.
* A number of I/O addresses are provided for monitoring and operator control.

(Refer to the appendix of this workbook for a table.)
Exercise 3-2 Create your first tag

Your first tag will be a Context tag. This will hold all of the communication and I/O tags for an
imaginary site.

Caution: Are you working in the correct application? Check before continuing.
The name is at the top of the application window.
Do all your course work in the Training application, NOT the Simulator application.

1.

Open the Tag Browser.

&:26 AM Jan 18
ZeaE6 A

Tag Browser

2. Click New.

In the Select Type dialog, the type that you want to create, Context, might be in
the default list of "Recently Used Types". But you can't count on that so this exer-
cise will go about finding it the long way...

3. Expand the Containers group.

MT Select Type x

Recently Used Types

I/0 and Calculations O
Context

TCR/P Port

Style Settings

All Tag Types

Analogs
4. Click on the Context type to select it.
You should now be looking at the ID tab of a new Context tag.

5. Namethistag, Station 1
6. Setthe areatoNorthern
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7. Describe thetag as Storage and Pumping

VT Mew Context Properties >
1D Settings Site Display

Mame

Station 1

Area

Morthern e

Description

Storage and pumping

Halm Saarrh Kauw
8. Do not set a help search key or an equipment type at this time.
9. Click OK.

The tag should now be included in the Tag Browser list.

Build the Communications Chain

Before creating 1/0 tags, you must configure the connection between VTScada on your com-
puter and the hardware at the remote site. This is the role of the tags in the communications
chain.

There are three links in the chain:

» The port (serial, TCP or UDP)
» The driver (communication protocol for your device)
» The I/O (addresses on the PLC or RTU)
Some applications also have one or more of the following optional links:
» Polling driver - Groups I/O at a station and controls the timing of communication.

Often used with radio communications.
» Driver Multiplexer - Allows I/O to switch between alternate routes of com-

munication as needed.
Ports

Port tags describe the path for communication between VTScada and the physical hardware. If
the hardware is connected to your server via a serial port, you will need a Serial Port tag, spe-
cifying the COM Port to use, the baud rate, parity, stop-bits, etc.

If the connection is made over an Ethernet network, you will need a TCP/IP or UDP/IP port, con-
figured to use the correct IP address or DNS name, and port number.

Exercise 3-3 Create a port tag

1. Open the Tag Browser (if it isn't already open).
2. Right-click on Station 1, then select New Child from the menu that opens.
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bl st LA LI B o

SmallMeterFont

Draw
Station 1
t System Alarm DB Plot
t System Event OB View Alarms
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Figure 3-13 Right-click the tag, then select New Child from the menu

3. Inthe Select Type dialog, expand the Ports group, then select TCP/IP Port.
4. Name thistag, PLC Port

(simulator host)
5. Describeitas Network connection

MT Mew TCP/IP Port Properties >
D Connection TLS Display
Mame

Station 1 | PLC_Port

Area
Morthern e

Description

Metwaork connection

Help Search Key
Figure 3-14 The configured ID tab. Note that the area was inherited from the parent Context tag.
6. Open the Connection tab.

7. Enterthe TCP/IP addressas 127.0.0.1 and the portas 501
See following note.

Note: The simulator uses a Modbus driver with virtual I/O, configured on the non-stand-
ard port of 501 so as not to conflict with any working Modbus driver on the standard port,
502.

8. Click OK to save your work.

More Tag Browser Details...

Take a moment to look at the Tag Browser. PLC_Port is now visible in both the left and the right
window.

40« Operation And Configuration



3 Tags and I/O

VT Tag Browser: Showing 1 of 5,046 Running Tags | Using 70 of Unlimited Licensed Tags

['ﬁi Station 1 »

L Search

! Name = Description Type Equipment Type  Address
T'Q Menus « PLC_Port  Network comnection  TCP/IP Port 127.0.0.1:501
- Station 1
‘_?(} PLC_Port
+-™ Sustemn Alarm MR
Figure 3-15 First tags

It can be tempting to ignore one or the other window (in fact, you can close the left window by
double-clicking the bar between them) but both have a purpose and tools work differently in
each.

The left window is for browsing through a hierarchy of tags. The right, or main window is for work-
ing with the tags in the selected level in the hierarchy. To illustrate one difference, try double-
clicking on PLC_Port in each window. You'll find that when you do this in the main window, the
properties dialog will open. In the left window, that won't happen.

Drivers

Drivers connect to Ports and define the protocol used to communicate with your hardware.
Which one you choose will depend on the specifications of that hardware. More than 35 drivers
come with each copy of VTScada and many more are available on request. Each brand of PLC
or RTU generally requires its own communication driver. (Some also allow an alternate protocol.
For example, many have a Modbus Compatibility mode.)

In addition to the driver, you might add a Polling driver to control communication frequency. You
can add a driver multiplexer to define an alternate line of communication in the event of device
failure.

Exercise 3-4 Create a driver tag

In this application, the driver will be created as a sibling of the port.

1. Right-click on Station 1, then select New Child from the menu that opens.
2. Inthe Select Type dialog, open the Drivers group then find and select Modbus
Compatible Device.
Name the driver, PLC1
Set the description to, Simulated PLC
Open the Options tab.
Set the Comm Channel to Open Modbus TCP
Open the Communications tab.
Click the browser button beside the Port field
Port

*Part  --Missing-- x t

A new instance of the Tag Browser opens.

9. Click on the porttag, PLC_Port, then click the Select button.
Alternatively, you could right-click on the port tag then choose Select from the
menu that opens.

ONO O R W
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10. Ensure that the Port field now looks like the following, then click OK.
Port
[PLC1_Port] Metwork connection

In the Tag Browser, the address for your TCP tag will be the IP address and port number. For
the driver, it will be 1 (the PLC address from the Port tab of its configuration). Neither will have a
value until you create 1/O tags that use these.

Input / Output Tags

I/O tags receive values from or send values to specified addresses on the PLC or RTU. They
depend on the configured driver tag to provide the connection details and the protocol for the
device. The I/0O and Calculations tag can be used for analogs and digitals, inputs and outputs,
and (naturally) calculations. Single-purpose legacy tags are still available for each of those
tasks, but only for the sake of backward-compatibility.

Addresses must be provided by the person who configured the hardware. For some drivers, an
Address Select or Address Assist dialog makes address configuration a matter of selection from
a list. For all drivers, the VTScada documentation includes guidelines for their address format.

Tip: Security... Output tags are secured by assigning a custom privilege to the tag, then
granting that privilege only to authorized users.

It's more efficient to plan for security at the beginning of a project, protecting each output
tag as you create it, than to return later to update a large number of tags.

/0 and Calculation tags as digital inputs

Tags configured as digitals can read values that are either zero or one. Analogs and discretes
can do the same, but digitals are designed expressly for situations where the equipment is off (0)
oron (1). You can also configure the tag as a two-bit digital to read from two addresses if you
need four-state logic. (For example: opened / closed / process in action / error).

Note: In this exercise, you'll simply create the tags in order to get a feel for how it's done.
In later exercises, you'll learn more about the choices available.

Exercise 3-5 Create an I/O and Calculations tag as a digital

Your first I/O tag will monitor whether equipment is running. For this example, we'll say that the
equipment is a pump, but it could be anything.

You would typically have a table describing basic information about the 1/0 and create your tag
from that. Such a table might look like the following:

Tag PLC Address Point Description

Running 3 Operational status

The first set of steps is to create a Context for the equipment. Given that the simulator has I/0O
for two pumps within each station, it makes sense to keep the 1/O for each in its own Context.

1. Open the Tag Browser.

2. Right-click on PLC1 and select New Child from the menu that opens.
(You might need to navigate down through Station 1 to find PLC1.)

3. Expand the Containers group and select Context.
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4. Name the new tag, Pump 1 (*see note at end of instructions.)
5. Setthe descriptionto: Primary pump
6. Select OK to save the new Context tag.

Now for the 1/O. Let's start by monitoring whether the pump is running. The simulator starts in
automatic mode so the pump will start and stop on an irregular cycle:

1. Right-click on the Pump 1 Context tag and select New Child from the menu that
opens.

2. Expand the Digitals group and select /0 and Calculations (Digitals) from there.

3. Setthe name to Running
There's no need for the name to say what is running. That's implied by the parent
context.

4. Setthe descriptionto Operational status

5. Make sure that the data type is set to Digital.

6. Inthe Equipment Type drop-down, select Pump.
(Only this one tag should use that equipment type. In the coming exercises, make
sure that the equipment type is blank.)

M I/0 and Calculations (Station 1WPLC1\Pump 1\Running) Properties *
ID o] Cluality Logging Alarms Cisplay
Mame

Station T\PLCTWPurnp 1 | Running

Area
Marthern o

Description

Pump running status

Help Search Key

Data Type
Digital w | [ Calculation

Equipment Type

| Pump v|

Figure 3-16 Configured ID tab

7. Open the I/O tab.

8. Look at the I/0 Device field. It's been configured for you automatically, using the
first ancestor that's a driver, [*Driver]. This is one of the benefits of creating your
tags in parent-child structures.

9. Setthe Read addressto 3

10. All other values will remain the same.
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ID /O Cluality Logging Alarms Cisplay
I/0 Device
[*Driver] Simulated PLC (xX1% @
Read Address Scan Interval
3 1 5
History Address Scan Interval
&0 5
Write Address Pulse Duration
] 5
Privilege
Mo Security ~
[ ] Publish
L] Invert Input
[ ] Invert Cutput

Figure 3-17 Configured Digital Status I/O

10. Click OK to close the properties dialog and return to the Tag Browser.
If you're curious about the other configuration fields in that tag, you can read about them in the
documentation under "1/0O and Calculations Tag" .

It might take a moment for the value to appear. After it does, it will start at "stopped". Every so
often it will switch to "running" while the automated system runs.

Note: Some readers may be familiar with the Digital Status and even the much older
Digital Input tag types. These still work and are still available, but you are advised to use
I/0O tags as much as possible in order to take advantage of features that come with these
newer tags.

(*) Descriptive words are used for tag names in this tutorial, but it's not a bad idea to adopt a
naming standard such as such as ISA-5.1 ("TIC-103"). Read more about that here: Best
Practices for Tags.

[;fﬁ'i Station1 » Pump1 »

2P Search
——§> \ Description Type Equipment Type  Address  Value
+-> Menus 2 Running  Pump cperational status Digital [InN] Pump 3 T
o~ Station 1
PLCT
PLC_Port

= Pump 1
% Running
T—‘{) Systermn Alarm DB
T—‘{) Systemn Event DB

Figure 3-18 The Tag Browser so far
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If you browse up to find the driver and the port, the value of zero for each of these is good to see.
Any other value would indicate that there was an error or that communication had been lost.
(Drivers and ports have no value until the first I/O tag is created and communication is attemp-
ted.)

Address Coalescing

Contiguous I/0O addresses (in the same “Block”) are read all at once, so long as all I/O have the
same polling rate. For greater efficiency, try to keep your I/O addresses together and do not
assign varying polling rates unless necessary.

Optional Links in the Communication Chain
Polling Driver Tags

Polling driver tags are designed for use in telemetry applications where communication
links may be costly, either in terms of time or money. Polling drivers should be configured
to stand between a communications driver tag and the 1/O tags. Their function is to control
the order and the frequency of data transfer between the I/O tags and the remote equip-
ment via the communication driver tag.

Driver Multiplexer

Driver multiplexer (DriverMUX) tags allow you to set up redundant or alternate lines of
communication between I/O tags and equipment. Possible uses for this tag include estab-
lishing a fail-over communications route if one system is lost, and load sharing between
two lines of communication.

Analog I/O Tags

Use digital I/0O tags for anything that is either on or off, like a light switch. Use analogs to rep-
resent a range of values such as a level, pressure, voltage, or brightness.

Like digitals, analogs link to drivers and have an address field that matches a register on the
PLC. They also have scaling values, translating the raw machine values into numbers that mean
something to humans. These are the engineering units of the tag. For example, the equipment
might have a range of values from zero to 5 Volts, measured in tenths of a volt. That gives you
an unscaled minimum of zero and an unscaled maximum of 50. But perhaps you want to
express that as a percentage of the possible range. You would configure the tag's scaled min-
imum to zero, but the scaled maximum to 100. VTScada will translate the raw values into scaled
values for you so that 2.5V looks like 50%.

Let's walk through the creation of an analog I/O tag, piece by piece. Rather than configure
everything in one set of steps, we'll break it up into sections, exploring the options so that you
understand the "why" behind each set of steps.

Exercise 3-6 Create an analog I/O tag

1. Open the Tag Browser.

2. Navigate to Station 1 >> PLC1.

3. Add a new child tag below PLC1, selecting I/O and Calculation as the type.
(Yes, exactly the same type of tag you created for a digital. Keep going.)

4. Name the tag, Level

5. Describeitas Holding tank level

Operation And Configuration «45


../../../../../Content/D_Tags/Dev_PollingDriver.htm
../../../../../Content/D_Tags/Dev_DriverMux.htm

3 Tags and I/O

6. Ensure that the data type is setto Analog.
7. Ensure that the equipment type is blank.

Pause. Do not close the properties dialog.

You'll need to refer to it for the following. Let's examine the other fields on this tab.

Data Type

The 1/0 and Calculations tag replaces 12 legacy tags from previous versions of VTScada.
The legacy types are still (and will always be) supported, but you are advised to use 1/0
tags to take advantage of their additional features. How does one tag replace 127 The key

is the data type selection.

Configuration options vary according to the data type that you choose in the ID tab of the

properties dialog.
$ata Details Select when you need to...
ype

Analog [Analog Read or write values that scale such as temperature or volume.
(Doubles ) : : "
and float- Note: Ifadeadband is noot applied on the Ioggl.ng tab: a
ing point) default dea_dband of_0.25 % of t_he §caled range is applied.

This value is stored in the application property DefaultAn-
alogDeadbandFractionOfFullScale

Discrete | Analog Read or write a set of known values, which may scale.
(Integers)

Digital Digital Read or write a value of 1 or 0 from a single address.
(Binary val-
ues, 0 or
1)

2-Bit Digital Read a value of 1 or 0 from two address, making this a 4-state

Digital (Binary val-| digital.
ues 00to | Cannot write values to either address.
11 (010 3))

String Note Read or write a text value.
(Text) Output padding is handled by widgets rather than the 1/O tag.

Within reason, you can change the data type after creating a tag. If after configuring

for one data type, you select another, configuration options that do not apply to the
new type are saved but not used. For example, you might initially define the tag as
Analog and set scaling parameters. If you change the data type to Digital, the scal-
ing tab is hidden and the scaling parameters are not used, but the values you set

will be retained.

Equipment Type

Provides a way to categorize tags that is similar to the Area property but more

powerful.
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When used with Discrete or Digital I/O types, you can create style for your equip-
ment type that assigns a label and color for each possible value of your tag. This
may be especially useful when combined with I/O Multi-Text or the Droplist Widget.

One default type is provided: "Pump". This is used in the Reports page as a filter for
the Pump Activity and Pump Discrepancy reports. You can filter based on equip-
ment type in any tag list. Advanced users can create reports or other tools that use
Equipment Type as afilter.

You are free to create as many equipment types as you need, and you may
do so from within either an I/O tag on the ID tab or a Style Settings tag on the
Equipment tab. The instructions are the same in both cases:

1. Place the cursor in the Equipment Type field.

(It does not matter whether the field is blank or shows an
existing type.)

Type the name of your new equipment type.

Press the [tab] or [Enter] key on the keyboard.

Click the Apply button.

The new type is saved.

If the field had shown an existing type before you started, it
is not changed.

N

Equipment type names can be removed the same way that Area properties are
removed: First ensure that the name is not in use within any tag, then restart the
application.

Continue the exercise...

1. Open the I/O tab.
2. Ensure that the I/O device is [*Driver] Simulated PLC.
3. Setthe Read Addressto 40001
(The History Address and Write Address are left blank. Change no other fields.)

Pause. Do not close the properties dialog.
Read Address

You've just configured the read address because this tag's job is to monitor an analog
value. If its job was to write a value to a setpoint, you would probably have left that field
blank. More about this when you create a setpoint tag.

Scan Interval (Read address)

Provide the frequency, measured in seconds, at which the I/O device should be scanned
for new data. Reduce system load by setting this as high as possible, as appropriate for
the equipment being monitored. [f the I/O Device is a Polling driver, which provides its
own scan interval, then this field will not accept data.

Deadband (On data reading, for Analog values only)

If defined, the value on the device must change by more than this amount before the tag
will register it as a new value. A deadband can greatly improve application efficiency by fil-
tering out noise and eliminating unnecessary work to process that noise as if it were useful
data.
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H

The deadband is an absolute value, not a percentage, and is specified in terms of the tag's
display values if set or the scaled engineering units otherwise. (Refer to notes for the Scal-
ing tab.) If a deadband value is not provided, one will be calculated automatically based

on several factors including the logging deadband and the application property,
DefaultDriverDeadbandFractionOfFullScale.

istory Address

This field provides a means of reading values as recorded by a data logger. Only a small
number of drivers support remote data collection, which you can then read on a defined
address. If set, the history address can also have a scan interval, which should be set long
enough to allow history to accumulate before being read.

Write Address

If configured, then you can create widgets to allow operator control of setpoints, etc. There
is no scan interval for a write address because values are written immediately upon
change. (No change, no write.)

If you configure both a read address and a write address, the tag's value is whatever is at
the read address, regardless of what you write. If there's a mismatch between the two, the
tag's Mismatch property will be set TRUE and indicated by linked widgets (typically by
blinking).

Continue the exercise...

1.

Scaled Process Data

1.

2

min

Open the Scaling tab.

The most important fields here are the min and max values for Unscaled Process
Data, and for Scaled Process Data.

VTScada assumes a linear relationship between the
values as shown. The scaled and unscaled process
values you provide set the slope of the line, allowing
any value on one axis to be mapped to the other.

The values do not limit what the tag can read, but the
Scaled Process Min and Max values do limit what the
tag can write.

max

min max

Unscaled Process Data

Notice that the default values for the two process data scales (unscaled and scaled) are
from 0 to 100.

For the Modbus (which you are using with the simulator), all values are integers. Unless
your system uses the /float option, which this register doesn't.

But it is possible to make an integer look like a floating point if, for example, the unscaled
values range from 0 to 10000, but the scaled values are only 0 to 100. That gives us two
decimal points in the display. By coincidence, that's how this register was configured in
the simulator.

Change the Unscaled Process Data - Max value to 10000
. Leave all the other values at their defaults.
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MT Mew /0 and Calculations Properties x
] 1O Scaling Quality Logging Alarms Display
Unscaled Process Data
Min Max
0 10000

Scaled Process Data
Min E

0 100

Pause. Do not close the properties dialog.
Display Range Min and Max (Optional.)

[ Note: These two fields have no effect on the value of the tag. ]

Set the Min and Max Display Range values to define the default scale range for the HDV
trend view and certain widgets, such as the various meters. Use these when values are
expected to stay within a portion of the full-scale range and it is therefore helpful to adjust
the displayed range as needed.

If left blank, the Scaled Process Data Min and Max values will be used as the Display
Range values.

Expected Range Min and Max (Optional.)

[ Note: These two fields have no effect on the value of the tag. ]

Used to provide default minimum and maximum values to certain high-performance graph-
ics widgets. If left blank, the expected range feature of those widgets is not drawn. Both
must be provided.
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Continue the exercise...
1. Open the Logging tab.

2.

3.

Ensure that the Historian is set to [SystemHistorian] and that Enable Logging is
selected.

Ensure that the Minimum Log Interval is 0.

The log interval is used only when you have a reason to create a new record in his-
tory on a regular schedule even if nothing changed in the meantime.

Set the deadband amountto 0.03

Thanks to the scaling, this tag will record changes of 1/100 in value. But, perhaps
there's system noise of +/- 0.02. There's no point to recording that, so you might
set the deadband to 0.03. This says that the value must change by at least 0.03
before the tag will log the new value.

Setting a deadband on the amount to log is an usually a good idea because there
is always system noise. Just don't set it so high that you miss important inform-
ation.

Careful: If you had set a deadband of say, 1, on the Read Address in the 1/O tab,
then all changes in value smaller than 1 are being ignored. A deadband of 0.03 on
logging would be irrelevant because the smallest change seen by the tag is 1.
Open the Display tab.

Your tag has been scaled to show hundredths, so set the number of digits after
the decimal pointto 2

. The depth of the holding tank is measured in inches, so set the engineering units

toin.

8. In preparation for the trending lesson of this tutorial, set the color to a shade of
blue.
9. Select the OK button.
VT Mew /0 and Calculations Properties >
IC IO Scaling Quality Logging Alarms Display
Style - Defaults to SystemStyle
*Style Settings  --Missing-- X B9

0 ~ | Display Order
Engineering Units

in.

Plot Line

[] Use System Pens

k| Line Style

= | Line Width

*

2  — Digits After Decimal

Color

[[] Display as Step Plot
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[ Note: The Tag Browser will show only one digit after the decimal, however you configured]
your tags.

Relative Paths - Tag Relationships

Note: In this topic, the examples refer to a driver that is linked to a port. The information
holds true for I/O tags linked to drivers, loggers and alarms linked to 1/O, etc.

VTScada developers will often build tags in a hierarchy. For example:
H

T—'C) Menus

— Station 1

0 PLCT

= PLC1_Port

i CL S SR | F—— Y, ]

Figure 3-19 Station 1 is a Context. PLC1_Portis a TCP/IP Port. PLC1 is a driver.
This method of linking the tags together has several advantages:

» Tags for a station (or equipment, or anything) are grouped in one place, making
them easy to find.

» Adding new stations is a matter of copying only the one top-level tag. Child tags
are copied automatically.
(Tools are available to automate much of the work when duplicating stations or
equipment.)

» Tags that need to link together will do so automatically in a parent-child relation.
For example, the driver will find the port without you needing to select it during con-
figuration.

( Tip: #1 There are many ways that a hierarchy can be built and there is no single method
that can be considered "best" in every instance. After reading this topic, take time to con-
| sider your system and decided on a tag hierarchy that will work for you.

( Tip: #2 If you change your mind after changing how tags link together, you can easily
restore the original configuration by doing a right-click on the parameter then selecting
"Reset to Default". This option is enabled only for properties that have a default.

170 Device

C
[«PLCT=], PLC1off Add Parameter Expression

Read .&ddr&ss\’ Remove Parameter Expression
40021 Reset to Default

History Address Properties

(& J

Links between tags

As an example, when a driver is linked to a parent Port tag, the configuration field for the port
would look like so:
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Port
[*Port] Metwork con | ¥ | B2 54

Figure 3-20 Ancestor Relative Path
[*Port] is expression code. Building it up piece by piece it means:

[ ] "Look for a tag..."
= ] "Look for a tag of type..."
[*Port] "Look for a tag of type port"

This will find the first ancestor tag of the correct type. If a tag is found, its description field is
shown following the [*...] code.

This type of link between tags is useful if you copy tags for a new site. Instead of having to recon-
figure the driver copy to use a different port, it will simply attach to the closest parent tag that is a
port. On the other hand, it can become difficult to manage tags if there are too many levels.
That's why you get a choice...

The relationship between tags is not entirely in whether the driver is a child or sibling of the port.
It's in how the relationship between the two is specified. The default relationship is different
depending on whether you make the driver a child or sibling, but you can override the default
and define it the way you want. The button between the X button and the Tag Browser button
gives you a choice of how to specify the link. Each is useful in its own right.

Port
[Sim Host] Metwork ?d?g)%

Ancestor relative path
P N Open relative path
Fixed depth relative path
Absolute path
(7]

”:l Iﬂ.ll-\_llﬂ'

Figure 3-21 Choice of tag relationships (Port name is a generic example, not from the exercise)
Ancestor relative path [*Port]

The default for child tags. The driver must be a child of the port before you can use this.
That's where the "ancestor" part of the name comes in. The driver will find the closest par-
ent of the right type, which might be several generations back.

Open relative path [Sim Host]

The default for siblings. This is "open" in the sense that it does not point to a specific tag
and "relative” in the sense that the position of the tags in the hierarchy matters. Imagine if
you create Station 2 by copying all of Station 1. If you were using open relative path, you
would still need to change the IP address in the port, but the copy of the driver would be
looking for the nearest port named "Sim Host", not the specific one within Station 1.

>> Note that if the name changes, the link breaks.
Fixed depth relative path [..\Sim Host]

Like the previous, but not open. This option says to find a tag with the matching name, the
matching number of generations away. Each generation back is specified by a dot-dot-
backslash ..\
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Absolute path [<Site1\Sim Host>]

Use that tag and none other. The full tag name must be provided, right from the top of the
hierarchy. This is tied to the selected tag's unique ID, so the port tag's name can change
but the link will be kept to exactly the same tag.

f Tip: It may be interesting to note that when working in the Tag Browser, the default for
new tags will be either Ancestor or Open Relative. These make the most sense here. But,
when drawing tags in the Idea Studio, the default relationship between the widget and the
tag is Absolute. You can rename or move a tag with confidence that it will remain linked to

| the same widget.

( Tip: As projects become larger, complexity increases. Use care and plan ahead. Create
as many levels in your tag hierarchy as you need, but do not let this get out of control. Hav-
|_ing too many levels can be as hard to manage as having too few.

J

Optimize Your Configuration

Reading and storing a large amount of I/O process data can require significant computer
resources, especially when you have multiple redundant servers. The following describes sev-
eral ways that you can reduce bandwidth and network traffic on your system.

Poll rate:

Do not set your scan rates to poll more frequently than required. For example, if you need data
only every five minutes, it would be a mistake to leave all scan intervals (or poll rates for those
using the Polling driver) at the default value of 1 second. Reading data, saving to the Historian,
and synchronizing those values across servers and workstations more often than necessary can
cause a significant amount of network traffic for no useful purpose.

Deadbands on Reading and Logging

Set within I/O tags (and legacy Analog Status tags). If values are changing by tiny amounts very
quickly, good deadbands will filter the data so not every change is read or is logged to disk.
Every time a value is logged, it must also be copied to all of the redundant historians. But use
care not to set the deadband so large as to miss important data. Defaults are set for you on both
the read and the logging deadband, but you must always check whether those values are appro-
priate.

SSD drives:

Faster disk writes mean that data is less likely to be queued up, waiting to be written to the hard
drive. A large queue can slow the rest of the system.

Anti-virus configuration:

Most anti-virus programs want to read each file that is accessed before allowing another pro-
gram to write toit. If VTScada is logging hundreds of data points per second, and the anti-virus
software is trying to scan each individual file before it will allow the write, then they are unlikely to
keep up, making it appear that VTScada is slow or even causing an out-of-memory error if the
queue size becomes too large.

Trihedral recommends setting an exclusion so that the Data directory in the application folder is
not scanned, either on demand or on full system scans. The full system scan is more of an issue
because it will prevent file access while a file is being scanned, stopping writes temporarily.
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Turn off folder indexing:

Trihedral also recommends that you use the Windows advanced options of the application's
Data folder to turn off indexing, thereby speeding up writes. The steps follow, although this may
require administrator privileges at some sites.

1. Using the Windows file manager (not VTScada!), navigate to the application's
Data folder.

2. Right-click on the folder and select Properties.

3. Onthe General tab, select Advanced.

4. Deselect the option, "Allow files in this folder to have contents indexed...".
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Best practices for HMI design (Human Machine Interface)

Before creating the user interface for a SCADA system, it is worth learning the principles of HMI
design. Several excellent resources can be found online and in textbooks. We encourage you to
study the ISA 101.01 standard, which is available for purchase from the ISA online store. Gen-
eral information may be available through a web search.

A full discussion of HMI design is well outside the scope of these notes. Instead, our purpose is
to show you the tools available within VTScada, leaving it to you to design the best HMI for your
operation.

Display scale issues
Please read, Size Pages for Differing Screens

Organize your work

You can build the user interface before, during or after creating tags. (Most developers create
tags first, then draw them.)

You can work however you choose with your own projects, but in this course, we will draw tags
as they're created (sometimes creating two or three tags as a set before drawing them). This will
give you a chance to see the widgets that are designed for each type of tag, one set at a time.

Idea Studio Components

The ldea Studio is where you create the user interface. It opens in its own window, so that you
can edit pages while viewing them live in the operator display. There is no "save" button. Your
changes are applied as you make them. (If your application runs on multiple workstations, you
might choose to switch off auto-deployment while editing. )

FysEeA

Figure 4-1 Open the Idea Studio by clicking the button shown circled.

Tip: You can make the Idea Studio open automatically when a user with configuration priv:
ileges signs in, by setting the application property AutoOpenldeaStudio to true (1).

Quick Access Toolbar

Often overlooked, this contains tools that you will want to use frequently. Note the many
tools for customization.
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VT | B 5] * o+ = | Idea Studio

Customize Quick Access Toolbar
1 Customize Quick Access T-:u-:ulhar| v

Deploy Local Changes

Cut o =
o \é A \ I |r_, ¥ | Show Operator View
- Tags  Page Text  Line  Pipe Sele ¥'| Undo
[E Paste Menu v ¥ | Redo
Clipboard Manage Insert

Show below the Ribbon

Minimize the Ribbon

Figure 4-2 Customization options of the Quick Access toolbar
Standard tools in the Quick Access toolbar include:

» Deploy Local Changes - Enabled only when automatic deployment is switched
off.

» Show Operator View - Close the Idea Studio and open the current page in the
main window. Strongly recommended rather than simply minimizing the Idea Stu-
dio to view the page.

* Undo / Redo - Back up from design errors.

» Customization Menu - As shown in the image. Hide tools, change the location of
the toolbar, minimize the main ribbon.

You can add any often-used tool to the Quick Access toolbar. To do so, right-click on any
tool in any ribbon and select, Add to Quick Access Toolbar.

VI | w5y e

“ Home Page Properties

Cut = 1 A u, [ [

Copy Add to Quick Access Toolbar
- Ta B
[& Paste 5 ccess Toolbar below the Ribbon

Clipboard

VT | i [3] 5 ¢ B = | Idea Studio
L I Fimren P e mebinr
Figure 4-3 Adding the Tag Browser tool to the quick access toolbar

To remove a tool, right-click on its icon in the Quick Access toolbar and select "Remove
from Quick Access Toolbar".

Exercise 4-1 Add the Tag Browser to the Quick Access toolbar.

1. Open the Idea Studio.
2. Ensure that the Home ribbon is open.
3. Right-click on "Tags".
The pop-up menu opens.
4. Select Add to Quick Access Toolbar.
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You should now be able to open the Tag Browser from the Quick Access toolbar, no matter
which ribbon is open.

The ribbons

This is where you will find most (not all) of the tools in the Idea Studio. Ribbons are shown
on an "as needed" basis, according to what is selected on screen. When more than one
ribbon might apply (perhaps you have selected both text and an image), you will find tabs
across the top of the Idea Studio that can be used to switch from one ribbon to another. In
all cases, the Home ribbon will be available.

Reference: Idea Studio Ribbonsldea Studio Ribbons

The file menu

Labeled with the word File, or with only an icon, depending on the version of the Win-
dows® operating system that is installed on your computer.

YT = [o] 45 e ~ |IdeaSiudio VT | w' [§] * ¢* = | Idea Studio
— .
Home Page Properties % Home Page Properties
g OR -
_| File " | File
- Click here to open and create = | Click here to open and create
EPi pages or widgets E3 P§ pages orwidgets

Figure 4-4 Opening the file menu
Tools in this menu allow you to:
» Create new or existing pages and widgets.
e Close the open page or widget.
» Clone the current page or widget, creating an identical copy.
» Import a page or widget by selecting its source code file.
» Delete a page or widget.

» Open the Application Configuration dialog
» Open this Help file.

Note that most File Menu tools can also be found by left-clicking the plus sign or right-click-
ing a page label in the Idea Studio navigation bar:
[ Owverview CE]

# Close

'"‘..,"g Bename
& | Clone

I Delete

Figure 4-5 Shortcut to file management tools for a page.

Splitter bars

Divide the palette (on the left) and the panels (on the right) from the drawing area of the
Idea Studio.
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Double-click either bar to open and close or drag left and right as needed. Both bars will
always be visible but may be mistaken for the edge of the window.

VT | o B % e* @ = | Idea Studio - O x
Home Page Properties e

»EAn L Q = [0 &

_ Tags Page ) Select Zoom Ering Send Align g Palettes | Panels | Unlinked Source
[ Paste Menu -LP'DE v A Forward = Backward _fj' Indicators Code
Clipboard Manage Insert Actions i‘-.rrange)/ \"ﬂdﬂ\

O\ 0|% T Ao

Recent ltems O‘_\ /
n @ Splitter Bars
oy

Figure 4-6 The Idea Studio, elements and home ribbon.
Icons replace labels in this compressed view.

The palettes

Covering the left side of the Idea Studio, the three palettes are where you will find all wid-
gets, images and shapes to add to your pages. Palettes are organized into folders and for
the widgets palette at least, you will find the same items in several folders for ease of
searching.

The palette is a window that can be closed, opened and resized. Use the scale slider at
the bottom of the palette to resize the contents but note that labels are not shown when
the icons are much smaller than the default size.

(D) Widgets | [C] Images | “9 Shapes Palettes include:

e « Tabs for switching between the three
o palettes.
a * A Recent Items list, with a separate list for
each palette.
@ » A navigation bar to help you keep track of

which folder you are viewing within a

- . palette.
auges Indicators
* The tools and folders that make up each
palette.
) (S k
- N
Buttons & Switches Analog Controls

Figure 4-7 Palette detail, widget palette open

Palette entries are built using Menu Iltem tags, which means that you can reorganize them
to suit your needs. Do so either within the Menus section of the Tag Browser, or by right-
clicking directly within a palette, then using the pop-up menu (recommended).

Tip: Remember that you can search for tags by name, or by all information. That fact
applies to Menu Item tags as well. But, you must be working in the Tag Browser to do so.
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Many developers like to create a folder of frequently used widgets or images to save time
from searching.

Panels

There are three tabs within the panels window. The panels window will open automatically
to the Multi-lmage Widgets tab or the Layers tab when relevant to what you are doing
within the Idea Studio. The Tag Links panel must be opened as needed. Many developers
choose to leave the panels window open but reduced in size from the default while they
work on a page or widget.

Navigation buttons and zoom controls

Across the bottom of the Idea Studio, all the currently open pages and widgets will be lis-

ted. You can click any page or widget's tab to open it for editing. You can click the (+) sign
to the right of the tabs either to open a currently closed page or widget or to create a new

one. You can also right-click a tab to open a menu of file-commands for that page or wid-

get.

Display controls are provided in the bottom bar of the Idea Studio. You can change the dis-
play scale to 'zoom-in', the better to see detail in your work. You can also change the dis-
play scale of the palettes to see which tool you are choosing or to see more tools at a
smaller scale. The three sets of coordinates in this toolbar show the top-left corner loc-
ation of selected objects, the overall size of the selection and size of the page.

To pan, use the scroll bars across the bottom and the right side of the Idea Studio.
r:l:]: | | Owerview op

< 799, 308px |1 175 175px | 1E 1920 x 1073px 100% -:(]_:-+ 7O,

Figure 4-8 Detail from the Idea Studio navigation bar
Keyboard shortcuts for the Idea Studio

A limited number of keyboard shortcuts are available for use within the Idea Studio.
Most are standard for Windows programs.

<CTRL>N [ Creates a new standard page

<CTRL>O |Opens an existing page or widget

<CTRL>C |Copies the selected graphics
<CTRL>X [ Cuts the selected graphics

<CTRL>V [Pastes the graphics from the clipboard
The new graphic will be placed wherever the cursor is currently located.

<CTRL>B | Turns the selected text Bold
<CTRL>| Turns the selected text Italic
<CTRL>U [ Turns the selected text Underlined

<CTRL>Z |[Undo last action. May be used more than once.

<CTRL>Y [Redo last undone action. May be used more than once.

<DEL> Deletes selected graphic
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Pages

A page is the canvas on which you draw your application. There are two types: the full screen
page used to provide an overview of part or all of a system, and the pop-up page used to provide
detail or control for some small part. There are no restrictions on the number of pages you may
create.

Every VTScada application starts with a set of built-in pages. Most of these (the "system pages")
cannot be edited. For example, the Alarm page, Reports page and Historical Data Viewer all
exist to be used, but not changed.

You can edit or delete only a few of the built-in pages. Of note is the Overview page, which is a
starter page to help you begin building your application. Three sample pages are also included,
from which you may freely copy elements for use in your own user interface. Pages that you can
create and change are referred to as "application pages".

The Page Menu page is a special case. You can (and will) edit the contents, but you cannot
delete it, making it more of a system page.

Add pages

There are several ways to create a page. The result will be the same, whichever method you
choose. You can also import existing pages from another application but be aware that you may
also need to import images or widgets that exist only in the other application, and that linked tags
will not be imported with the page.

When creating a page, you will be asked for a title, and (with some methods) whether you want a
standard page or a pop-up. Both can be changed later using the page properties ribbon.

» The Idea Studio must be open before you can create a page.

Overview [RZ®aBY @
s

Idea Studio

* If security is enabled, your account must have configuration privileges and the
Page Add privilege.
When creating either a page or a widget, you will always be prompted for a title. A default value
is provided, but you are advised to create a meaningful title for the page. It can be changed later,

if required.
VT Mew Page > || MT Mew Widget x
Page Title Widget Title
Page 1 Widget 1

QK Cancel QK Cancel

Figure 4-9 Prompting for a title - this dialog will be seen for every page and widget creation method.

Exercise 4-2 Open the Idea Studio, create a page

If the Tag Browser is open, close it now.
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1. Open the Idea Studio.
The ldea Studio opens to show the Overview page. You will start by clearing the

page.
2. Open the Select tool in the Home ribbon, then left click on Select All.

YT | & 3] * ¢ < |IdeaStudio

Home Fage Properties

Tags Page Text Line Pip
Faste Menu

Me
Y
Select | Zoom i Ering

- -

Clipboard Manage Insert

() Widgets | [C] Images | @ Shapes

Select options Arrange
A% select Al

M -1 Ta

Figure 4-10 Select All
Or, you could have pressed the keyboard combination, Ctrl + A.

3. Before proceeding, note what happened when you selected everything. Blue
selection boxes were drawn around every object on the screen. Along the top of
the screen, several ribbons were added, as can be seen by the new tabs that are
available to open.

4. Press the Delete key on your keyboard.

The page is clear and the ribbons that opened when you selected everything are
now closed.

5. Open the File Menu, then click to create a new page, as shown.

(Depending on your version of Windows, you might see an icon instead of the
word "File" in the following image.)

VI o [ &y 5|

Pages
(e ]

—-——..‘_D Fage
= Dpen Create a new standard page (Ctrl+M)
Popup Page
—
2l (lnca Create a new popun Dadaes

Figure 4-11 New Page
You will be prompted for a name to give the new page.

VT Mew Page *

Page Title
Studio Practice

QK Cancel

Figure 4-12 The New Page Title prompt
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6. Name the page, Studio Practice, then click OK.

7. When prompted to add the page to the menu, select 'Yes'.
The page will be created and opened for editing. In the list of tabs across the bot-
tom of the Idea Studio, you should now see both Overview and Studio Practice.

Simply for the sake of showing how the controls work, the next few steps will have you close,
then reopen Studio Practice.

8. Select the x in the Studio Practice tab.

W<
= O || [ Overview [ StudE:r Practice ® | ob
961px fStudi_ﬂ Frac.tice .
Pages\StudioPractice.5SRC —

Figure 4-13 Close page
The page still exists but was closed in the Idea Studio.

Note: To delete a page, right-click on the page's tab at the bottom of the Idea Studio and
use the Delete command from the menu.
* Do not delete any pages at this time. *

The file name, where the page's source code is stored, is shown when you hover over the tab.
Because nothing prevents you from giving two pages the same name, it is helpful to know that
the file names will always be different and can be used to tell one page from another. The name
shown for the page is just a display feature like its background color.

9. Select the plus sign.

]
| 1 Owverview @

Figure 4-14 New Tab button
The New Tab dialog opens, with a selection of options.

10. Select Open.
11. Select Studio Practice then click the OK button. (*)

The page reopens.

Note: The Open and New commands can be found in the file menu, in the New Tab dia-
log, and as keyboard shortcuts (Ctrl+O and Ctrl+N.)

As the number of pages in an application increases, it is not convenient to keep each open as a
tab in the Idea Studio. Knowing how to close and open tabs will make your work in larger applic-
ations more efficient.

(* What are all those other pages? Examples that came with VTScada. Ignore them for now.)
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Exercise 4-3 Clone a page

If you plan to create several pages that have elements in common you might create one and
then copy it. In VTScada, we "clone" a page rather than "copy" it. (You might also create a cus-
tom widget for those common elements, or build a parameterized page, but let's do this one
step atatime.)

1. Right-click on the Studio Practice page's tab at the bottom of the Idea Studio.
The pop-up menu opens.

[} Overview ™ Studio Practica x | &b
Close

Close Other Tabs
Eename

Clone

=& ol

Delete

2. Take a moment to note the options available in the menu.

This exercise uses only one, but you will find all the tools to be useful as you build
applications..

Select Clone.

The Clone dialog opens, prompting you for a Page Title.

Change the title from the suggestionto Station Status

Select Yes when prompted to add Station Status to the page menu.

Click the "x" as shown to close Station Status in the Idea Studio.

NoOORW

Station Status k%q'}l

You won't need this page for a while, and it's good to have as few open pages as
possible in the studio. "Station Status" looks too much like "Studio Practice",
which you will be using soon.

Exercise 4-4 Create pop-up control pages
Preparation: The Idea Studio should still be open from the last exercise.

1. Expand the File menu of the Idea Studio.

2. Select New, then Popup Page.
The New Page Title dialog opens.

3. Name the page, "Pump Controls" and click OK.

4. Select No, when prompted to add the page to the menu.
If you rushed ahead and selected Yes instead, don't worry. Menu customization is
the next topic.
Pump Controls will be created and opened in the Idea Studio.

5. Open the Page Properties ribbon at the top of the Idea Studio then click Size.

6. Setthe size (second row in the Page Size Settings dialog) to a width of 600 and a
height of 400 pixels, then click OK.
As you develop the page later, it is likely that you will want to adjust the values.
600x400 is used only as a reasonable starting point.
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VT Page Size Settings >
Position
Left Tep
Size
Width Height
&00 400

Figure 4-15 Setting the page size.
Pages versus widgets

You will likely create both pages and widgets for your application. Both are created using the
Idea Studio and both are edited the same way within the Idea Studio. But, be careful! Even
though they may look similar, widgets are not pages.

In any menu showing both pages and widgets, and in the list of what is currently openin the Idea
Studio, always note the icon.

Suppll:g'r Plan @ Field Details 1|.I"|.I'|ell Widget op

Figure 4-16 Normal Page Pop-up Page  Tag Widget

Figure 4-17 Icons, identifying what is open in the Idea Studio

Page Property Reference

Use the Page Properties ribbon to control the appearance and behavior of each page you con-
trol.

Tip: Page management commands such as New, Open, Import and Delete are found in
the File menu, rather than the ribbon.

> ™ ey O Thumbnail = ™y 1 e )
SETODO W 813 £ 4P

Color Image Fage Size Popup Manage “alues Page C
- - Title Behavior = s Scale Page = Security = Types
Background Display Parameters Advanced
Color

Opens the Select Color dialog, from which you can choose any color you like for the
I{ page background. Some developers will set a color theme for certain groups of pages
' as a visual guide for operators. While helpful in some cases, it does little good for oper-
tolor  ators who are color blind.
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In general, if setting a background color always choose a neutral shade, to avoid eye strain and
not distract operators. If designing to high performance HMI standards, choose a shade half-
way between the "ON" color of equipment (usually white) and the "OFF" color (usually dark
gray). Doing so allows both colors to stand out against the background.

Image

Use any image on your computer for the background of the page, using the Image Selector.

Home rage Properties | If @ background image has been applied, you can use this
same tool to remove the image.

] —
-&"' e T [D Ii You can force an image to fill the page using either of two
Color |Image Title  size  Popu OPtions: Tile will cause the image to repeat in an array until
- - Behavir the entire page has been filled. Stretch will re-size the image
Backg| [0  Select Image... | until it fills the screen. If stretching the image, you can
| choose whether the aspect ratio is to be maintained.

X Remove Image

¥ | Tile Image
The Colorize option opens the Select Color dialogue, with
- which you can add a color to the image.
* _ The Adjust menu contains six further controls to adjust opa-
W | Colorize.. city, brightness, etc.
Adjust L
Title
VT (Note: The same dialog is also used when renam-
I Title * | ing a page or widget.)
Title | Page Title Pages are (apparently) identified by their title. But

two or more pages can have the same title. What
will always be unique is the file name, which is eas-
ily discovered by hovering the pointer over the

Mo Expression Entered % [ | page's tab at the bottom of the Idea Studio.

Page Tool Tip If you are familiar with VTScada's expression lan-
guage, you can create one to display a title that can
vary. This is seldom used outside of parameterized
pages, but there can be very useful.

Page Title Expression (optional)

Ok Cancel
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Size
— [ _ _ Size settings apply (mostly) to pop-up pages. Using
[D Page Size Settings | horizontal and vertical coordinates measured in
Size Fosition pixels, you can set initial, minimum and maximum
Left Tep sizes and the location on the screen, measured from
the top left corner of the screen to the top left corner
of the page.
i,ﬁ";th Height Size settings have no effect on standard pages

other than to set defaults for the first time it opens,
but they can be extremely useful in limiting the
apparent page area in the Idea Studio. By setting a
page size that matches resolution of your monitor
(or the smallest monitor that the application will be
displayed upon) the Design Studio's working space
will help you stay within this area.

Minimum Size
Width Height

Maximum Size
Width Height

QK Cancel

Note: The default minimum Width by Height for an Anywhere Client is 1366 x 768. If you
set smaller values, some standard VTScada dialogs may become unusable.

Pop-up Behavior

|5 Popup Behavier  ohoose between No Restrictions, Always Pop-up and Never Pop-up.

A page marked as "No Restrictions" will open as a standard page when the operator left-clicks to
open it but will open as a pop-up window if the operator right-clicks to open it. Note that you can
use application properties to limit how many pop-up pages may be open at a time and what will
happen when an operator attempts to open one past that limit.

Opening a pop-up from a pop-up will always result in a new window, never with the new repla-
cing the old in the same window. The subsequent pages must be marked as "No Restrictions" in
order to stay within the same window.

Unless otherwise configured, a standard page includes a title bar, for which it reserves the top
41 pixels. A pop-up page does not. Switching from one mode to the other as you build a page
will seem to add or remove 41 blank pixels as the title bar is removed or added at the top of the
screen.

See: Limit Pop-up Pages.
Bar Items

Choose to include or exclude standard items in the title bar and task bar of the page. Note that
standard pages and windowed pages (pop-ups) are configured separately. By default, win-
dowed pages do not have a title bar or task bar but you can add these and then go on to select
which elements are shown.

66 - Operation And Configuration


../../../../../Content/D_DrawAndEdit/Dev_LimitPopups.htm

4 Display Building (Idea Studio)

Note: Advanced developers can use the PageWinOpt variable for additional control such
as disabling the Windows minimize / maximize buttons.

Click the logo to

: Optional Windows™ title bar with logo, Page contains un-linked widgets
open the tiled menu\ application name and window controls that are not individually marked.
VT Bedford Scada / — O x

Scada Overview SRS BSET LA

Previ:asfpage & / Page editor _.—j \Sign—iq/ access to
Next page Title of page Tag b security centrols
Hold the left arrow being viewed a9 browser Alarm indicator /

for a list of recent pages. Application access to alarm page

Click it for the tiled configuration

page menu. Add page note
(hide note button visible
onlv when notes exist)

Print current
page
Tag & Area filter

Figure 4-18 Title bar with all decorations shown:

The task bar is used for navigating through the pages of your application.

Page menu list A pinned page with the pointer

hovering over. Click the x to

Page menu tiles . The current page
un-pin the page.
A pinned page Click the pin to save this link on the
r—" navigation bar as a pinned page.

E EE | Alarm Page | System Ouenrir:w"“--:._:

Figure 4-19 Task bar with all decorations shown:

Scale Page

E Scale Page -

Scaling

Default

Mever Scale Page
Always Scale Page

Maintain Aspect Ratio

Default

Mever Maintain Aspect Ratio
Always Maintain Aspect Ratio

Default applies the application property ScaleDisplayContent to the contents of this screen.
Otherwise, you can choose to always or never scale the page.

If scaling the page, you can also choose whether to force the aspect ratio to be maintained.
Default applies the application property, DispMgrAspectRatio.

If scaled, the larger of the page contents or the defined page size will be scaled to fit the oper-
ator's screen. The Idea Studio is not affected by this property.
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Note: Automated display scaling works reasonably well when enlarging the page. It can-
not do as good a job when shrinking a display for a smaller screen. In particular, labels
embedded within buttons or widgets are more likely to be truncated than scaled down.
Always design for the smallest screen that the application will be displayed upon. Further
information is provided in Size Pages for Differing Screens

Page Security

"1 Use this to apply an existing custom privilege to the page, thereby denying access to
~everyone who does not have that security privilege. (Note that security cannot be
Secunity. gpplied to widgets.)

If custom privileges have not yet been created, or if security has not been activated, this
menu provides access to the security accounts and privilege dialogs, for developers who are
authorized to access those dialogs.

Add Navigation

As you create pages in your application, it is necessary to give operators a way to move from
one page to another. There are several ways to do this. As you create each page you will be
prompted for whether to add that page to the menu. If you choose yes, it will always be added at
the top level. You can (and should) organize those menu item links into folders, which you can
create from either the Tag Browser or the Page Menu page.

You can also provide in-page navigation using buttons and hotboxes.

Define and organize the menu

Entries (items) in the navigational menu system are stored as Menu Item tags. The contents and
order of both the list menu and the tiled menu match the organization of Menu Item tags in the
Tag Browser.

Folders within the tiled menu are shown as fly-out sub-menus in the list version.

The menu structure is best edited using the right-click context menu while viewing the Tile
Menu, but you can also edit the menu within the Tag Browser. Note that only the tag browser
allows you to change the order of entries within a folder.

Reorder the list:

This task can be done only in the Tag Browser. To reorder the items in the menu, select one,
then click the Move Up or Move Down buttons. You cannot drag Menu Items. This tool cannot
not move pages into sub-folders.
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New Menu Item Properties dialog

VT Mew Menu ltem Properties e
Menu lterm
Folder Page Reference Divider
OK Cancel

Figure 4-20 Displayed when adding a new entry of any type to the page menu.
Options may vary depending on whether you add the item to the page menu or a palette.

Select Page dialog

VT Select Page x
[ s —— [} ~
ATITTITT:
Alarms Communications Data Dashboard A
Dashboard B Dashboard C Historical Data Viewsr o
File: | Al
= 23] 0K e

Figure 4-21 Includes all pages to which you have security privileges.
Note the choice to display pages as a list or as thumbnail images (shown).
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New Menu Item Properties dialog

VT Mew Menu ltern Properties et

Title

T8 F'LII"I"IF' Control F'age SFIECI'F_‘," Label
Bog Page

Purmp Control Page

Pump Control Page
Select Page Set Pararneters

Mew Thumbnail

QK Cancel

Figure 4-22 The configuration panel for a Menu Item tag - see: Menu Iltem Tags

Exercise 4-5 Add a new menu folder

Preparation: The Idea Studio should be closed.

1. Open the tiled Page Menu page, as shown:

Page Menu Tiles |

2. Right-click on any of the Overview page, the Station Status page or a blank
square.
3. Select "New" in the menu that opens.
The New Menu Item Properties dialog opens.
Select, Folder.
5. Setthe title of the folder to "Station 1" and select OK.
The folder should now be visible in the Page Menu.
Right-click on the menu item, Station Status so that a context menu opens.
Select Cut.
Right-click on the folder, Station 1 so that a context menu opens.
Select Paste as Child.
The page will be moved to the Station 1 folder. The folder opens, showing Station
Status as its only page.
10. Right-click anywhere on or beside Station Status to re-open the context menu.
11. Select New.
The New Menu Item Properties dialog opens.
12. Select Page.
A dialog showing all the pages in the application opens.
13. Select the page, Pump Controls, then click OK.
14. Select OK to confirm and close the properties dialog.

In the final few steps, you will tidy the menu by removing the sample pages:

s

© 0N
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15. Navigate up out of the Controls folder to the Page Menu.
16. Right-click on Sample Pages folder, then select Delete.
Confirm the action when prompted.

You will check your work in the Tag Browser, because there you will be able to see all the pages
in the system, not just one folder at a time.

1. Open the Tag Browser.

— 10:22 AM Jun 11
ReaSe s

Tag Browser

Figure 4-23 Opening the Tag Browser.

2. Inthe left window, click to expand Menus, then Page Menu.

3. Left-click once on Station 1.
The contents of the Tag Browser should now look like the following figure. If yours
does not, use the tools you have seen in this exercise to fix it.

4. Close the Tag Browser.

——q> \ Label Description ~ Type
“q> Menus ) < Station Status Page
0 Drawing Tools 2 Purnp Controls Page

-H:» Page Menu

L Alarms, Reports
% Remote Sites
L Sample Pages
(% Station 1

T—Q} Station 1

O TR S SN T ) p—

Figure 4-24 Menu structure at the end of the exercise

Shapes, Pipes, Lines

Shapes are geometric objects. Like images, they are used to provide visual context for a page.
Shapes include rectangles, ellipses, stars and more. All shapes have an outline and most have
afill, both of which can be configured independently as to style, width, and color. You can set
either the outline or the fill to "none", removing that part of the shape from the display.

Note: Shapes have no "Link" option to tie them to a tag. They are essentially static,
although any property (movement, scaling, etc.) can be animated by specifying a tag value
or an expression to provide its value.

The Style Settings tag has no effect on shapes and should not be linked to any property.

To add a shape to a page:

Open the Idea Studio and open the page, to which you want to add a shape.
Open the Shapes palette.

Drag a shape from the palette to your page.

Adjust the size, location and other properties of the shape as required.

W=
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A format ribbon is available for each widget type.
Advanced configuration details can be accessed by opening the Properties dia-
log of the widget.

Troubleshooting:

» The image is too big / too small.
Allimages have an initial size, which may be wrong for your application. After the
image is placed, zoom in or out on the canvas until you can see the edges easily,
then select the image and drag the corner grips to resize it.

Every shape can be scaled, stretched, rotated, colored, and more after being dragged to a page.
All shapes have an outline, and all except for arcs have afill. The appearance is controlled by
tools in the formatting ribbon, or by each shape's properties dialog.

A variety of shapes, with a variety of outlines and fills.

Note: Shapes have no "Link" option to tie them to a tag. They are essentially static,
although any property (movement, scaling, etc.) can be animated by linking it to a tag value
or to an expression.

The Style Settings tag has no effect on shapes and should not be linked to any property.

After drawing the shape on a page, you can adjust its appearance using either the ribbon tools
or the shape's properties dialog. The properties dialog for a rectangle, with the Advanced
options opened is shown in the following example. All shapes will have a similar properties dia-
log.

VT Rectangle Properties _ - »
N
- Rectangle m Eill
i@ Fill "
i@ Cutline & color - |:|
i) Coordinates
+-( Scaling
I
+-(J) Movement BH » Pattern .
D Opacity
# | Background -_ .
B Outline
@ [+ Color = .

Figure 4-25 Advanced properties for fill.
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Fill - Color, Pattern, Background

Only color will be available unless you expand the advanced options. Click to open the
Select Color dialog.

Click the pattern option to view a selection of shapes that can be used for the fill: brick, zig-
zags, etc.

Each shape is drawn using lines of the current color selection, against a background color
of your choice.

Outline - Color, Style, Width

Only color will be available unless you expand the advanced options. Click to open the
Select Color dialog.

The style option can be used to select the pen style, (solid or dashed), that will be used.
The default width is one pixel, but may be increased to a maximum of 30.

Select and Arrange

It is usually the case that you will want to adjust things after you draw them on a page. They
might need to be aligned with other objects, nudged a bit up or down, or have their display order
changed so that they do not "hide" behind other objects. In all cases, you must select objects
before using the format tools.

To treat a selection of several objects as one you may choose to create a temporary group using
the objects.

Note: The Multi Image Widgets panel may be configured to open automatically whenever
a multi-image widget is selected. This may be inconvenient at times. You can disable this
behavior within the Multi Image Widgets panel.

Click on an object.

A left-click selects the object. A right-click selects the object and opens the related context
menu.

Any other objects that were already selected will be deselected. You can use this to cycle
through objects that overlap.

Ctri-Click and Shift-Click.

Both are the same. Hold the Ctrl key or the Shift key down while clicking on objects. Adds
or removes objects to/from a selection set. Other objects that were already selected
remain part of the selection set.

( Tip: Use the Layer panel to choose the anchor object within a selection set. ]

Click on an empty spot and drag the cursor over one or more objects.

Sometimes, referred to as a sweep select. A right-to-left selection gathers only objects
completely inside the window.

10ne object within a selection set, indicated by a bold border. Tools to align and to
match properties will use this as the reference object.
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A left-to-right selection gathers every object it
® Rightto leftwindow.  touches.

/ Only the blue pump .

J J J is selected \‘ Left to right window.
Both the red and the
blue purnps will be

s

selected.

Figure 4-26 Right-to-left is a window selection %

Figure 4-27 Left-to-right is a crossing selection

The Shift or Ctrl keys work with a window in the same way that they work with individual
clicks. Objects will toggle between selected and deselected without any effect on the
selection set outside the window area.

Press Ctrl-A on the keyboard
All objects on the page will be selected.
Use Select All in the home ribbon
This is the same as pressing Ctrl-A on the keyboard.
Use "Select of this type" in the home ribbon
Use Invert Selection from the home ribbon.

In a crowded page, you may find that it's easier to select the objects that you don't want. If
S0, you can select those and use Invert Selection to swap them for the objects that you did
want to select.

Groups
A group is a collection of objects, joined together for the purpose of selection and editing.

Groups are named automatically and are not added to any of the palettes. You can copy
and paste groups, but there is no list of groups to select from.

Use groups as an extension of the selection tools. Groups are very helpful to use when
editing your pages. They allow a set of objects to be treated as a single item. In a crowded
page, it is much easier to click on one part of a group to select the whole than to try to
select each and every component.

To create a group:

1. Select the objects that are to be included in the group.
2. Expand the Group option in the toolbar and click "Group".
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5 4

Group | 5Snap
- Lines =

]-_ﬁ Group

@ nNew widget

You could also right-click on any member object, and click "Group" from the
menu that opens.

Formatting commands apply to a group as a whole, but are more limited for the group than
for the component objects. For example, a group cannot be rotated, even if the com-
ponent parts could be.

In essence, a group is a page drawn on another page. If you click the Edit command for a
selected group, it opens as a page, where the individual components may be modified,
and new parts added. For advanced developers, each group is stored in a .SRC file, using
exactly the same format as found in a page or widget's source code file.

A group may be ungrouped as easily as it was first assembled. An "Ungroup" command
can be found in both the toolbar and the right-click context menu for each group.

Snap Lines

The Snap Lines tool in the Format toolbar is used for two purposes:

* You can enable or disable alignment snap with a click.
* You can set the colors of the alignment lines and the default spacing using the

Advanced mode.
When Snap Lines have been disabled, all auto-

, _#I_l D |:‘| " matic alignment features will be disabled, includ-
(ol @ Qo ing proximity snaps to existing objects. Alignment

Snap | | [Palettes| Tag  Unlir guides will not appear.
Lines = Links Indici . .
The advanced mode opens the Snap Line Options
¥ | Enable Snap Linas dialog:
Advanced..,

Figure 4-28 Access the snap line control dialog
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Snap line options

Alignment refers to the dashed line that indicates edge or cen-
ter alignment.

*

VT Snap Line Options

Dynamic Space arrows appear when you are adding objects to
an array and the new object is nearly at the same spacing of
existing objects.

[ Alignment il

Dynamic Space
Fixed Space

- :---------:l- -------- |

-

M
Fixed Space Size 32 = I——"'-

QK Cancel

The Fixed Space is a user-controlled, default distance for
Figure 4-29 Snap line options adding new objects relative to existing objects.

Dynamic (equal) spacing arrows take the size of the entire object into account, including space
left for labels, even though you may not be using those. This might lead to unexpected results. In
the following image, the "stars" in the first view are actually very short spacing arrows. In the
second image, the center object is selected, revealing the full size of its bounding box.

15 T ]
! *
45 - &0
*
Align

This topic covers both alignment while dragging and alignment of objects within a selection set.
The procedures apply to Widgets, Images, Text, and Shapes.

Note: To disable alignment snap temporarily, hold the Ctrl key down while dragging. Use
the Snap Lines tool to enable or disable alignment snaps.

Align while dragging

1. While you drag an object across a page, alignment lines will automatically appear,
matching an edge or center of the object you are dragging to the edge or center of
existing objects.

2. When aligned with two existing objects, or more that are equally spaced, red dis-
tance alignments will indicate when the object being dragged is at an equal spa-
cing with respect to the existing objects.

3. Click when the alignment line indicates that the object you are dragging is properly
aligned with an existing object.
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(- Alignment Line

Distance Alignment

Notes:

» Automatic alignment works both horizontally and vertically.

» Alignment snaps work for the top, bottom and center of any object.

» When a group of objects is being moved, alignment snaps refer to the overall
bounding box of all selected objects, not for individual objects within the group.

Troubleshooting:

» There are too many objects - alignment lines appear everywhere.
Zoom in until fewer objects are visible.

» Alignment lines are not appearing as expected on existing objects.
Itis likely that the existing objects have been grouped. Alignment lines treat the
group as a whole, rather than finding the individual elements within the group.

Align Selected Objects

Tools are provided to align a set of selected objects along a common edge or center. You can
also space the selected objects equally, either horizontally or vertically.

1. Select two or more objects.
One object in the selection will have a bold bounding rectangle. It is the anchor/
reference point, to which the other objects will be aligned.

2. To select a different object as the anchor, hold down the Ctrl key and click it once
to deselect, then again to re-select.
The most recently selected object will be the anchor.
3. Click Align to open the menu of alignment options.
4. Click on the desired alignment option.
Troubleshooting:

» Unwanted objects are selected.
Use the Layers panel to manage your selections.

» Alignment did not happen as expected.
Itis likely that the selection includes objects that have been grouped. Alignment
actions treat the group as a whole, rather than finding the individual elements
within the group.
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Nudge to Move and Re-Size

You will often want to move an object by only one or two pixels. Or, you may want the object to
be a few pixels larger. Movement across such small distances can be difficult to control using
only the mouse, even if you first re-size the display using the zoom feature of the Idea Studio.
The solution is to use the arrow keys to nudge selected objects. Note that you can also adjust
the size and location of an object one pixel at a time using the Coordinates panel of the Prop-
erties dialog.

To move an object by nudging:

1. Select one or more objects.

2. Tap the arrow keys on the keyboard.
The select object(s) will move by one pixel for each arrow key tap, in the direction
indicated by the arrow key that you use.

3. Finish the action by pressing the Enter key, or by left-clicking anywhere on the
Idea Studio canvas.

To resize an object by nudging:

1. Select one or more objects.
2. Hold the Alt key down while tapping the arrow keys on the keyboard.
Hold both Alt and Shift to lock the aspect ratio while the object is being re-sized.
The select object(s) will be re-sized(!) by one pixel for each arrow key tap, in the
direction indicated by the arrow key that you use.
3. Finish the action by pressing the Enter key, or by left-clicking anywhere on the
Idea Studio canvas.
(1)The base point of every object is its upper-left corner. It will be re-sized relative to that point.
Therefore, it is always the right edge or the lower edge that will move in response to each nudge.
Re-sizing a pipe or line by nudging means changing its width.

Coordinates

Any object can be sized or positioned using its coordinates. Dragging, stretching, or nudging an
object on the page will change the values shown in the coordinates dialog. The values refer to
the object's bounding box, which is always rectangular, regardless of the shape of the object.

Width and Height are measured relative to the top, left corner of the object's bounding box.
Changing width and height will also change the values for the right and bottom coordinates. If
you change the coordinates for any of the edges, the width and height will not remain the same
unless the difference between opposite sides remains the same.
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| VT Rectangle Properties

-~ Rectangle
@ Fill
| —@ Cutline

| —i ) Coordinates

i T—{} Scaling
[ +-{ Movement
I—{]I Opacity
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Figure 4-30 Coordinates property

If your goal is to move an object without resizing or it, you might prefer to use Nudge to Move

and Re-Size

Exercise 4-6 Practice with alignment tools

Your task is to build the screen as shown in following figure (Figure 4-37). The steps will provide

guidance for using the various tools in the Display Manager.

1. Open the Idea Studio and ensure that the currently selected page is Studio
Practice.
2. Open the Shapes palette.

Clipboard Manage Insert
() Widgets Images{| “9 Shapes
Recent [tems

%

Sguare

Rectangle

Figure 4-31 Opening the shapes palette
3. Drag arectangle from the palette to the page.

-

Actions
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Images | ¥9 Shapes \_

i

Rectangle

Figure 4-32 Dragging a rectangle
4. Drag a circle onto the rectangle.

Figure 4-33 Circle on top of rectangle.

5. Drag the lower, right corner of the circle up and left until it
snaps to the upper edge of the rectangle.

6. Move the circle slightly forward, then align it and the rect-
angle on a common vertical midpoint.

- Figure 4-34 Resized circle

Figure 4-35 Aligned circle
7. Draw a short line from the midpoint of the right edge of the rectangle, as shown.

°©

Figure 4-36 Added line

8. Repeat to create a set of five identical, and aligned tabs. (Figure 4-37) Add a line
to represent a connecting wire.
Note that there is a shortcut, as described in the earlier notes for the various align-
ment tools.
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O[O]1O0]10|0

Figure 4-37 Aligned tabs with connecting wire

Images

Images provide visual context for a page. They may be maps, photographs or drawings of equip-
ment, flow charts or anything else. A selection of photo-realistic background images of water,
metal, stone, and more are available, as are lighting overlays. Note that these can be scaled or
tiled to fill an area.

Note: Images have no "Link" option to tie them to a tag. They are essentially static,
although any property (movement, scaling, etc.) can be animated by linking it to a tag value
or to an expression.

The Style Settings tag has no effect on images and should not be linked to any property.

*VTScada recognizes the following image formats: .BMP, .CUT, .PCX, .EMF, WMF,
JPG, .PNG, .TIF

Add an image to a page: (Method 1)

—

. Open the Idea Studio and open the page where the image should be added.

2. Openthe Images palette.

3. Click on a group to view the images within it.

If required, click the home button at the top of the folder list to return to the top
level and select a different folder.

Drag an image from the palette to your page.

. Adjust the size, location and other properties of the image as required.

Most tools are available through the image format ribbon.

Advanced configuration details are available by opening the Properties dialog of
the image.

o s
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Add an image to a page: (Method 2)

1. Open the page in the Idea Studio.

2. Open Windows Explorer and find an image on your computer.

3. Drag the image from Windows Explorer to the page in the Idea Studio.
The Imported Images folder of the Images palette will be revealed, and the image
will be imported to your project and added to that folder.

4. Click OKin the New Menu Item dialog to accept the defaults. (Or, edit as needed
before clicking OK.)

5. Adjust the size, location and other properties of the image as required.

Troubleshooting:

» The image is too big / too small.
All images have an initial size, which may be wrong for your application. After the
image is placed, zoom in or out on the canvas until you can see the edges easily,
then select the image and drag the corner grips to resize it.

Select Image Dialog

VT Select Image — X
T
Recent ltems
-+ Image o
@ Panel
() Coordinates Image
T—Q Scaling 7 Select Colo wm
+-() Movement i~
L@ Opacity Adjust A
:B" Clear

CITile Image and Scale Factor [ &

Imperted Images HVAC images
Figure 4-38 The Select Image dialog is used when changing an existing image.

Folders can be opened with a click. A click on an image will select it, completing the Select

Image operation. New folders can be created, and new images imported using the buttons at the
bottom of the Select Image dialog.

Exercise 4-7 Create a background and highlight.

Preparation: Open the Idea Studio. Ensure that you are working on the page, Studio Practice.

Open the Images palette.

Expand the Decorations folder >> Tiles and Textures folder >> Opaque folder.
Scroll down to find the texture, PinHoleBackground.

Drag it to the page.

Note the initial size of the pinholes.

Triple the size of the texture by dragging the corners.

Note that the pattern appears to be scaling with the overall size of the image, as
you might expect.

NS

o
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Figure 4-39 Stretching a tile

6. Click on the page to finish stretching the image.
The pin hole size returns to the original scale and repeats to fill the new area.
The Image Tools, Format toolbar is now open at the top of the Idea Studio.

7. Expand the Colorize tool in the toolbar and choose dark shade for the image.
The example shown in this example used a dark brown.

8. Expand the Colorize tool in the toolbar again and click the Advanced option.

9. Note that the option Tile Image is selected and that the scale factor is currently at
a default value of 0.5.

10. Change the scale factor to 0.3, then click OK to close the Properties dialog.

Image
Celect Color Replace | |
Clear
[#] Tile Image and Scale Factor ’:O | 0.3

Figure 4-40 Scaled image scale factor

11. Inthe Images palette, click the Home button to return to the top-level folder.

4 > Decorations > Tiles & Textures > Of

Figure 4-41 The home button.

12. Expand the Motors folder.

13. Find the Inverter Drive motor and drag it onto the tiled background.

14. Open the Select Color dialog for the motor image by clicking More Colors within
the toolbar, colorize tool.

15. Change the color of the motor to a steel gray by setting its Red - Green - Blue val-
ues to 191, 212, and 240 respectively.
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Figure 4-42 Steel blue

16. Click OK to save and close the dialogs.

17. Return to the Home folder in the Images palette.

18. Expand the folders Decorations >> Lighting Overlays >> Transparent.

19. Find the Spot Light Fade image and drag it to the page, placing it at the top, center
of the tile.
Lighting overlays are most effective above a dark background.

Figure 4-43 The result

Import Images

Even though several thousand images are included with every copy of VTScada, it is likely that
you will want to use your own images from time to time.

~

[ Note: Images are imported into the open folder of the palette. You should keep your
palette organized by opening the folder where you want to import the image, or by creating
_ anew folder and opening that.

[ Tip:
* You can create new folders for your imported images (described following). Doing so will
help you keep those images organized.
* No image may measure more than 10,000 pixels on either side.
You should keep your images as small as possible in terms of overall pixels. Most
VTScada images are less than 200 pixels wide or tall. Larger images will slow the

| response time of your pages.

J

\

Folders can be created using the same dialog box that opens when importing an image, as
described in the following steps.
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Palettes and the items within them such as images and folders, are organized and stored in
Menu Item Tags. The following steps will therefore refer to menu items. The same result can be
obtained by starting with the Tag Browser.

*VTScada recognizes the following image formats: .BMP, .CUT, .PCX, .EMF, WMF,
JPG, .PNG, .TIF

To import an image, Method 1:
(This is not the exercise)

1. Open the Images palette of the Idea Studio.
2. Open a folder for the image to be imported.
3. Click the Import Image button.

() Widgets | [£] Images | 9 Shapes

Recent [tems

Import Image = 100 1820 x 962p

The New Menu Item Properties dialog will open.
Itis at this point that you could choose to create a new folder before repeating the
steps to import images to that folder.
4. Click, Image in the New Menu Item Properties dialog.
The Import Image dialog will open.
5. Browse for and select the image to be imported.
The New Menu Item Properties dialog will display a preview of the image, and its
properties.
6. Click OK.
The image will be added to the open folder.

To import images or a folder of images, Method 2:
(This is also not the exercise)

1. Open the Images palette of the Idea Studio.

2. Within the palette, open a folder for the image or images to be imported.

3. Open Windows Explorer and find the image or images that you want to import.
Note that you may select multiple images, or a folder of images.
If you select a folder, VTScada will attempt to create a matching folder within the
palette before importing the images.

Operation And Configuration «85



4 Display Building (Idea Studio)

4. Drag the image from Explorer to the palette.
The New Menu Item Properties dialog will open. In most cases, there is no need to
change any parameters within this dialog.

5. Click OK.
The image will be imported and added to the current folder at the bottom of the list.

Note: Method 2 works equally well if you drag the image to the editing canvas rather than
to a palette folder. The difference is that the image will be saved to the folder, "Imported
Images" instead of a folder of your choice.

Remember that you can edit the Images palette as you see fit.
Troubleshooting:

e Theimage is not visible after being imported.
It may be necessary to scroll through the images of the current folder to find the
one you imported.

e Theimage is in the wrong folder.
Use the Tag Browser to reorganize the palette.
Exercise 4-8 Import an image

When images are imported, they are added to whichever folder is currently open. A folder
named, "Imported Images" exists but will only be seen if you drag an image directly from Win-
dows Explorer to the Idea Studio.

1. The Idea Studio should be open, and the Images palette open.
2. Open Windows Explorer and navigate to the folder where the class files can be

found.
3. Arrange your screen so that you can see both Windows Explorer and the Idea Stu-
dio.
4. Drag the file, SmallTower.png from Windows Explorer to the current page in the
Idea Studio.
5. The New Menu Item Properties dialog opens. Click OK to accept the default val-
ues.
VT Mew Menu ltem Properties >
Title
: Tl, SmallTower £ Specify Label {
; ' Image File
Ei\SmallTower.png Import
SmallTower
Set Parameters
Ok Cancel

Figure 4-44 New Menu Item dialog
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The tower will be drawn on the page. In the Images palette, you will now find the Imported
Images folder at the top level. The image will be stored within that in case you want more of
them.

Now, let's try it a different way...

6. Navigate to the home level of the Images palette.
7. Atthe bottom of the Image palette, click the Add New button:

N
+}{ Add New I

Figure 4-45 Adding a new image
The New Menu Item Properties dialog opens.

8. Click the Image button.
The Import Image dialog opens.
9. Navigate to the folder containing the course files.
10. Select the file, AquiferWellBackground.png and click Open.
Details about the image will be displayed in the New Menu ltem Properties dialog.
You could change your mind at this point and select a differentimage to import.
11. Click OK.
The image is added to the top level of the Images palette but not drawn on the

page.
Keep Your Palettes Organized!

Between widgets, images and shapes, there are more than 4000 items in the three palettes. It
can be hard enough to find the VTScada components without your own additions complicating
the search. You will save yourself considerable time and frustration if you keep the palettes
organized.

» Create your own folders for images that you import and widgets that you create.
Use names that are meaningful to you.

* Never leave new items at the top level of any palette. Always move them into
folders.

« Don't be afraid to move the VTScada palette entries around. Create folders for
commonly used items. Remove folders full of items that you never use.

Exercise 4-9 Move a palette entry

In the last exercise, you imported an image using a method that left the new Menu Item at the
top of the Images palette.

1. Right-click on the AquiferWellBackground in the palette. (Not on the page)

Operation And Configuration - 87



4 Display Building (Idea Studio)
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Figure 4-46 Right-click options in the Images palette.

2. Inthe menu that opens, click Cut.
3. Scroll up to find the Imported Images folder.
This folder is visible only because of the way an image was imported in an earlier

exercise.
4. Right click on the Imported Images folder then click Paste as Child from the menu

that opens.

Formatting Tools

The Format ribbon of the Idea Studio is visible only when one or more objects are selected. A dif-
ferent format ribbon exists for each type of object, but the tools shown in the following image are

common to most(1) ribbons.

Format

! % scaling J | _r;‘,r}ji_ 3 -L_.l . —P;fﬂ
= &l Movement — t ¥-J . EI L
Ering Send Align  Match Group  Snap

Opacity Rotation i
- i Coordinates Forward = Backward~ - - Lines =

Display Arrange

(MNotes:

» Rotation cannot be used on all objects.
« Align, Match and Group can be used only when two or more objects are selected.

» With the exception of Scaling, Movement and Coordinates, changes apply to all
selected objects that a tool may be used with.
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» The tools Scaling, Movement and Coordinates will open the selected object's Prop-
erties dialog. If more than one object is selected, only the anchor object within the
selection set will be affected.

Before looking at the details for using each of these tools, take a moment to review the tech-
niques and shortcuts available for selecting objects (See: Select and Arrange). When working
with several objects, you might save time by creating a temporary group before using a format
command.

When two or more objects are selected, several Format ribbons will be available, one for each
object type in the selection set. Format changes will be applied to all selected objects that can be
affected by the change, regardless of the format ribbon used.

Note: In a selection set, the most recently added object is always the anchor object as
indicated by a bold border.

Use shift-click or ctrl-click to remove and add objects to the set, thereby changing the
anchor object.

The anchor object remains in place for alignment and sizing operations.

Opacity

Also, Rotation, Scaling, Movement... All of these have similar controls therefore
these notes describe only the first item in the menu, Opacity.

The opacity of all VTScada objects can be adjusted, making them partially, or fully transparent.

The easiest way to adjust opacity is to select one or more objects, then click the Opacity button
in the formatting toolbar. You can use any of the pre-set values for convenience or click on Cus-
tom to open the slider dialog. A value of 100% is fully opaque, and a value of 0% is fully trans-
parent, and therefore invisible.

Advanced developers can use the data source button (left of the slider) to tie the opacity value of
any object to a tag value or expression, thereby making the object fade or vanish in response to
changing conditions. (See: Selecting a Data Source)

Note that only the numeric value is scaled between 0 and 1, as shown in the previous image. All
other options scale between 0 and the default Max Scaled Value of tag, which is 100.

Outline Properties

[ Note: Fill properties work the same. ]

For any object that has a line or outline, you can modify the appearance using the properties dia-
log.
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Access to advanced properties _ 0 W%

VT Rectangle Properties

=~ Rectangle
@ Fill
@ Cutline
b Coordinates
T—O Scaling
- Movement
) Opacity

Property
selection

G 0

Source of property selaction.
May be directly configured as shown,
or linked to a tag or expression.

Figure 4-47 You must open the advanced properties option to see this view

The properties dialog will often open in the "Simple" format. Use the selection at the top of the
dialog to access the Advanced format so that you can view and change all the available prop-
erties of the line or outline.

The standard method of setting the property values is to use the selectors to the right of each
property. The color button opens the Select Color dialog, and the width and line style selectors
open drop-down menus of options.

You can link property values to tags or expressions, thereby animating any property as it
responds to changing conditions in the application. See: Selecting a Data Source

Match Properties

If you have images, shapes and widgets that are uneven in size, transparency, scaling, etc. you
can use the Match Properties tools to apply properties from one to others in a selection set.

Note: While Widgets, Images, Text, and Shapes may all be included in a selection set, not
all of their properties can be matched.
For example, images cannot match a text font. Widgets cannot rotate.

To match properties:

1. Select two or more objects.
One object in the selection will have a bold bounding rectangle. It is the anchor/

reference object, whose properties will be applied to the other objects.

2. To select a different object as the anchor, hold down the Ctrl key and click it once
to deselect, then again to re-select.
The most recently selected object will be the anchor.
3. Click Match to open the menu of property options.
4. Click on the desired property to match.
Troubleshooting:

» Unwanted objects are selected.
Use the Layers panel to manage your selection sets.
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» | chose to match color, but the blue pump remained blue.
The pump might be blue because it uses a blue image rather than a gray image
with a blue color applied. Use the Image Selection option of Match Properties to

change the image used by this object.

» Not all of the objects rotated.
Widgets cannot rotate.

» The wrong object's properties were used.
Undo. Verify that the bold rectangle is around correct anchor object and match

properties again.
Color Selector

The color selector is used in all cases where the color of a page, a widget or a shape can be
changed (excepting pipes).

VT Select Color *

Basic Colors

# | Pick from screen | 0 %| Hue | 160 %| Red
New 0 Zsat [160 [ Green
TR 60 Eum [160 2] Blue

. <FFABABAG:> =
255 5 Opacity

Cld

| e |

oK Cancel

Figure 4-48 The Select Color dialog

In a few instances, such as when changing the background color of a page, a miniature color
selector will be displayed. The miniature version is effective for quickly selecting a color when
the full range of options is not required. Use the More Colors button in the miniature selector to
open the full color selector.
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This topic focuses on the options in the full version of the color selector.

For your convenience, the last several colors used are provided at the top left of the selector,
allowing you to quickly match a new object to the color of an existing one.

A range of basic colors and matching shades is provided to help save you time when developing
your applications. The second from the left is Active Orange, used with the Image Change wid-
get.

The Pick Color tool works within any VTScada window, even though the eyedropper image
appears only within the Idea Studio. In other VTScada windows, clicking the standard pointer on
any object will pick up that object's color for the selector.

Numeric color values may be provided using either Hue-Luminosity-Saturation or Red-Green-
Blue values. You may also set an opacity value if you would like the object being colored to be
partially or completely transparent.

The color sample area and sliders are designed to be intuitive to use.

Note: Color values are stored in code using hexadecimal aRGB1 values, having the form
"<AARRGGBB>" for alpha, red, green, blue, where "alpha" refers to opacity.

Adjust Image Dialog

Can be opened using the Adjust button within the properties dialog of any image or widget con-
taining images. Many of the tools within this dialog are also available in the formatting ribbons.

The Adjust Image dialog has two modes. Note that the advanced mode will open by default in
some cases, such as when editing an image within an Image Change widget.

1A colour value, defined as four, two-digit hexadecimal values. Alpha - Red - Green -
Blue. An Alpha value of FF is assumed if only the RGB values are provided.
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Note: The advanced mode includes the button, Reset to Defaults, which may be used to
repair poor choices in configuration.

VT Adjust Image — x
I Colorize { | »
Rotation Angle

; i
[ Mirror Image
Advanced OK

Figure 4-49 Basic mode.
The advanced option includes 11 properties,
all of which can be configured using expressions or tags

Note: If linking a widget property to a tag value as part of an expression, you should use
the [<TagName>] notation, specifying an absolute path reference to the tag. See: Use Tag
Values in Expressions

Image Properties Dialog

Provides an alternative method of formatting an image. The tools found here can also be found
in the Format Images ribbon.

VT Properties — O x
@ Panel
{0 Coordinates Image
T‘D Scaling g Select Color Replace | |
+-( Movement
I—D Opacity Adjust
e Clear
- M
[ Tile Image and Scale Factor g y | 1

Image Select

Opens the Select Image dialog, within which you can browse for images, import new
images, and select the image to use.

*VTScada recognizes the following image formats: .BMP, .CUT, .PCX, .EMF, WMF,
JPG, .PNG, .TIF
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Image Adjust

Opens the Adjust Image dialog box, which can be used to change the color and other dis-
play characteristics of the image. See: Adjust Image Dialog

Image Clear
Remove the selected image and do not select a replacement.

Tile Image and Scale Factor
Creates a repeating pattern of the image within the defined image area. The scale factor
changes the size of each copy relative to the original.

Color Replace

Use the Color Replace option if the image includes a color indicator patch, or if you have
selected the No Image option. (Color indicators within images are areas of Active Orange.

Image Formatting

Any image that you have added to a page can be modified to suit your purpose. Beyond the
usual display and alignment tools, all of the following can be used to adjust images. In all cases,
the original image appearance can be restored by clicking the Reset tool. Formatting options
change how an instance of the image is displayed. They do not change the image file.

-

Note: Images have no "Link" option to tie them to a tag. They are essentially static,
although any property (movement, scaling, etc.) can be animated by linking that property

to a tag value or to an expression.
The Style Settings tag has no effect on images and should not be linked to any property.
For information about accessing image properties and linking them to tag values, see:

| Adjust Image Dialog )
Format
f ) ,a-k B change Image [E] kirror ,a-k e Scaling
o _I . E_I - - _I
1 Brightness = EX Antialias = Movement

Colorize Image —

Opacity Rotation
- Rotation ':‘ Contrast = E Reset - -

-b Coordinates

Figure 4-50 Image formatting options
Color Replace

(Properties dialog only) Relevant only if the image includes a color indicator patch, or if
within an Image Change widget, you have selected the No Image option. Color indicators
within images are areas of Color Selector.

Change Image

Opens the Select Image palette, from which you can select a new image to replace the
one being used. Other formatting commands that had been applied to the original image
will remain in effect for the new one.

* VTScada recognizes the following image formats: .BMP, .CUT, .PCX, .EMF, WMF,
JPG, .PNG, .TIF
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Brightness

VT Brightness

ﬂ
=

123 3

L

1

Cancel

Figure 4-51 Similar to contrast, rotate and other controls.

Contrast

Adjust the brightness of the image using
one of the pre-set values or click Custom
to open a slider. Brightness can be adjus-
ted up or down. A value of 1 (one) uses
the image's original brightness. Possible
values range from zero (black) to four
(white).

Increase or decrease the difference between bright and dark shades within the image. At
higher contrast, bright shades become brighter and dark shades become darker, making
certain details easier to distinguish up to a point. At very low contrast, all shades approach
a uniform intensity within each hue. Values range between zero and two, with one being
the image's original contrast.

Both the brightness and the contrast dialogs include a data source button (left of the
slider), which advanced developers can use to tie the property to a tag value or expres-
sion, thereby making the object change in response to operating conditions.

Colorize

Many images in the library are provided as in a plain, gray-scale format. You can use this
to add vibrant (or other) color. Indicator lights, found within various widgets, make use of
this technique to allow a plain gray disk to appear as a glowing red or green lamp.

With the Colorize sub-menu, you can select one of the preset colors to quickly add a tint,
or you can open the Select Color dialog to gain access to the full range of options for apply-
ing tint, hue, saturation, opacity, and other features.

When creating your own gray images, use color #888888 for best results. Gradients

based around this shade will also work well.

Mirror

Flips the image from left to right. There is no vertical mirror option.

Anti-alias

Causes images that have jagged edges to appear to have smoother lines.

Tiled images

While any image can be tiled, this option is intended for use with backgrounds such as
water, wood, stone and metal. When the Tile option is selected, the details show at their
original size, and the image is cropped or repeatedly tiled to fill the area you have spe-

cified.

If the Tile option is not selected, the image is scaled to fit the specified area.

Operation And Configuration

+ 95



4 Display Building (Idea Studio)

Two instances of the same image, one stretched to half
the size of the other.

Tile option on

Figure 4-52 Scaling images with the tile option on versus off

Exercise 4-10 Experiment with the format tools.

Using tools in the ribbons, modify what you've drawn to look similar to the following:

Figure 4-53 Formatted tabs

Text

Text is an essential part of any display. Titles, instructions, and labels are all required to help
operators use the display screens that you build.
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While you may use the ribbon to format each label that you write, you are advised to make use of
styles instead. By creating a small set of styles and applying them to the text that you create, you
avoid the need to constantly return to the formatting commands, and you ensure that each type
of label, title or instruction block will have the same appearance, exclusive of color, background,
alignment and opacity.

To add single-line text:

1.

Open the Idea Studio and open the page, to which you want to add text.

2. Ensure that the Home ribbon is selected.
3. Click the Text button in the ribbon.

VT | mf [3] 5 ¢ W = | Idea Studio

“ Home Page Properties
Text

|i‘|P ; Tags Page Line Pipe Selet Zo
g Fase Menu v 1

Clipboard Manage Insert Actions
() Widgets | [Z] Images | ¥9 Shapes

Recent ltems

. Click on the page, near where you plan to put the text.

A selection box will mark the location on the page and the Edit Text dialog will
open.

VT Edit Text b4

Al |l

QK Cancel

Type a single line of text, then click OK.

Note that you may also select a page parameter or, if working within a tag widget,
link this text to a property of the linked tag.

The dialog can be re-sized as needed. Lines will wrap as required to fit the display
space.

Note: While it is possible to press <Enter> while typing, multiple lines in the Edit Text dia-
log will be merged together into a single line on the screen. Spaces will not be added to
replace the line breaks.

To add multi-line text:

ook wWN =

Open the Idea Studio and open the page, to which you want to add text.
Open the widgets palette.

Click to open the Tools folder, within the Widgets palette.

Click to open the Standard Library, within the Tools folder.

Drag the Multi-Line Text widget onto the page.

Open the widget's properties dialog.
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7. Type the multi-line text in the field provided.
8. Adjust the display properties as required.

Note: The text will wrap within the bounding box as required to fit, and it will use the line
breaks that you type.

Troubleshooting:

» Line breaks in the Edit Text dialog were ignored.
» Words that were on two lines in the Edit Text dialog have been merged into a
single word.
This is by design. If multiple lines of text are required, use the Multi-Line Text wid-
get.

» When stretching the bounding box on the page, the text appears to deform.
This is only a preview while re-sizing the bounding box. The text is controlled by
its font and style definition and will not be scaled or stretched with its bounding
box.

Text Formatting

You have a varying amount of control over the appearance of text in your application, depending
on how the text was created.

Click once on existing text to select it and open the formatting ribbon.
Double-click on existing text to open the text editing dialog.

» Single-line text, created using the Text command in the ribbon:
This form of text has the most options for formatting, and is described in this topic.
» Multi-line text, created from the Widgets palette:
Selection of font, color and border, as described in the Multi-Line Widget topic.
e Labels builtinto VTScada widgets:
These are controlled by the built-in Font tags. Use care if modifying those tags as
there can be an adverse effect on the VTScada widget labels.

Single Line Text

The Format Ribbon applies to single line (standard) text only. That is, words created using the
Text command of the Home ribbon. Use the following ribbon tools to adjust the appearance of
selected text.

Color The two options control the highlight (background) and
(Highlight and Text) .fx A the text color. By default, the background is fully trans-
— parent.

Highlight Text

- -

Color options are not stored with named styles.
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Font

Segoe UL h
B |7

SR u

Choose any system font installed on your computer
and set display characteristics including size (meas-
ured in points), bold, italic, or underline.

Selected text responds to the keyboard shortcuts Ctrl-I
(italic), Ctrl-B (bold), and Ctrl-U (underline).

Choices made here can be stored in a named style for
use with other text. See: Font Tags.

Alignment

Configuration of both horizontal and vertical alignment,
relative to the bounding box containing the text.

If the text does not fit within the bounding box provided,
the end of the line will be clipped.

Saved Fonts

LabelFont

- -
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5 Edit Opacity Rotati
AnalogFont | = F::uar:‘_ev Texil:* pimt_y ? Elm
d Fonts Al Update Selected Font i

Create Mew Saved Font...
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FManage Fonts...

that can be saved.

Fonts are saved in Font Tags. Alignment and color configuration are not included in the properties

If you make changes in the Fonts section of the ribbon, you can choose to apply those changes to
one of the existing fonts, or to create a new Font tag.

Note: Built-in labels on VTScada widgets make use of the standard Font tags. Changes to
the format of those may cause various labels to become difficult to read.

Opening the Manage Fonts dialog results in the Tag Browser opening, filtered to the Font type.

The ribbon options are also available in the form of a properties dialog box.

For ease of use, the ribbon is recommended. Advanced users, who are familiar with the
VTScada scripting language, can use the tools in the properties dialog to tie display char-

acteristics to expressions or tag values.

Layers Panel

While you cannot create separate layers within the Idea Studio, the Layers panel gives you most

of the same features.

All selected objects are listed in this panel. The highlighted row in the panel list matches the cur-
rent anchor object within the selection set.

With the Layers Panel, you can:

 Left-click once on any item in the list to make that the anchor object.
» Move objects up and down the list to move them forward or back in the display

order.

Use the arrows at the bottom of the panel or click and drag the row.
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» Right-click on any object to open a menu as shown. With this, you can:
» Open the object's properties dialog.

Make that object the only one selected.

» Remove the object from the selection set.

» Copy or cut the object matching the selected row.

» Delete the object matching the selected row.

=
Page Hotbox
Control
coane | Text
Border

- | | v X
W

< 3 Automatically open this panel
| | Overview qp [:} O

Use the tools at the bottom of the panel to

» Change the display order of a selected item in the set (up and down arrows)

» Deselect the option of automatically opening the panel when more than one object
is selected.

» Use the slider to change the size of graphics in the list.

Exercise 4-11 Practice using the Layers panel

Preparation:

1. Open the Idea Studio.
2. Ensure that you are working on the Studio Practice page.
The tabs at the bottom will look like this:

|__J Overview | ] Studio Practice [ Pump Controls op

3. Drag an indented Border widget to the page.
(Widgets panel >> Decorations >> Borders >> Indented)

4. Stretch it to be approximately double the default width.

5. Drag a Page Hotbox to the page, placing it in the center of the border.
(Widgets panel >> Page Navigation >> Page Hotbox)

6. Stretch it to be approximately three times wider than the default.
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10.

Place a text label in the center of the hotbox.
(Home ribbon >> Text. Don't search through the widget panel for this one.)
When the Edit Text dialog opens, type Layer Test.
Center the text within its bounding box.
(Use the tool in the text ribbon tool.)
Center the text bounding box over the hotbox.
(Drag it there.)

Layer Test

The Layers panel exercise:

1.

2.

3.

13.

14.

15.

16.
17.

Left-click somewhere on the page that's not on any object.

The result should be that nothing is selected.

Left-click on Layer Test... And, again... And, again.

The result should be that each overlapping object is selected in turn.

Open the Home Ribbon.

(Click the word "Home" at the top of the Idea Studio.)

If the Panels tool is not selected (deeper blue), select it now.

The panel window on the right of the screen should be open after this.

Drag the panel open a bit wider so that you can see it clearly, but still see the three
objects you drew earlier.

Select all three objects at once.

You could do a window selection or hold the Ctrl key down while left-clicking once.

. Look at the panel.

The three selected objects should be listed. One should have a bold highlight,
matching the selection on the page and indicating the anchor object.

. Inthe panel, right-click on Border.

. Choose Unselect in the menu that opened.
10.
11.
12.

Unselect the text using the same method.

Working on the page again, select all three objects.

Back in the Layers panel, right-click on Text and choose Select-Only.
The text should now be the only selected object.

One more task. You're going to align and match all three objects.

Working on the page, reselect all three objects.

In the Layers panel, left-click once on Page Hotbox.

The blue highlight should shift to this object. The other two should remain selec-
ted.

In the Format ribbon, currently open at the top of the Idea Studio, expand the
Match tool and select Size.

Expand the Align tool and select Align Midpoints.

Spend a few minutes exploring what else you can do with the Layers panel.
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Exercise 4-12 Clean up & prepare for the next set of exercises

1. Open the Idea Studio if it is not currently open.

2. Find the Studio Practice page's tab at the bottom of the |dea Studio and click on
its "x" to close it.

Click the + tool at the bottom of the Idea Studio.

The New Tab dialog opens.

Select "Open".

Select the Station Status page.

Click "OK".

Use the Page Properties ribbon to change the color of Station Status to a medium
shade of gray.

. Close the Idea Studio.

Navigate to the Page Menu page.

. Right-click on Studio Practice and select "Delete" from the pop-up menu.

w

NOo Ok

o © ™
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5 Widgets for Tags

To display the value of a tag to an operator, or to allow operator control over a tag, you will use a
widget. Widgets take many forms including color indicators, gauges, buttons, bars, switches,
animations, text, meters, and more. In all cases where a widget is meant to represent or control
a tag, there will be an option to link it to that tag.

There are widgets for tasks other than displaying or controlling tags, and these do not
have a link option. Examples include Border, Grid and Folder. And if you are willing to
spend time writing expression code, there are ways to display a tag's value other than
using a widget. This chapter is concerned only with widgets for tags.

For a list of widgets included with VTScada, see the reference chapter: Widget Reference.
Every widget topic includes instructions to help you find that widget in the palette. You can also
create your own widgets. See: Create Widgets.

Tip: Palette entries are Menu ltem tags Create a folder for your most frequently used wid-
gets and copy their menu entries there.

Because developers can draw widgets first, then link those widgets to tags, it is possible to leave
unlinked widgets in a page. These will show simulated values.

To avoid the risk of simulated values being mistaken for real process data, the unlinked widget
symbol can be drawn on all unlinked widgets. If you see this symbol, know that the values being
displayed are coming from a simulator, not from equipment.

Figure 5-1 Unlinked widget indicator

Note: It is possible to display this warning only as a blinking indicator in the title bar. Developers
with configuration privileges can click that symbol to toggle between having an indicator on
every unlinked widget or having only a single indicator in the title bar.

&

how Unlinked Widget Indicators ]

Figure 5-2 Toggle display of unlinked indicators

Within the palette, widgets are grouped into folders according to their general appearance, pur-
pose, and type of tag to which they can be linked. Many widgets can be found in several folders.

Many of the newer widgets can be linked to Style Settings tags. This provides a single point of
configuration where colors can be assigned to tag states (running, stopped, alarm, LCD com-
ponent, etc.).
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To add a widget to a page:

1. Open the Idea Studio and open the page where the widget will be drawn.

2. Open the Widgets palette.

3. Click on the folders to view and find the widget you want.
Folders are organized by widget type, and by tag type. Navigate using the system
that you prefer.
Use the navigation bar at the top of the folder list to return to a higher-level folder,
including the "Home" folder.

4. Drag a widget from the palette to your page.
Alternatively, click once on a widget to attach it to the cursor, then drop it on the
page.
5. Adjust the size, location and other properties of the widget as required.
A format ribbon is available for each widget type.
Advanced configuration details can be accessed by opening the Properties dia-
log of the widget.

6. Link the widget to a tag as follows:

a. Select the widget.

b. Click the Link button, either in the widget format toolbar or in the right-click
context menu.

c. From the tag browser (opened by the Link button) choose the tag this widget
will represent and click Select.

d. Ifthe tag does not already exist, create it.

There are three ways to link a widget to a tag:

» Selecting the widget in the Idea Studio, then click the Link button in the Widget
Properties ribbon
» Open the Properties dialog for the widget, then click the Tag Browser button found
there.
» Use the Tag Links panel.
Widgets can also be linked to parameters, as is often done when using a parameterized page.

Draw from the Tag Browser

It is often easier to find a widget by drawing the tag from the Tag Browser. The Idea Studio will
open (if not already open) and a filtered palette dialog will be provided, containing only those wid-
gets that can be used with the type of tag you are drawing.

Preparation:

» Ensure that the page you want to draw the tag on is displayed.

1. Open the Tag Browser and select a tag.

2. Click the Draw button, or right-click on the tag and select Draw from the menu.
If the Idea Studio is not open, it will immediately open to the same page that you
are viewing in the main window.

A dialog will open, showing the possible widgets that can be used to represent
this type of tag.

3. Navigate to the folder containing the widget you want to use, if it is not already
open.
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4. Drag the widget you want to the page.
Alternatively, click once on the widget you want to draw - an instance will attach

itself to the cursor. Click on the page where you want to place the widget.
The Tag Browser remains open, allowing you to draw the tag again using another widget, or to
draw other tags. Close it when you have finished

Troubleshooting:

e The widget is too big / too small.
All widgets have an initial size, which may be wrong for your application. After the
widget is placed, zoom in or out on the canvas until you can see the edges easily,
then select the widget and drag the corner grips to resize it.

» The widget is cycling through values / colors all by itself.
Widgets display simulated values until they are linked to a tag.

e Unable to find a particular widget.
Look in the Widget Reference for the one that you want. Each description
includes a list of folders where the widget can be found.

Exercise 5-1 Draw the digital I/O tag

—

. Open the Idea Studio and ensure that the currently open page is Pump Controls.
2. Open the Tag Browser using the tool in the Home ribbon of the Idea Studio.

VT | i [§] 4 5 | Idea Studio

m ome Page Properties
] % = 1 \ 1
Texut

- Tags Page Line Pip
[ Paste Menu
Jlipboard hManage Insert

3. Navigate to Station 1, then Pump 1 in the tag tree.
4. Right-click on the tag, Running.

5. Select Draw in the menu that opens.

A pop-up palette of Digital Status widgets opens.
Open the folders Equipment >> Pumps.

Drag a pump widget (your choice) to the page.
The Tag Browser re-opens. Close it.

© N o
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Figure 5-3 Toolbar detail.

The widget's color should change between gray and green every few minutes. This is because
the (simulated) equipment is running in automatic mode.

The method you just used to draw the Pump Status is generally the easiest, but it's not the only
method. The next exercise will show you another way.

Exercise 5-2 Monitor the status of the communications driver.

1. Ensure that you are working in the Station Status page.
You may need to switch pages or open that page.
2. Open the Widgets palette if it is not currently selected.
3. Locate and open folder Analytics >> Communications >> Connection Status.
4. Drag the Comm Indicator widget to the page.

Note: The indicator may be changing color, but this has nothing to do with the PLC sim-
ulator. You currently have an unlinked widget on your page. That's fine while you're con-
tinuing to work, but you must never deliver an application with unlinked widgets to
operators.

5. Open the Home ribbon.

6. Locate and click the Unlinked Indicators tool.
There should now be a yellow warning sign blinking on top of the widget you
added to the page. You are strongly urged to use the Unlinked Widget Indicators
tool all the time while building your applications.

7. Selectthe widget (the one you added to the page, not the one still in the palette)
and right-click.

8. Inthe menu that opens, click Link.
The Tag Browser opens.

106 « Operation And Configuration



5 Widgets for Tags

9. Select the Show Children option.
When linking widgets to tags, the browser is filtered automatically to only those
types that can be linked to the widget. You may want to apply further filters and
possibly use the Show Children option.
10. Select the tag, PLC1.
The blinking warning should stop and the indicator should now remain green in
color.

Questionable Data

You might be wondering why some widgets have blinking question marks...

|é'| |€ Help

- /i .

—— = View Alarms
| I , v (Questionable Data
. / ' : Plot Data

Properties

Figure 5-4 A example of widgets showing the Questionable Data indicator. Right-click to toggle this
marker on or off.

The ? is a place marker for you to use while commissioning a system. It is not related to the tag's
value and does not say anything about whether the tag is working or not. It's simply on by
default. Itis a property of the tag, not the widget.

As you verify that each tag is working properly, you will switch off the indicator by right-clicking
the widget then deselecting the Questionable Data property.
» The widgets that don't have a blinking question mark are the ones that you have

checked.
» The widgets that do have a question mark are the ones that you still need to check.
There's nothing more to it than that.

Exercise 5-3 Switch off the Questionable Data Indicator

1. Right-click on each of the widgets in turn, deselecting the Questionable Data indic-
ator.
(Remember this is a tag property. If the tag is represented by two widgets, both
will update.)

2. Forthe rest of this course, do that after drawing and testing each tag.

About Equipment Widgets

Before moving on to create more widgets, take a moment to examine the Equipment widget
(pump) that you drew. All equipment widgets, pumps, motors, and valves, are the exact same
widget, just using a different image in each case. If you were to open the drawn widget's prop-
erties dialog, you would see something that looks like this:
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VT Status Color Indicator Properties — O >
—— Status Color Indicator Tag
Q Tag
@ Panel & k| Tag Site 1"Pump Running | ¥ |5}
i} Coordinates
+-( Scaling Status Color Indicator
+-( Movement
i) Opacity &1 k| Style Mo Tag Selected *x |5
Image
¥ Select
! i Adjust
::'- Clear
Disable Opticns
[] Disable Trends
[ ] Disable Context Menu
[ | Disable Tooltips

Figure 5-5 Equipment widgets are Status Color widgets.

The link between the widget and the tag is shown at the top of the properties dialog and can be
changed here.

The "panel" portion of the properties dialog holds the display characteristics for the widget. Here,
you can see and select the equipment image. You can adjust the image, changing its color and
other display characteristics like opacity.

As arule, you should never change the color of a Status Color (Equipment) widget. The default
gray is designed to be over-written by a different hue depending on the current state of the linked
tag. The actual color used for each state of that tag will depend on the associated Style Settings
tag.

The Widget Parts Folder

Many VTScada widgets are made up of multiple images. This is important to know because it
means that you can change widgets and create new ones just by changing the images.

In the Images palette, you will find a folder named Widget Parts. Take a moment to browse
through this. Here, you will find lights (used for Push Button widgets), button shapes, knobs,
sliders, scales, backgrounds, bezels, LCD components, glass covers, and many more.

Style Settings Tags

Not counted towards your tag license limit.
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Style Settings tags provide a single point of configuration for many display characteristics, help-
ing to ensure that your pages have a consistent visual style. For example, your industry may spe-
cify that a digital value in state 0 (off) should be shown in red, and state 1 (green) should be
shown in green. In other industries, the opposite is true, or shades of gray might be used. For
widgets that obey the Style Settings value, you need only set your preferences once, and all dis-
plays will use a consistent format.

[ Note: Not all widgets recognize or use the Style Settings tag. ]

( )

MT Style Settings (System5tyle) Properties x

Ti ID | Analogs | Digitals | Exceptions | Errors | High Performance Equipment
ip:
For Digital and Discrete I/O tags, use the following guide:

* If the linked tag has an Equipment Type and the Style has a definition for that type, then
those colors and labels are used.
* Otherwise (at least for Digitals), the colors for the data type are used.

. J

Refer to the Equipment tab, later in this topic for more information about mapping equipment to
styles.

Many widgets and most tags can be configured to use a Style Settings tag. In the event that both
a widget and the tag linked to it are configured with different Style Settings tags, the con-
figuration of the widget takes precedence over the configuration of the linked tag.

VT Mew I/0 and Calculations Properties x

D 110 Scaling Quality Logging Alarms Display

Style - Defaults to SystemStyle
*Style Settings  --Defaulting to SystemStyle-- E ==

Figure 5-6 "System Style" is the default, included with every copy of VTScada

Many widgets have a similar configuration. Note that this is not available in all widgets.

Status Color Indicator

G k| Style --Defaulting to SystemStyle-- x |05

Figure 5-7 Style Settings choice in a widget. "No tag selected" means "whatever the I/O tag uses”.

One default Style Settings tag, "System Style", is included in every new VTScada application. It
will be used by every style-aware tag that has not been configured to use an alternative selec-
tion, including no Style Settings tag.
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Is the widget
configured with a specific
Style Settings tag?

Yes

Display using the colors
in that Style Settings tag.

Is the linked tag Yes
configured with a specific

Style Settings tag?

Display using the colors
in that Style Settings tag.

Use the default tag,
System Style.

Troubleshooting:

e This object that I've drawn doesn't change with a style setting.

Does the tag have an Equipment Type? Equipment overrides basic tag type. for
example a plain digital I/O will use the style defined under the Digitals tab, but the
same I/O with an Equipment Type of Pump will use the style defined under the
Equipment tab.

» | don't see how to link this object to a style setting.

Style Settings are used only by certain widgets. They cannot be used with text,
pipes, images, shapes or with widgets that aren't designed to use a Style Setting.
It is possible to animate any property of any object, using an expression or a
linked tag's value, but that is not the same as using a Style Setting tag.

Every widget's description states whether it can be used with a Style Setting.
Also, widgets that can use a Style Setting are marked with a star in the table of
contents.

Style Settings properties Analogs tab

rather than this tab.

Tip: If your I/O tag has an Equipment type, configure the style using the Equipment tab }

Fields in the Analogs tab of this tag are used to set colors and labels for LCD widgets.
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MT Style Settings (SystemStyle) Properties

ID | Analogs | Digitals | Exceptions

Lit LCD Segment
Label
Lit

Unlit LCD Segment
Label
Unlit

Errors

Style Settings properties Digitals tab

High Performance Equipment

Colar

Color

. [ Flash

D [ Flash

ot

[ Tip: If your I/O tag has an Equipment type, configure the style using the Equipment tab ]

rather than this tab.

The Digitals tab of this tag sets color and text for equipment / status widgets, indicator-lights and
other style-aware widgets for digital tags.

MT Style Settings (SystemnStyle) Properties

ID | Analogs | Digitals | Exceptions

Walue == 0
Label
OFF

Walue ==
Label
QM

Value ==
Label
State 2

Walue ==
Label
State 3

Errors

High Performance Equipment

Color

Color

Colar

Colar

. [ Flash

Pt

The text parameter is used only by widgets that recognize the Style tag and that include text.

Value ==

Set the text and color of the text, displayed when the associated tag is in the zero state.

Value ==

Set the text and color of the text, displayed when the associated tag is in state one.
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Value == 2 and Value ==

For digital tags that use two address fields, and therefore can display up to four states, this
label and color will be displayed when the associated tag is in state two.

Style Settings Properties: High Performance tab

Properties set here control colors used in high performance HMI graphics such as the Spider
Plot widget and HP Analog Bar.

VT Mew Style Settings Properties >

ID | Analogs | Digitals | Exceptions | Errors | High Performance | Eguipment

Graphs and Bars
Outline

Background |

Alarm Off Indicator

Recent Data

Expected Range

Reference Line

Default Equipment Status
Off

On

The Default Equipment Status colors (Off and On) can be used by Equipment / Status Color
indicators. If enabled within the widget, these colors will be used instead of the On / Off colors for
the linked digital I/0O tag.

Caution: For Equipment/ Status Color widgets, when the High Performance option is
selected, alarm (exception) colors are NOT shown. Use an Alarm Indicator widget instead.

Style Settings properties: Equipment tab

Used by I/0O and Calculation tags that have been assigned an equipment type. Typically, those
tags should be Digitals or Enumerated types, which have well-defined values that you can map
to style settings. Analog ranges cannot be mapped to individual style settings.

Tip: To define a label for Invalid, use the Exceptions tab. This will be used by all tags / wid-
gets and cannot differ by equipment type.

You are free to create as many equipment types as you need, and you may do so from
within either an I/O tag on the ID tab or a Style Settings tag on the Equipment tab. The
instructions are the same in both cases:

1. Place the cursor in the Equipment Type field.
(It does not matter whether the field is blank or shows an existing type.)
2. Type the name of your new equipment type.
3. Press the [tab] or [Enter] key on the keyboard.
4. Click the Apply button.
The new type is saved.
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If the field had shown an existing type before you started, it is not
changed.

You can match properties of label, color and flash to any value that the tag may have. Refer to
the following screen capture of the default configuration for a Pump type. A value of 0 in the tag
maps to the label "Stopped" and the color gray. A value of 1 in the tag maps to the label "Run-
ning" and the color green.

If the tag has a value that is not included in the list, nothing is shown in the widget.

VT Style Settings (SystemStyle) Properties >
ID | Analogs | Digitals | Exceptions | Errors | High Performance | Equipment

Equipment Type

Pump "
Value Label Color Flash | | +

0 Stopped - MNeo

1 Running MNo
rd

Use the tools along the right side (plus, minus, pencil, import) to add, remove, or edit entries in
the list. The last tool in the list, import, gives you the ability to import entries from a comma-sep-
arated value (CSV) file. (See instructions later in this topic.)

After selecting or creating an equipment type, create settings for the possible states by clicking

the Add button | F 1. This will open the Add Value dialog. If you attempt to define the same value
twice for a given equipment type, you will be warned to choose another. You will not be warned if
you leave a value out of a series, therefore it is best to enter values in order from lowest to
highest. Values may be numeric or text.

VT Add Value X

Walue Label

Color [1Flazh

] Cancel

Note that the default color is transparent.

CSV Import

When there are many possible values or states, you can automate the process of populating the
equipment definition by importing labels and values from a comma-separated value (CSV) file.
The file must be in the form:

Value, Label,Color, Flash
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Where:

» Value may be any value, numeric or text.
Any existing entries with the same value will be over-written.

e Labelis text and may by any label.

» Coloris optional and may be either a number from the VTScada color palette, or
an hexadecimal value in the form <aaRRGGBB>. If not provided, the default is black.

» Flash is optional, defaulting to "no flash". If provided, this must be a 1 specifying
On, or a 0 specifying Off.

Use

If the equipment type is used for an input tag, the label for each matching value can be displayed
by using an 1/O Multi-Text widget.

If for an output tag, then the values and matching labels can be used to configure the selections
available in a Droplist Widget.

VT Style Settings (SystemStyle) Properties ped
ID | Analogs | Digitals | Exceptions | Errors | High Performance | Equipment

Equipment Type

Stepper - |
Value Label / Color Flash | [+ \ Setpoint:
1 1 No >
5 5 No
10 10 No p
20 20 Mo E

Widgets to Monitor Analog I/O

You have a wide range of options for displaying analog values in your application. While not
appropriate in all situations, it's often a good idea to display values twice: once as an animated
level or gauge for at-a-glance viewing and once as text for accuracy. Some of the gauge widgets
have text built in so that you get both in one.

High Performance / Human Machine Interface Widgets

VTScada provides a set of HP/HMI widgets. Two are presented here. The Spider Graph is not
useful until you have at least three related analog values to monitor.

The Analog Bar and Indicator Widget
Used by: I/0 and Calculations tag (although portions may be used by any analog numeric tag).

The Analog Bar and Indicator provides a wealth of current and historical data to the operator at a
glance. You have a wide range of configuration options. Note that colors used within the bar are
controlled by the attached Style Settings tag.
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Current value of
the linked tag

High High alarm set, not active.

High alarm set and active.

o >
Trend direction J

relative to the start
of the configured
time span

= Background color represents the range
between high and low alarm setpoints

Value of the "setpoint" tag.
Range of the linked
tag's values during the Pale blue represents the expected range
configured time span as configured in the |/O tag.

Low alarm set. Mone active.

Figure 5-8 Click to expand
Vertical, left configuration of the Analog Bar and Indicator widget

Notes:

» If an I/O tag has both a high alarm and a high high alarm (or low and
low low) a faint line is shown at the boundary between their setpoints.

 All active alarms are shown.

» The history bar (dark blue in the image shown) is visible only when the
Value Range is greater than zero.

» The trend arrow (blue upwards arrow in the image) is visible only when
the Trend Direction time is greater than zero.

» The expected range is shown only for /0O and Calculation tags that
have been configured with these values.

Exercise 5-4 Draw a Vertical Analog Bar widget

The Analog Bar is a relatively new widget in VTScada. This can be used to display any Analog
value, but works best with an I/O tag. If the tag has values set for the expected range, the bar
will show those as a shaded area. You can also display a shaded range within the bar that rep-
resents values for the past N minutes, and you can display an arrow to indicate whether the
value is up or down relative to where it was M minutes ago.

1. Open the Tag Browser.
2. Navigate to find the tag "Level".
(Station 1 >> PLC1 >> Level)
3. Right-click on the tag to open the pop-up menu.
4. Select Draw from the pop-up menu.
The Idea Studio opens to the most recently used page.
A pop-up palette opens in front of the Idea Studio, containing only widgets that are
suitable for the type of tag you are drawing, an analog I/O in this case.
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5. Before selecting anything from the palette, ensure that the current page is Station
Status.

6. Inthe pop-up palette, select High Performance folder.

7. Drag (or click, then place) a Vertical Analog Bar and Indicator widget to the page.
The Tag Browser will re-open in front of the Idea Studio. Close the Tag Browser,
but leave the Idea Studio open.

Exercise 5-5 Adjust the Vertical Analog Bar

The vertical bar that represents the Level is showing only a fraction of the information available
to it. In the next set of steps you'll explore what else it can do.

1. Working in the Idea Studio, right-click on the Vertical Bar to open the pop-up
menu.
2. Select Properties.
(Did the I/0 and Calculations tag's Properties dialog just open? If so, you're work-
ing in the operator-view of the page, not the Idea Studio. Close that, open the Idea
Studio and start again.)
This is a large properties dialog. You may need to stretch it to see all the tools.
3. Note the property for Recent Data Indic-
ator -> Value Range.
Set the value to 10.
Click OK to close the properties dialog
to see how the widget changed.
There should now be a dark blue bar on 5808 Trend Direction 1
the widget, indicating values recorded
over the last 10 minutes
6. Reopen the properties dialog and set the Trend Direction value to 1. (Measured in
minutes)
7. Select OK to close the dialog.
An arrow, pointing up or down, now indicates the trend direction of the Level, relative to the
value recorded one minute ago, and updating every five seconds.

Recent Data Indicators (time range in minutes)

S

125 k| Value Range 10

For the nextimprovement to the widget, you will need to change a property in the tag.

1. Close the Idea Studio.

2. Inthe Station Status page, right-click on the Vertical Analog Bar to open the pop-
up menu.

3. Select Properties.
This time, the tag's properties dialog should open. If you're looking at the widget's
properties menu, close that and start again.

4. Select the Scaling tab.
The last of the four scaling properties is Expected Range.

5. Set the minimum expected range to 5 and the maximum to 40.
Expected Range
Mim Mlax

5 40

6. Select OK to close the properties dialog.
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There should be a pale blue band on the widget, indicating the expected range of values. How
do the values recorded over the past 20 minutes compare to the expected?

Just as the colors for the digital Equipment widget were controlled by the Style Settings tag, so
are the shades of blue you see now. Feel free to experiment.

The widget can also indicate the alarm setpoints and whether or not there's an active alarm. But
since you have not yet configured an alarm, that will have to wait for a future lesson.

Gauges

The Gauges folder of the widgets palette is usually the place to start. This includes over
20 shapes of gauge and several other widgets as well such as LCD text, various bars and
a thermometer. There is also a sub-folder of more basic widgets that still have a place in
your user-interface screens.

o
In’ .- E- ]
%

Antique Audio LCD Ring Power

Figure 5-9 A selection of the available gauges

The configuration properties will vary according to the gauge you select, but most allow
you to change the number of major and minor divisions, whether units are shown, and the
scale. In most cases, a check box tells the widget to use the tag's scaling - this is usually
the most appropriate choice.

Be careful with scaling. If tag scaling is selected, as it usually is, then the gauge or widget
will display the low scale value to the high scale value, not the full scaled process data min
and max. If the tag's value goes above or below the display scale you set, the needle will
continue on past the normal range. Some widgets allow you to set minimum and max-
imum values for the display.
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VT Power Meter Properties — a ot
@ Tag .
@& Panel Options
0 Coordinates 125 | Number of Major Divisions | 5 =
T—O Scaling
+-( Movement 123 k| Number of Minor Divisions |4 =
() Opacity
125/k| Show Units
Colorization
& v Needle

* H
& Text = D
# | Background 3 .

Scaling
125/k| Use Tag Scaling

1250 Minimum Value 0

23+ Maximum Value 100

Disable Opticns
["] Disable Trends

[] Disable Context Menu
[[] Disable Tooltips

Figure 5-10 Typical configuration panel for a gauge
LCD Display Widgets

This group includes gauges (round), bars and text. All share the characteristic that they
look best when placed above a darker background. The LCD widgets take their color from
the Analogs tab of the System Style tag. By default, this sets a blue and a semi-trans-
parent blue for the colors, but you can change the value in the Style Settings tag or create
new ones and have many shades of LCD display.

The LCD gauges can also indicate when the linked tag is in an alarm state by displaying
values above or below the alarm setpoint using another color, usually red. This makes for
a highly effective display.

A useful trick to know is that you can use the bar LCD widgets to simulate a solid level by
removing the space between the bars and configuring more of them. (Don't get carried
away - too many bars in the widget seldom looks good.) You can also substitute a rect-
angle for the disk-on-edge image used for each bar.
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__..~:-_§

52
% W
iy

Figure 5-11 LCD widgets, showing an alarm state.

Text Display Widgets
The text folder includes the LCD text options from the gauges folder and several more
with widely different purposes. The choice is far more than just how you want the text to
look. Note that only the LCD widgets can be linked to a Style Settings tag. For the rest,
you have a certain limited ability to change foreground and background colors within the
widget's properties dialog. Configuring bright text on a dark background can make the
numbers stand out.

» The Numeric Value widget is designed for use with Analogs and includes the abil-
ity to set the number of decimal places and whether to display the engineering
units.

» The Draw Text widget is designed for use with text, not numbers. It will certainly
display numbers but you get no control over decimal points and you don't get to
see the engineering units. Very seldom used with Analog Status tags.

» Multi-Text is an interesting option. With this, you link the widget to an analog tag,
but it doesn't display the tag's value. Instead, it displays a set of up to 16 pre-con-
figured messages as various values are reached in succession. Useful for a label
that reads "All Well" while a value such as a pressure is below a certain level, then
"Danger!" when it's about to blow.

« Ignore the Multi-Line text option for now. While technically a widget, it cannot be
linked to an Analog Status tag and is mentioned here only to warn you away for the
time being.

Bars and Color Fill

These are fundamental tools in HMI design. The four bars (Topbar, Rightbar, Bottombar,
Leftbar) are simple rectangles that scale along with the value of the tag to which they're
linked. The Color Fill is similar but more advanced in that it provides a backdrop color for
the unfilled space.
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Figure 5-12 A Color Fill widget with blue foreground and gray unfilled area,
drawn on top of a tank image. This could be improved by adding a scale.

Exercise 5-6 More ways to draw an analog I/O

In this exercise, you will draw the Level tag several times to learn the various available widgets.
At the end, you will remove all but one or two of the widgets.

The level refers to a property of the site in general, not the pump. Therefore, it doesn't make
sense to draw it in the Pump Controls page. Before starting to work with widgets, you will make
a few changes to the pages.

[ Note: The pump may not be in automatic mode after the Digital Control exercise. To see )
values change, you may need to start and stop the pump using the controls you drew
earlier. Note that this can only be done in the operator view of the Pump Control page, not
in the Idea Studio.

If you leave the pump running, it will fault. The tank will re-fill and you must switch the
| pump to Off before you can switch it back to On. )

Exercise Steps:
Gauge

1. Draw the Level tag as any gauge of your choice, other than the LCD options.
2. After dropping the widget on the page, open its properties dialog.
If you were working in the Tag Browser to draw the tag, you should close the Tag
Browser first.
3. Change the number of major divisions to 10, then click OK to close the properties
dialog.
Color Fill

1. Draw the Level tag as a Color Fill widget.

You can find this widget in the folder, Basic Components >> Bars.

Open the Properties dialog of the Color Fill.

3. Change the bar color to a light shade of blue.

(In that last instruction, "light shade" is more important than "blue".)

Change the unfilled color to a dark shade of gray.

Close the Properties dialog.

Open the Images palette, and browse to the Tanks folder.

Select any tank image that includes a cut-away window, placing it over the Color
Fill.

Adjust the size of the color fill or the tank image or both until the color fill approx-
imately matches the image. Figure 5-12.

NOo Ok N

o
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(Scales are covered in a later exercise. While it would be appropriate to place a scale beside
the Color Fill, there's enough to do in this exercise without adding one now.)

LCD text

1. Draw the Level tag as an LCD 7 Segment widget.
2. Open the properties dialog and change the number of digits after the decimal from
0 to 1, and the number before to 3.
Numeric Value

1. Draw the Level tag as a Numeric Value.
2. With the Numeric Value selected, open theText Tools ribbon
3. Change the color of the background (Highlight) to a very pale gray.
4. For the font, select the tag LabelFont.
Multi-Text

1. Draw the Level tag as a MultiText widget. (Careful! Not a MultiLine Text.)
2. Select LabelFont as the font to use.

3. Open the properties dialog.

4. Inthe Text to Display field, type: Level below low limit.

5. Select the Text 2 tab.

6.

Change the data source for the Minimum Value field to Numeric Value by clicking
the arrow as shown:

Multi-Text

= k| Font | LabelFont Fontfor normal label text

Text 11 Text 12 Text 13 Text 14
Text 1 [Text 2 | Text 3 | Textd | Text 5 | Text 6 | Text 7

@3 Tag Value ext | Mo Tag Selected
2

3 Mumerc Value
Text t
{..) Parameters
‘% Linked Tag Property
T fix) Expression cet

Figure 5-13 Changing the data source of a property

7. Change the minimum value to 7.
8. Inthe Text to Display field, type: Low Level
9. Selectthe Text 3 tab.
10. Again, change the data source to Numeric Value.
11. Set the minimum value to 15.
12. Provide the text, Medium Level.
13. Select the Text 4 tab.
14. Set a minimum, numeric value of 22.
15. The text this time should be: High Level
16. Click OK to save and close.
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Bonus exercise - do only if you are ahead of the rest of the class. You might not be given time to
finish.

This course doesn't cover all the widgets that can represent an analog value. Draw the Level
tag from the Tag Browser so that you get a filtered palette, then open the Basic Components
folder palette and experiment with some that weren't described earlier. An interesting one to try
is to replace the Color Fill with the LCD 10x1 bar, setting the space between bars to 0, the num-

ber of bars to 20, and substituting the image, Plain Bar.png, which is provided with the course
files.

Finish by deleting all but two of the widgets. Keep one of the text widgets and one
other. Arrange them on the page to be somewhat tidy.
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6 More About I/O Tags

You have seen only two modes of the I/O and Calculations tag so far. But in the process, you
learned many basic concepts about the Tag Browser and the Idea Studio.

Next, you'll see how I/O tags can write digital and analog values for operator control of systems.
You'll also learn about Selector Switch tags for on/off switches or HOA controls. And, you'll see a
variety of widgets that can be used to represent your tags.

I/0 Tags for Digital Control

An I/O and Calculations tag needs only a write address in order to write values that can turn a
pump off or on, open a valve, or change the mode of a device from manual to auto.

To illustrate this, the simulation monitors the rate of flow into storage (which is randomly chan-
ging) and provides a valve that can be fully open or fully closed. For the sake of review, and also
preparation, you'll start by creating an I/O tag to monitor the flow rate. Following that, you'll cre-
ate another so that operators can issue a digital control signal to open or close the valve. We'll
save the discussion of the tag's configuration until then.

Exercise 6-1 Preparation: Monitor flow into and out of the tank.

1. Open the Tag Browser.
. Navigate into Station 1 to select PLC1.
Right-click on PLC1 to open the pop-up menu.
Select New Child.
The Select Type dialog opens.
Select I/O and Calculations.
Name the tag, Inflow
Set the descriptionto Flow into storage
Ensure that the data type is set to Analog.
Select the 1/0O tab.
Ensure that the 1/0 Device is set to [*Driver] Simulated PLC
Set the read address to 40003/ float.
Why "/float"? Just for the sake of seeing & using an alternative addressing format.
Look in the reference section of the documentation for a list of data suffixes for tag
I/O addressing.
12. Setthe scanintervalto 2.
In general, scan as often as needed, but not any more often than needed.
13. Select the Scaling tab.
14. Setthe Unscaled Process Data values to 0 and 200 for Min and Max.
15. Setthe Scaled Process Data values to 0 and 200 for Min and Max.
The Display Range and Expected Range values are blank.
16. Select the Display tab.
17. Set the Engineering Units to gpm.
18. Set Digits After Decimal to 1.

BN

oo NOO

—
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19.

20.
21.

22.

Set the color to a shade of blue other than set for the Level tag.

Any shade of blue. For the purpose of the exercise, it does not matter.

Click OK to save your work and close the properties dialog.

Draw this tag as a Numeric Value on the Station Status page.

(Step-by-step instructions not provided. You've seen enough by now to do this on
your own. Refer to the documentation if you need help.)

Use the text tool in the Home ribbon to add a text label above the Numeric Value:

Flow into storage.

Now that you have a way to monitor whether anything is moving through the valve, it's time to
create a control for that valve.

You might be wondering why the preparation didn't have you create a digital I/0 to monitor the
valve state instead of an analog to monitor the flow. The answer is that you don't need to, at least
not for this valve. The 1/O tag that does control can be the same tag that monitors the open /
closed state, thanks to feedback from the PLC. Let's work through the steps...

Exercise 6-2 Create an I/O for digital control

The control for the inlet valve is simple. It can be open or closed. There is no control over how
much it is open.

The controller has two input coil addresses for the valve: 00002 monitors the current state (feed-
back for the open or closed state) and 00001 is used for control. Both will be used in this tag.

1.

2.

s

©oNO O

Open the Tag Browser if it is not
already open.

As a child of PLC1, create a new I/O
and Calculations tag.

Name thetag, Inflow Valve.
Set the descriptionto Inflow con-
trol valve

Change the datatype to Digital.
Select the 1/O tab.

Set the Read Address to 2

Set the Write Address to 1

Click OK to save your work and
close the dialog.

Do not close the Tag Browser

MT Mew I/0 and Calculations Properties

ID I/O CQuality Lagging

Mame

Station 1WPLCT | Inflow Valve

Area
Morthern

Description

Inflow control valve

Help Search Key

Data Type
Digital

The value of the digital control tag you've created is whatever arrives on the Read address. This
can be used as feedback if the read address matches the write address, or if (as in this example)
the PLC is configured provide feedback on a separate address.
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If you configured only a write address, then the tag has no value (not even 0) until an operator
uses it to write. Following that, the value of the tag remains the last value written, regardless of
the actual state of the system, since there is no feedback to say otherwise. Those who are famil-
iar with the legacy Digital Control and Digital Output tags may be surprised by this, but for all
modes, the I/0 and Calculations tag works the way a legacy Analog Control did and takes the
last written value unless there is feedback to say otherwise.

Verify the Write?

When writing to hardware, you can be assured that the SCADA system will attempt to send the
signal you requested. Ensuring that the signal arrives is another question, and it is the role of the
driver to answer that.

For nearly all protocols supported by VTScada, including Modbus, DNP3, CIP, DF1/PCCC, Step
7, etc., the messages sent to a device will receive one of the following three results. (These are
inherent to the protocol, not the VTScada driver.)

» The device responds with a positive acknowledgment that the command was
received and accepted.

» The device responds with a negative acknowledgment that the command was
received but NOT accepted.

» The device does not respond at all

For case #1, the VTScada driver will receive the acknowledgment and know that the write suc-
ceeded. (The success count in the driver will increase, the error count will not, and the value of
driver will remain 0.) Nothing more needs to be done.

For case #3, Most VTScada drivers will invoke their retry logic and automatically attempt the
write a predefined number of times before giving up and declaring an error. This error is set into
the value of the driver and you can then alarm on it to indicate that there was a problem. This var-
ies by driver. For example, the Modbus protocol does not send a response to writes and there-
fore there is no point in using retry logic. Refer to the standards for your selected protocol.
(Communication Driver Alarms)

Case #2 is more difficult in that it tends to be protocol-specific. For example, if you attempt to
write to a non-existent address using a Modbus Compatible driver, you can expect a Modbus
exception code response from the device. Attempting to write the same value again to the same
address would not accomplish anything because the device has already signaled that it cannot
do what is being asked (write to a non-existent register). As with case #3, the value of the driver
will be set to the appropriate error code and can be used to generate an alarm.

In other drivers (for example, the Allen Bradley DF1), the device can respond with a NAK
response if we send a message that becomes scrambled, as indicated by a bad CRC. In this
case we DO want to retry the message and the retry logic is invoked. If the condition persists for
the number of defined retries, the value of the driver tag is again set to an error code that can be
alarmed on.

Beyond monitoring driver error codes and quality values, you can also ask the PLC to confirm
your request. This is done by programming the PLC to set a verification value on a separate
address when it receives a command from the SCADA system. By monitoring that address, you
can be sure that the PLC received the command that you sent.
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Widgets for Digital Control

Digital Control tags are configured for where to write a value and how to write a value. They say
nothing about what value to write. That information comes from the widgets that you provide to
the operator (assuming that you are not using a data source within the tag).

Be careful when browsing for widgets by tag type. You can use various indicators, text, equip-
ment and other widgets to represent a Digital Control's value, but this is seldom worth doing.

llluminated Toggle Switches

The llluminated Toggle Switch widget is a control method used to output either of two possible
values. When used with a digital I/O tag, the switch will send a 1 for on and a zero for off. When
used with a Selector switch, the values will be those configured for the first two of the three pos-
sible positions of the selector switch.

i@ =

Push Buttons

The Push Button widget provides a method for operators to issue control actions, via the linked
tag. The widget's configuration holds the value that will be written to the linked tag when the but-
ton is clicked.

A
i.)
S—

Note the Value to Write field. This is the most important of all. If you do not provide a value here,
the button will do nothing! Typically, you will enter a 0 or a 1 in this field for digital control.

The confirmation dialog option is selected by default. This may annoy operators, but it's usually
a good idea to ensure that they really meant to press the button before a control action takes
place.

New Set Value Button

The Set Value Button widget is used to write a value to an output tag, and has the following fea-
tures that differentiate it from the Legacy Set Value Button Widget.

The value to write can come from another tag or an expression.

Can display a label or an image.

If using a label, you can select the font.

Can accept feedback from a tag or expression other than the one used by the
linked tag.
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« If the feedback value differs from that configured Feedback Value, a mismatch con-
dition will be shown.
e Can be disabled.

Start
Figure 6-1 A typical Set Value Button widget
Momentary Button

The Momentary Button widget is used to draw a button that will send one value when pushed
and (usually) the opposite when released. Both the value to write when pushed, and the value to
write when released, must be provided before the button will be enabled. While similar in appear-
ance to a Legacy Set Value Button Widget, it has a very different purpose.

Figure 6-2 A variety of Momentary Button configurations

This object can be displayed as a button, a hotbox, or a button surrounded by a hotbox. Only the
button will have a label (whether surrounded by a hotbox).

Note: Works on touch screens (Windows and VIC) only if not using the hotbox option.
On the Anywhere Client, momentary buttons work as toggling buttons (one tap for down,
another tap for up).

Exercise 6-3 Draw digital controls

Preparation:

1. Open the Idea Studio.

2. Ensure that Station Status is the currently open page.
There are two versions of this exercise. After drawing the tags using either version of the instruc-
tions (not both!) you should be able to close the Idea Studio and operate the valve.

For those who like to experiment, the instruction is as follows:

1. Draw the Inflow Valve tag using any two of Push Buttons, Set Value Buttons or Illu-
minated Toggles. Configure the first to write a 1 and the second to write a 0.
(Do not use the Momentary Button. That is for a type of equipment other than
what the classroom simulator is pretending to be.)

The alternate version of the exercise is for those who prefer more detailed instructions.

1. While continuing to work in the Tag Browser, right-click on the tag you just cre-
ated, Inflow Valve.

2. Inthe pop-up menu, select Draw.
The Idea Studio opens, and in front of it a separate window for the widgets
palette.

3. Inthe floating widgets palette, open the Buttons & Switches folder.

4. Select the Set Value Button and drag it to the Idea Studio page, placing it near the
number that shows the inflow rate.
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(Careful! Be sure that you've selected the Set Value Button, not the Momentary
Button.)

5. When the Tag Browser reopens, close it.

6. Now working in the Idea Studio, right-click on your Set Value button.
A pop-up menu opens.

7. Select Properties from that menu.
The Set Value Button Properties dialog opens.

8. Inthe space for the Value to Write, type 1

9. Inthe space for the Label, type Open

10. Select OK to save your work and close the dialog.

To create the Close control, you'll copy and paste the last button rather than create a new one.

1. Ensure that the "Open" button is selected in the Idea Studio.

2. Press the keyboard combination Ctrl + C to copy it.

3. Press the keyboard combination Ctrl + V to paste.

The copy will appear in the center of the page.

Drag the new copy to a position below the original button.

Right-click on the copy and select "Properties” from the dialog that opens.
Change the labelsto Close.

Set the value to, 0

Close the Idea Studio and operate the valve.

©ONO O

You should see the inflow rate drop to zero when the valve is closed. Give the simulator time to
process each operation. Note that if the inflow valve is closed for very long, not much else is
going to happen in this system. You'll want to leave it open most of the time.

Tip: If you wanted to see the state, you could take a moment to draw the Inflow Valve as
an Equipment widget. Instructions are not provided because you've already seen how to
do that.

Exercise 6-4 Learn another digital control widget

Perhaps the Legacy Set Value button is too plain? Let's try a push button instead.

Open the Idea Studio
In the Widgets palette, browse to the Buttons & Switches folder.
Drag Push Button 4 to the page.
Link that widget to Inflow Valve.
Open the widget's properties dialog.
Note that the options are very different from the Legacy Set Value button's.
Set the Value to Write parameter to 1.
Select the Adjust button beside the Up Image.
The Adjust Image dialog opens.

8. Select the Colorize button.

The Select Color dialog opens.

9. Select a color or a shade of gray that means "open" to you.

10. Select OK until you are back in the Push Button properties dialog.

RN~

NOo
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11. Adjust the color for the Down Image, choosing a slightly darker shade of the same
color as before.

12. Select OK until you have closed all the dialogs and are back in the Idea Studio.

13. Copy and paste to create a second button, moving it to be near the first.

14. Open its properties dialog.

15. Change the Value to Write to 0.

16. Colorize the two buttons as appropriate to mean "close" to you.

17. Close all the dialogs and the Idea Studio.

18. Operate the valve.
You should now be able to open and close the valve. The simulator has a two-second heartbeat,
so do not expect an instant response after clicking a button.

Multi Image Widgets Panel

Opens automatically when any widget composed of multiple images is selected, including any
that have just been drawn. The panel can also be opened or closed using a tool in the Home rib-
bon.

[ Note: The automatic-open feature can be disabled using a check box at the bottom of the]
panel.

When widgets containing component images are selected for editing, both the Widget ribbon
and the Image ribbon are enabled. You can change the image used by the widget, and change
all of the formatting characteristics of thatimage.

If the widget has multiple images, as is the case with the toggle switch, indicator lights, selectors
and others, then you can choose which of the component images should be affected by certain
formatting changes.

Note: Changes from the Adjust section of the formatting ribbon will apply to the selected
component images. Changes from the Display section apply to the overall widget. For
example, note that the Display section has a Rotation command, which will be applied to
the full widget, while the Adjust section has an Image Rotation command, which will apply
only to the selected component images.

All selected images will be added to the list, with their component images separated by relevant
action or state.
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a |G

This panel displays widgets that use
multiple images. Specify which
images are changed by ribbon
actions by checking/unchecking

This feature gives you a fine level of control over image edit-
ing within widgets, and is also useful for making global
updates to widgets. For example, you might need to
change a large number of pump widgets from the old model
to a new version. You can also use this feature to update a
set of Image Change widgets to use a new color scheme

thern, for each state. (The states of an Image Change cannot be

Cn Image

[+] Off Image .

.
[+] Off Light Image N '

[+] Off Light Image

Automatically open this panel

Figure 6-3 A typical view of the panel
with one selected widget.

Use the Multi-image Widget palette:

Image Tools

Format 4+— |mage tools ribbon selected.

—e OVE

e Image EE]" D :@ -vi % Scaling

S Dacat
L " RESCL

Display

5 m

linked to a Style Settings tag, therefore the color selection
for each state must be set directly.)

3 Tag Links

VT |mage Rotation

]

123 3 /:O

oK

30

Cancel

Figure 6-4 Rotating both images in a widget.

Arrange

Multi Image Widgets

This panel displays widgets that use multiple
images. Specify which images are changed by
ribbon actions by checking/unchecking them.

Light Image Q.-r

Lens Image

N

Both images selected
for the rotation.
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* || 3 Tag Links Multi Image Widgets

This panel displays widgets that use multiple
images. Specify which images are changed by
ribbon actions by checking/unchecking them.

| Li f
VT Image Rotation % Light Image Q
12 [ -'Zl I :
: 20 [JLens Image
Cancel —
The lens is not selected and

does not rotate.

Figure 6-5 Editing only one image of a multi-image widget

The auto-open behavior of the Multi-Image
& Tag Links Multi Image Widgets La Widgets panel is under your control. You will
find the option to disable it at the bottom of that

This panel displays widgets that use multiple panel.

images. Specify which images are changed by ribbon
actions by checking/unchacking them.

Light Image

Lens Image
-/

atically open t@

Figure 6-6 Your choice.

I/O Tags for Analog Control

Next, you will see how to create a tag that controls the running speed of the pump. This will be
very similar to the digital control tag you created in the last section, with one key difference.
Where digital I/O tags can write only a 1 or 0, analog I/O tags can write any value within a
defined, scaled range.

The pump has a top running speed of 1200 rpm and it can be set to any value from zero to that.
The controller uses holding register 40037 for the speed setpoint. It uses holding register 40039
for independent confirmation of that setpoint. (Not every system will be programmed this way,
but it's nice when available. And you still need only one tag to cover both control and feedback.)

Measurement of the actual speed is available on register 40035, and for that you'll need a
second tag.
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Exercise 6-5 Create an I/O for Analog Control

Open the Tag Browser.

Right-click on Pump 1 and select New Child from the menu that opens.
Select I/0 and Calculations as the type.

Name the tag, Speed Set.

Describe itas Motor speed setpoint

Set the data type to Analog.

Select the I/0 tab.

Set the Read Address to 40039

Set the Write Address to 40037

Select the Scaling tab.

Set both the Max Unscaled Process Data and the Max Scaled Process data to
1200

Unscaled Process Data

Mlin Pl am

0 1200

S~V NoOORWON -

—

Scaled Process Data
Mim R

0 1200

(Inputs use scaling only to map raw values to engineering units. The value is not limited to these
settings.
Outputs use the Scaled Process Data settings as limits.)

12. Open the Display tab.

13. Setthe Engineering Units to rpm

14. Select OK to save your work and close the properties dialog.
A moment or two after saving, the system should read the feedback address (40039) and the
tag's value will show as 640, the default for the simulation.

You'll draw this tag and the next two in a later exercise.

Exercise 6-6 Practice: High and low level setpoints

In this exercise you will create two I/O tags as analog controls that allow operators to change
the high level setpoint and the low level setpoint for the site. These setpoints control when the
pump starts and stops while running in automatic mode. Note that while the pump's control sys-
tem uses these values, they are properties of the site in general, therefore should be created
beside Level, not as children of Pump 1.

Note: When creating several tags that are similar, it's often easier to copy, paste and edit
than to create each from scratch.

1. Open the Tag Browser if it is not already open

2. Navigate to Station 1\PLC1 in the tag structure.

3. Create two I/O and Calculation tags as children of PLC1. Their properties are
provided in the following table.
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Tag Read Address Write Address Scale Units
High Setpoint 40013 40011 0-100 in.
Low Setpoint 40017 40015 0-100 in.

Widgets for Analog Control

There are six widgets in the Analog Controls folder. It may look like more but all of the knobs are
variations on one type of widget, as are all of the sliders.

In addition to these, you can use most of the Digital Control widgets. For example: writing a
value of your choice when an operator presses a button.

Rotary Knobs

Figure 6-7 Rotary knobs. Variations on a theme.

The only difference between the various knobs is the selection of images making up each wid-
get.

Properties of a rotary knob:
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Rotary Image Stationary Image
. Select Select
Adjust Adjust
Clear Clear
L]
Minirmum Angle Maxirmum Angle
225 135
125k Steps 100

125p| Confirmation Dialog

Scaling

125k Use Tag Scaling

Minimum Value Maximum Value
0 100

Figure 6-8 Configuration panel of a rotary knob.
Disable options not shown.

The rotary image simulates the
knob motion by rotating in response
to the operator action. Usually a dot
or bar that indicates the current pos-
ition. Sometimes, the entire knob
image. If creating your own image
with a dot or bar, it must be trans-
parent other than the position indic-
ator, which must be directly above
the center of the image.

The stationary image is the back-
ground, providing context for the
rotary image. Left blank if the rotary
image is the entire knob.

The minimum and maximum angle
settings define the span of the rota-
tion. In both cases, the angle is
measured clockwise from vertical in
units of degrees.

The number of steps sets the pre-

cision of the control, relative to the scaling value. The default value enables the operator to
select 100 possible values within the scale range. This may not be appropriate for all controls,
and it may be difficult for an operator to set a given value if there are too many steps.

Sliders - Horizontal or Vertical

These are all the same widget, just with varying images and configuration.

| In the Design Studio, the range of motion is
; shown by a line. You will need to provide an

image to provide scale for operators.

"

Figure 6-9 A selection of sliders. The range of motion line does not show in the operator view.
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Image
— Select
-- Adjust
H Clear

Draw Vertically
Maximum Value at Top
Setting Value Tooltip on Right
Confirmation Dialog
Scale Image
Steps

100

Figure 6-10 Slider configuration. Image clipped to
exclude the scaling and disable options.

Numeric Entry

Any shape can be used for the slider. In gen-
eral, it should be one that suggests which way it
can be moved. For example, a horizontal bar
might be appropriate for a vertical slider but not
one that slides left and right.

Set the maximum value to top or bottom (ver-
tical sliders), left or right (horizontal sliders).
You can also control on which side of the slider
the tooltip showing the new value will appear.

Image scaling, if permitted, occurs only when
the widget is stretched on the page in the dir-
ection perpendicular to slider motion.

Use some thought when setting the steps. The
slider can move only with the mouse, which
does not have infinite accuracy. If you draw the
slider to cover 50 pixels, you cannot move it to
100 distinct positions.

The best option available if you want to allow operators to specify precisely what value is to be

written. This shows as data entry field into which
of scaled values.

&1 k| Font | LabelFont Font for normal label t || %

1 — | Digits After Decimal

Title
High Level Setpoint
Craw Bevel
Align Title
[ Show Units
[ ] Mask the value on screen and in log

[] Confirmation Dialog

Colors Wertical Alignment
Text . ® Top
_) Centered
Background I:I " Bottom
Mismatch I:I

Figure 6-11 Numeric Entry configuration.
Disable options clipped from image.

operators can type any value within the range

The purpose of the majority of these
configuration options should be clear.
A bevel adds an extra border to the
field, making it easier to spoton a
page. The title should explain to the
operator what the value they type will
be used for.

q

The Mismatch color is used to warn
the operator that the control action
hasn't happened. Assuming that the
linked tag has feedback through a
data source, then the widget will blink
the mismatch color to signal that the
value written does not match the value
reported back through the data
source. This is often seen when equip-
ment takes a few moments to respond
to change.
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Set Analog Value

Appears as a hotbox (meaning that nobody can see it until they move the cursor over it). Func-
tions like a Legacy Set Value button.

Site 1\Mod Driver\HighSetpoint
High level setpoint

Figure 6-12 A Set Analog Value hotbox. Very hard to find.

When creating any hotbox, whether to set a value or change a page, you must always add a
label, a button-like rectangle, or some other target indication so that operators will know where
to click.

Set Analog Value

Walue to Set
42

Confirmation Dialeg

Hotbox Color

Disable Cpticns
[] Disable Context Menu

[ ] Disable Tooltips

Figure 6-13 Configuring a Set Analog Value widget, all options shown.

Note the similarities between this and the Legacy Set Value Button used for digital control.
There are fewer options to configure the appearance of the hotbox, but the function is identical:
both write any specified value when clicked.

DropList

The Droplist widget can write an operator-selected value from a defined list to an output device.
The write occurs when a value is selected in the list. Use of the confirmation dialog is suggested.

Select value to write

Note: If the linked tag's Questionable Data flag is set, a question mark will be shown
before every item in the list.
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VT Droplist Properties

-~ Droplist

i Tag

iJd Panel

} Coordinates
T—C} Scaling
+-( Movement
I—C} Opacity

Tag

C> ¢ Tag | No Tag Selected

(k| Style --Defaulting to SystemStyle--
£ | Font | NoTag Selected

Title

[ ] Use Tag Equipment Type Labels

Label Walue
One 1
Two 2
Three 3
Four 4

+ - /g

Caolor Wertical Alignment
Mismatch I:I ® Top

! Centered
[] Draw Bevel / Bottom
Confirmation Dialog Align Title
[]Write Blank as Invalid

Disable Opticns
[ ] Disable Context Menu

[ ] Disable Tocltips

SEBL

O X

x5

x|
%%

Figure 6-14 Configuring a Droplist to offer a selection of four choices.

Exercise 6-7 Provide operator control of setpoints

Draw the Low Setpoint. Save it for a later exercise.

[ Note: In this exercise, you will create widgets only for the High Setpoint tag. Do Not ]

As before, this exercise will have you create several widgets for the same tag, then clean up by
deleting most. The point is to learn the tools, not to finish building the application in the shortest

time span.

Preparation:

Open the Idea Studio. All widgets should be drawn on the page, Station Status.
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Vertical Slider:

No Ok

1. Draw the tag, High Setpoint using any one of the Vertical Slider widgets.
2.
3. If you kept the Color Fill widget (or 10x1 Bar) and the tank image, adjust the length

If the Tag Browser is open, close it.

of the slider to match that. Otherwise, make it +/- 30% longer than the default. Do
not change the width.

Open the Slider's properties dialog.

Change the number of steps to 50.

Use the Image >> Select button to find then use the Arrow image, A28L.

Close the Idea Studio and change the high setpoint.

Note that the slider by itself provides no context to help an operator know the current position. It
needs a scale, and that's something that you will need to provide.

_— pa——
Slicer Slider + Scale Slider as arrow

Sl o\

+ Scale

Reopen the Idea Studio.

Using the Widgets palette, navigate to the folder Tools >> Meter Parts.

Drag a vertical linear scale to the page, placing it near your slider.

Match sizes and align the two objects.

Open the properties of the scale and set the number of major divisions to 10.

Rotational Knob

1.
2.

3.

6.

7.

Draw the HighSetpoint tag again, this time as knob.

Open the properties of the widget and set the number of steps to 50.

Again, there is no scale to tell an operator how far around the knob is.
Navigate through the widgets palette to Tools >> Meter Parts.

Add a Draw Scale to the page, placing it approximately on top of the knob.
Adjust the size of the scale until it's just slightly bigger than the knob.

Select both and align midpoints.

You may need to go back and forth between those last two steps a few times.
Open the properties dialog for the Draw Scale and set the number of major divi-
sions to 10.

Adjust both tick images, selecting a color of black.

Note: The image palette also has a library of scales that you can use (Widget Parts >>
Scales). But, the options in the widget palette are usually easier to adjust.
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Numeric Entry

1. Draw the HighSetpoint tag again, this time as a Numeric Entry widget.
2. Edit the properties of the widget, to provide a title such as, High Level Setpoint.
3. Select the Label font.

4. Select the Show Units option, then click OK to save your work.
You may need to resize the widget to see the entire label.

Go ahead and operate the system, trying the various controls.

Exercise 6-8 Operator control of the pump speed

1. Use any of the analog control widgets to create an operator control for Speed Set,
below Pump 1.

(Hint: You could copy / paste earlier work, then change the link.)

Exercise 6-9 Bonus Step: Practice what you've learned

Pump 1 includes the following I/O for monitoring analog values. Create tags as children of
Pump 1 and draw them as widgets of your choice. In both cases, the scale value is the max-
imum for both the unscaled process data and the scaled process data.

Tag Name Description Read Address Scale Eng. Units
Current Electric current drawn 40031 50 Amps
Speed Motor Speed 40035 1200 rpm

Discrete 1/0

When switching I/0 tags between analog and digital modes, you've probably noticed the Dis-
crete data type. That configuration will come in handy for the next tag, so let's take a look at it.

The difference between discrete and analog is one of usage. Where an analog could have any
value (3.14159, 2.71828, ...) a discrete will have only values 0, 1, 2, 3... The configuration other
than data type is identical.

One reason to use a discrete is that you can take advantage of this predictability of value to cre-
ate widgets styled explicitly for each possible state. The I/O Multi-Text widget and the Equip-
ment tab of the Style Settings tag will provide a good example of this.

The system you are configuring has one discrete value: a feedback for a selector switch control.
The switch is a three-position HOA (Hand Off Auto) control, where each position corresponds to
an input coil address (00004, 00005, 00006). Feedback for the current position of the switch is

available on address 40041 as discrete values (0, 1 and 2). You'll see the Selector Switch soon.

First, you'll need the feedback tag. Setting the Equipment Type in this tag will be necessary for a
later exercise.

Exercise 6-10 Create a discrete I/O

Open the Tag Browser.

Navigate to find Pump 1 and right-click on it to open the pop-up menu.
Select New Child from that menu.

Select I/0 and Calculations as the type.

Name thetag Switch Position.

RN~
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6. Setthe descriptionto Position feedback.
7. SetthetypetoDiscrete.
8. Inthe Equipment Type field, type HOA
9. Selectthe I/O tab.
10. Setthe Read Addressto 40041.
11. Ensure that the Write Address is blank.
12. Select the Scaling tab.
13. Ensure that the two Process Data Min values (unscaled and scaled) are 0.
Ensure that the two Max values are identical to each other, whether 2 or 100 (not
0).
14. Select the Display tab.
15. Ensure that the Engineering Units field is blank.
16. Click OK to save your work and close the properties dialog.
After a moment, the value should show as 2 (or "State 2"), indicating that the
switch is in the Auto position.
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Exercise 6-11 Draw a discrete 1/O

This will require some preparation. The first set of steps configures the style settings:

1.
2.

NOo Ok

11.

12.
13.

In the next set of steps, you will draw the discrete I/O using the I/O Multi-Write widget.

RN~

Open the Tag Browser if it is not still open.
Navigate to the top level in the tree.

__Q "l._
Find the SystemStyle tag.

Is the Show Children option selected? You'll find the SystemStyle tag faster if you

deselect that.

Open its properties dialog.
Select the Equipment tab.
Select the HOA equipment type.

Select the "+", (Add Value) button, located to the right of the empty list of Value /

Label / Color.
The Add Discrete Value dialog opens.
Configure the first as shown:

VT Add Value
Value Label
0 Hand
Color | | [ |Flash
Ok

Cancel

Click OK to save the value.

. Add a second configured as follows:

Value: 1

Label: Off

Color: dark gray (RGB: 125, 125, 125)
Add a third, configured as follows:

Value: 2

Label: Auto

Color: orange

Select OK to save your work and close the properties dialog.

Close the Tag Browser.

Open the Idea Studio.
Ensure that the current page is Pump Controls.
In the Widgets palette, navigate to the Text folder.

Locate the I/O Multi-Text widget and drag to the page.
Link that widget to the tag, Switch Position, below Pump 1.

The text should display "Auto" in orange letters, just as you configured it in the pre-

vious set of steps.
Open the properties dialog of the 1/0 Multi-Text.
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7. Change the Font from "No Tag Selected " to MeterFont.
(Use the Tag Browser button to the right of the font area.)
8. Save your work and close the Idea Studio.

Selector Switch Tags

In an earlier exercise, when you created a tag to monitor the level at Station 1, you would have
seen the level fluctuating up and down, assuming that everything was working correctly. The
(simulated) PLC was programmed to start and stop the pump when the level reaches the high
and low setpoint values. The running pump would drain the tank, which would then refill from
source when the pump was not running.

Given equipment that can be set to modes, Hand / Off / Auto, the tag that you need to in order to
select each mode is a Selector Switch.

For each switch position, a value will be written to an address. The address can be the same for
each position, or it can be different. If it is different, then it is customary to configure the switch to
write a zero to the address for each position not selected. Also, you configure what value will be
written for each switch position.

Selector Switches can be used as digital controls, but they also have many differences from 1/0
tags that do digital control. Use care when choosing which type to use for any situation.

A Selector Switch can accept two types of feedback:

» Equipment feedback indicates the current status or state of the equipment. When
configuring the Selector, you can specify what the expected value will be for each
switch position.

» Switch Position feedback updates the selected position of the Selector Switch.
This value must match the numeric switch position (0, 1, or 2). A new value arriving
via the position feedback does not cause the Selector Switch tag to do a fresh
write.

In both cases, feedback must be provided by a tag or an expression.

The two types of feedback do two different things and either (or both) should be used as needed.
Switch position feedback must be used if something other than VTScada can change the pos-
ition or mode of that item.

Selector Switch Mismatch Conditions

The selector switch is designed to alert the operator to a mismatch condition by providing visual
feedback through its native widgets.

There are two possible causes for a mismatch condition:

» Position mismatch The switch position as requested by the operator does not
match the actual position as reported by the switch position feedback value. This
can occur when there is a lag in response time from the equipment.

» Value mismatch The equipment feedback does not match the expected value for
the requested or current position. This type of mismatch can also be used to trig-
ger an alarm. The alarm must be enabled and the mismatch must exist for a set
length of time before an alarm will become active.
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The native widgets for the selector switch will use the following conventions to notify the oper-
ator of a mismatch or an alarm condition:

Alarm indicators take precedence. While an alarm indicator is active, no other mis-
match indicator will be displayed.

Alarms are normally indicated with red, and (if possible) will be shown on the
requested or current position of the switch.

Alarm indicators are displayed until the alarm condition is cleared, regardless of
whether the alarm has been acknowledged.

When a position mismatch occurs and no alarm state is active, then (if possible)
the requested position will be indicated by the widget - often by blinking.

When a value mismatch occurs and the alarm is either disabled or has not yet
triggered, an indication like a position mismatch will be displayed, if possible.

The I/0 Tab includes properties used to identify and establish a connection to the com-
munication driver tags being used to exchange data with your physical I/0O device (e.g. PLC or
RTU). This is done by identifying the communication driver tag that is linked with the physical I/O
device.

In addition, the I/O tab also provides a means of selecting tags or expressions that are to provide
feedback for the state of the equipment or external control over the switch position.

Feedback versus Switch Position Feedback

Feedback is a value that you read from the controller by configuring a tag to monitor an
address on the controller. By monitoring a feedback value, you can ensure that the correct
value was written after changing the switch position, and that the controller and the
SCADA system agree on the current switch position.

Referring to the labels from the configuration panel (see following image):

Feedback

The Feedback field is used to ensure that the correct value was written to the remote
device. This is similar to the feedback field of a Digital Control tag. When configuring the
switch positions and the value to write for each position, you will also configure the value
that will be expected via the feedback for each position of the switch.

If the value of the selected feedback tag or expression does not match the expected value
for the current position, then this will trigger an alarm, assuming that the alarm option of
the selector has been enabled.

Switch Position Feedback

Switch Position Feedback is used to ensure that the selector in the SCADA system
remains synchronized with the controller. The tag or expression used for this field must be
able to have values matching the possible positions of the selector. (0 and 1 for a two-pos-
ition selector, 0, 1 and 2 for a three-position selector).

If the tag or expression providing position feedback changes to a new value, this Selector
Switch will update to match. Note that this does not cause the tag to do a fresh write to the
equipment.

If an operator changes the position of this Selector Switch within the application, but the
switch position feedback indicates that the physical position has not changed, the widget
will blink to show a mismatch.
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VT New Selector Switch Properties >
D /0 Pasitions Alarm Setup Merit Display
1/0 Device
*Driver  --Missing-- - =
Feedback
Mo Tag Selected x2S
Constant Expressicn * Tag

Switch Position Feedback
Mo Tag Selected X =4

Constant Expression * Tag

Value when Off
Mo Tag Selected X =4

Constant Expression * Tag
Use Single Output Address

oK Cancel Apply

Figure 6-15 1/O configuration for a Selector Switch
1/0 Device
Select the communication driver tag to which data will be written.

By default, the tag will look for a parent tag that is a device driver (..\*Driver). If none is
found, the text "--Missing--" will be displayed. The tag button to the right of the field opens
the tag browser, from which you can either select an existing communication driver tag or
add a new one. The X button will clear the field. Right-clicking on a tag in the field will open
a dialog with which you can add or remove a Snapshot Expression, or open a selected
driver's properties dialog.

Feedback (equipment feedback)

[Optional] Select the tag or expression that has been configured to provide feedback indic-
ating whether the control action of this switch has been successful. "Success" means that
the state of the equipment matches what is expected (as configured on the Positions tab)
for each possible switch position. A mismatch in values here will trigger an alarm, if one is
configured on the Alarm Setup tab.

Switch Position Feedback

[Optional] Select the tag or expression that has been configured to provide an indication of
the current position of the equipment. (0, 1 or 2 according to switch positions) The selector
switch will change positions to follow this feedback value. If the selector switch is
changed, but the feedback value does not follow, the widget will blink, but this will not by
itself cause an alarm. See Feedback (equipment feedback).

Value When Off

Available only when the Use Single Output Address option has been deselected. The
value provided here will be written to the addresses of the unselected switch positions
after the current position's value has been written.
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Use Single Output Address

This check box provides an option to use a single output address for all switch positions,
or to allow a separate address for each position.

In the case where each position of the switch writes to a different output address, you can
deselect the "Use Single Output Address" box and provide a value that will be written to

each address not matching the current switch position. Note: Addresses are specified on
the next tab, Positions.

Values will be written in a "make before break" order. In other words, the value for a new
switch position will always be written before the value-when-off is written to the addresses
matching the unselected switch positions

Selector Switch properties Positions tab

In the Positions tab you can configure the expected feedback values, the values to write and the
address(es) corresponding to each of the possible switch positions. (Whether a single or mul-
tiple output addresses are used, depends on the check box in the 1/0 panel.)

VT New Selector Switch Properties
ID /O Positions Alarm Setup Merit Display
Select Position te Cenfigure
‘Pasition 0 P MNumber of Positions| 3 =
Expected Value (Position 0)
Mo Tag Selected x2S
Constant Expression * Tag
Cutput Value (Position 0)
Mo Tag Selected x2S
Constant Expression * Tag
Label (Position 0)
Hand
Address
oK Cancel Apply

Select Position to Configure

Select each of the available switch positions to configure the output and expected values
for that position. The label over each parameter will change to show which position is
being configured. The list is controlled by the parameter, Number of Positions.

Number of Positions

May be either "2" or "3". Limits the number of configurable positions in the switch. Always
select "2" for a toggle switch. (This differs from earlier versions where it was common prac-
tice to create toggle switches by configuring positions "0" and "2," leaving position "1"
blank.)
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Expected Value (Position x)

Specify the value that is expected to be returned in the feedback field of the 1/O panel, to
indicate that the tag's switching operation caused a successful change in the system. This
value can be a constant, an expression, or it may come from a tag.

Output Value (Position x)

This field is where you to specify the constant, expression or tag value that will be written
to the output address when the corresponding position is selected. If a tag or expression is
used here, then changing output values will trigger a write to the device as long as the pos-
ition has not changed.

Label (Position x)

If the switch requires operator confirmation (configured when drawing the switch as a
toggle) then this label will appear as part of the confirmation prompt for the matching
switch position.

Address
The I/0O address to write the output value to when position x is selected.

If the Use Single Address option was checked in the 1/0 panel, then this field will be
labeled simply "Address" since the same address is used for all positions. Otherwise, the
label will be "Address (Position x)" to indicate which switch position you are providing the
address for.

Exercise 6-12 Create a Selector Switch

Add a new child to the Pump 1 context.

In the Select Type dialog, expand the Outputs group and select Selector Switch.

Name the tag Pump Control.

Describe it as: HOA control for pump 1.

Open the I/O tab.

The 1/O device should have found the parent Modbus driver tag.

. Leave the Feedback parameter unselected.

Select the tag Switch Position for Switch Position Feedback.

Deselect the option, Use Single Output Address.

Each position of the switch writes a 1 to a different address.

So, then what gets written to the addresses that are not selected? Next step...

9. Inthe Value when Off field, select the option Constant, then ensure that the value

is zero (0).

10. Open the Positions tab.
The number of positions defaults to 3. That's correct for this tag.
Positions are numbered, starting at zero. The meaning of each position is arbit-
rary, but by convention 0, 1, 2 corresponds to Hand, Off, Auto.

11. Ensure that Position 0 is currently selected for configuration.

12. In the field, Output Value (Position 0), select the option Constant then ensure that
the value is one (1).

13. In the Address field, enter 4

14. Select Position 1
(Dropdown selection at the top of the panel.)

15. Set the Output value to a constant 1

akwN=

O N
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16. Setthe Addressto5

17. Select Position 2

18. Set the Output value to a constant 1

19. Set the Address to 6, then click OK to save and close.

Note: The (simulated) PLC is configured to put the pump into fault mode if it runs for 10
seconds while the level is zero. You'll create an alarm for that in a later exercise.

Widgets for Selector Switches

Selector Switches are different from Digital Controls. These tags have the value to write for each
position hard-wired in. All that you need to do when drawing them is to select a widget of your
choice and adjust the appearance as you like.

Two-Position Switch Widgets

This group lumps together everything that looks like it can be on or off, such as levers, rockers
etc.

| Switch Mode

Figure 6-16 A selection of two-position switches

Most of these are in fact one widget: the llluminated Toggle. The check box is an exception but
other than the fact that it has a label instead of a set of images the basic configuration is similar
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llluminated Toggle Switch

= (k| Style Mo Tag Selected X |
Off Light Image Cn Light lmage
Select Select
6 Adjust e Adjust
Clear Clear
Off Image Cn lmage
Select Select
O Adjust Adjust
Clear Clear
Mouse Cwer (Off) Mouse Cwer (On)
Select Select
Adjust Adjust
Clear Clear

Confirmation Dialeg
[ ] Draw light over image

Figure 6-17 Configuration options for an llluminated Toggle. (Disable options clipped)

llluminated Toggles are designed to be linked to a Style Settings tag, from which they will take
their colors. The options are simply the set of images that combine to create the switch.

Selector Switch Widget
The most commonly used widget for a Selector Switch tag.

This widget will display the labels from the linked tag's pos-
ition configuration, but you can override those to display any
label that you wish for each position. The Left - Middle -
Right correspond to switch positions 0 - 1 - 2 in that order
and cannot be changed.

Figure 6-18 Typical Selector Switch

148 « Operation And Configuration



6 More About I/O Tagﬁ

Staticnary Image Rotary Image
Select Select
w Adjust “ Adjust
Clear Clear
Switch Angle
38

Paosition Labels
= k| Font | Mo Tag Selected X S

Colar |

Pesition Label Overrides
[ ] Override labels defined in the drawn tag

Left Middle Right

[ | Confirmation Dialog [ ] Constrain Aspect Ratio

Figure 6-19 Widget configuration, clipped image

While itis possible to change the switch angle, it is rarely of benefit. The default images are plain
but functional. You can find a variety of other options in the Images palette or you can import
your own.

This widget does not link to the Style Settings tag.

Exercise 6-13 Draw your Selector Switch

1. Draw the Pump Control tag on the Pump Control page, selecting a three-position
selector switch widget.
There is no need to adjust any of the properties.

2. Close the Idea Studio and open the Pump Control page.

3. Click on each position in turn on the switch.

Tip: Pause for several seconds between clicks to give the (simulated) equipment a
moment to register the command and respond. If you click through positions too quickly, it
will just blink at you. Go back to the last position, wait, then forward to the one you wanted.
This is a quirk of the simulator, not VTScada.

If you let the pump run after the storage is emptied, it will overheat and fault. The pump will stop
(while remaining in the "On" position) and storage will fill.

To reset, select the Off position, then proceed to either On or Auto.
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7 Time Saving Techniques

One of your goals should be to learn how to work quickly and efficiently. After all, time is money.

There are many tools available in VTScada to help you save time. The most basic and one of the
most useful is to copy and paste tags and graphics. It's nearly always easier to make a copy of
something you built earlier and edit a few properties than it is to recreate the entire structure
from scratch. The following topics will show you a few more techniques, but by no means all.

Edit Tags Outside of VTScada

Some developers find that it is efficient to create or edit tags in a tabular format, such as a
spreadsheet, especially when there are a large number of similar changes to make. VTScada
makes it easy for you to export your tag database to Microsoft Excel™, Microsoft Access™, or to
Microsoft SQL Server™, SQLServerExpress™, MySQL™ (using the MySQL 8.0 or later
Unicode driver), or MariaDB™ (using the ODBC 3.1 or later driver) via ODBC. After editing in
your preferred program, you can synchronize the changes made in that file or database with the
running application.

[ Note: If your goal is to copy a custom tag type definition from one application to another, )
| the best option is to use an OEM layer (Reusable Application Layers).

J

[ Caution: Certain specialized applications may contain parameter data that exceeds the 8K
cell limit of Excel. An export will proceed, but those parameters will not be included.
| VTScada will not allow the spreadsheet to be synchronized back into the application.

Tags are both exported and imported using the same page of the Application Properties dialog,
"Export/Sync Tags".

Notes:

» If selecting the Excel format, the Microsoft Excel program must be installed on the
computer. Microsoft COM objects, provided only with a copy of Excel, must be
present to create a spreadsheet that is fully compatible with Excel. (After the
export file is created, you can work with it in any Excel-compatible spreadsheet pro-
gram.)

» Excel must be activated. If installed but not activated, this procedure will not work.

» Tags that are created automatically as children of a complex type (those within a
MultiSmart or MPE station, or your own user-defined types) will be exported
without configuration data that would be generated automatically when the com-
plex type is created. Override values will be exported, and you may apply or
remove override values in the exported file.

» Tags with override values are marked with a * before the name (example: *Station
1T\Pump 1\\Set Speed)

» Blank tag names: An entry with a blank tag name or only a * is one that duplicates
another tag name. This can happen if a tag is disabled and you then create
another with the same name, disregarding the warning message, or sometimes fol-
lowing a series of override and delete operations in a user-defined tag type.

The enabled tag takes precedence during export / synchronize operations. The
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row with the blank tag name should be examined to see if it is worth retrieving by
adding a new name, but otherwise deleted.

« If copying a row in order to create a new tag, you must exclude the data in column
A, and the name of your new tag must not begin with a *.

« A*in front of the tag name signifies that the tag contains an override. This is
handled by VTScada automatically. Never add or remove the *.

 If you change a text property in an existing tag, the result is to change the phrase
in the current language database. The phrase key remains the same as do all
translations using that key.

» You cannot use the procedure described in this topic to modify the structure of a
complex type by adding or removing child tags. A separate tool exists for that pur-
pose - See: Manage Types Using a Spreadsheet or Database.

« If you have custom tags with a large number of parameters, you should be aware
of the following limits: If exporting to Access, the maximum number of tag para-
meters is 256. If exporting to Excel, the maximum number of parameters is 65,536.
None of the tags built into VTScada approach these limits.

* If you use Microsoft OneDrive®, you may experience problems if OneDrive insists
on synchronizing a newly exported file with one that was exported earlier. Prob-
lems are especially likely if you open the local file before it is synchronized to the
cloud. OneDrive will assume that the older version in the cloud is the correct one.
Outcomes may vary.

» Tag parameters that are longer than 8192 characters exceed Excel's limits. A
placeholder will be substituted so that the operation can proceed without causing
an error. Upon import, that placeholder will be matched with the existing tag and
the old parameter used without change. Do not edit the placeholder.

If the tag is deleted, moved, or if a new tag is created by copying one with the place-
holder, the import operation will fail. In this case, you must delete the placeholder.
The text of the placeholder follows: <Parameter value unable to be
exported to Excel> B B -

The export file will contain information that identifies both the application and its current version.
This will be used by the VTScada version control system when synchronizing the modified data-
base. Look for the table or worksheet, VTS_Reserved. The synchronization process gives you
the following option for what will happen to the spreadsheet or table after you import it back to
the application.

» You may direct VTScada to update the file by performing a fresh export, thereby
ensuring that you can continue editing the file and synchronizing those changes.
Choose this option when you are making a series of consecutive edits and syn-
chronizations.

» You may direct VTScada to delete the file, thereby ensuring that you must perform
a fresh export before the next editing session. Choose this option when you expect

to work in the Tag Browser before going back to the external database.
In general, it is best to work on an exported file that matches the current tag database. Importing
an older file that does not include recent changes, may lead to errors.
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Tags can be imported (synchronized)

without re-starting your application. Note that | ¥T Export/Sync Tags x

if there are a large number of tags to import

or export. the operation may take a few This operation could take many minutes to perform.
port, P y Are you sure you want to export your application's tags?

minutes. The operation will be faster if the
application is not running. When you request
either operation, a dialog will remind you of
this:

Yes

Figure 7-1 Only if you have a large number of tags.

When exported to an external data file, each tag type will be stored in its own table or worksheet.
Within a tag type table, each instance of a tag will be stored on a separate row, with a field for
each attribute of the tag. (See following example) If a tag is part of a parent-child tag structure,
the full name of the tag within the structure will be shown.

Relative tag references and parameter expressions will be adjusted to avoid conflicts with Excel
conventions. Backslashes and other expression operators will be preceded by an extra back-
slash. Commonly-seen formats include the following:

.\*TagType Reference to a parent tag of the named type

\= Optimized tag parameter expression follows (snapshot expression)

\% Non-optimized tag parameter expression follows (refreshing expression)

Note: If adding expressions to tags in an exported Excel file, you cannot use relative ref-
erences such as [TagName]. All existing expressions are exported using the full syntax,
"Scope(Self, "TagName")\\Value". You must do the same.

AutoSave (E) DemoMew.xlsx ~ 2 Search
File Home Insert Page Layout Formulas Data Review View Developer Help VTScada
Al "7 e Export Info - leave blank for new records
A B c D E F G H
1 |ExIName Area Description Mode HelpKey I/O Device Name ReadAddress
2 |(rd. Demo SystemV\Driver 1\\High Alarm Setpoint for high level alarm  Analog *Driver 0021
3 |(rd. Demo System\\Driver 1\\High Level Set Setpoint for high level Analog *Driver 10013
4 |(rd. Demo System\\Driver 1WInflow Recharge rate Analog *Driver 40003 /float
5 |(rd Demo System\\Driver 1\\Level Fluid level Analog *Driver "40001
6 |(rd Demo System\\Driver 1\\Low Level Set Setpoint for low lavel Analog *Driver 0017
7 |(rd Demo System\\Driver 1WWPump 1WCurrent Current drawn Analog *Drriver 40031
8 |(rd Demo System\\Driver 1WWPump 1\\Fault Fault status Digital *Driver T
9 |(rd. Demo System\\Driver 1\Pump 1WHOA position Switch position feedback  Discrete *Drriver 40041
10 |({rd. Demo System\\Driver 1WWPump 1\\Running Running state Digital *Driver 3
11 |(rd. Demo System\\Driver 1WWPump 1\\Speed Running speed Analog *Driver 10035
12 |(rd. Demo System\\Driver 1WPump 1\\Speed Set Speed setpoint Analog *Drriver "40039
4 » .. | FontStyle Historian 1_0 and Calculations Menu Item Modbus Compatible Device Notebook | Roster
5]

Figure 7-2 Exported tags as seen in an Excel workbook

Caution: When adding new tags, you must leave the field in column A blank.

Do not change the value in column A for any existing tag, unless your goal is to delete the
tag.

Do not begin new tag names with a *. This symbol is used to indicate existing tags that
have an override.
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Export, Synchronize

Export sends the tag database to either of Microsoft Access™ or Microsoft Excel™.

In addition to these, you can use the ODBC option to send the data to any of Microsoft SQL
Server™, SQLServerExpress™, MySQL™ (using the MySQL 8.0 or later Unicode driver) , Mari-
aDB™ (using the ODBC 3.1 or later driver). Before using any of these, ensure that you have cre-
ated a database for use by VTScada and used the 64-bit ODBC Manager tool to create a DSN.
The account you choose for the connection must have rights to create tables, add and edit data.

Synchronize (Import) brings the edited tags back into the application, merging changes rather
than over-writing.

Note: The structure of user-defined tag types is not exported. Refer to Manage Types Out
side VTScada instead.

[ Note: Subordinate Application tags are excluded from tag exports. ]

[ Note: Tags can be exported but not synchronized using the VTScada Anywhere Client. J

-

Note: If generating a file using the VTScada Anywhere Client, it will be transferred to your\
browser automatically. Check your browser's download history. (Will vary by browser.)
Only text files can be generated by a thin client, not spreadsheet or database files.
Similarly, Excel templates cannot be used when reporting via a thin client.

This applies to report generation, HDV exports, note exports, ChangeSet creation, and tag
exports.

You cannot view a generated file (such as a report) within the Anywhere Client. The client
shows only the VTScada user interface.

(.

To export your tag database:

The steps to either import or export tags begin with the same page in the Application Con-
figuration dialog:

1. Open the Application Configuration dialog and select the Export/Sync Tags page.
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Maodify tags using an external database
You can edit your application’s tags directly in an external database.

Te dao this, you must first export the tags to an external database. After modifying them, you can synchronize your application with the
external database. Configuration management will then apply the tag changes you made to the tags in your application.

Te complete the synchronize operaticn, the external tag database must either be updated to stay synchronized with your application or
deleted.

When exporting to a Microsoft Access or Microsoft Excel file an option is available to have the file automatically open upon export
completion. An application capable of opening these files must be installed on this machine for this option to operate properly.

Te import tags you must have the Tag Add/Madify/Delete privileges.

Output Type: Clean Up Options:
®) Use a Microsoft Excel spreadsheet file * Update the file after applying changes (increases the time it takes to sync tags)
Use a Microsoft Access database file Delete existing file after applying changes

Use an ODBC data source

Other options:

fﬂpen file after export (Microsoft Excel and Microsoft Access only]§
[]Hide empty sheets when export (Microsoft Excel only)

[[]Exclude tags created automatically and not changed

2. Select the output type.
If ODBC is to be chosen, you must have already defined a Data Source Name
(DSN) for your SQL Server database using the Microsoft ODBC Data Source
Administrator.

3. Choose whether to open the file after exporting. (Recommended)

4. Choose whether to hide empty sheets if exporting to Microsoft Excel.

All tag types are exported to a matching sheet, but those that contain no tags are
hidden from view, making it easier for you to find the tags that do exist. To reveal a
hidden sheet, use the tools provided according to your version of Excel.

5. Choose whether to exclude tags that came from an OEM layer and were not mod-
ified in your application (for example, most Menu ltem tags) and all children of
user-defined types, whose values have not been overridden. This option can
greatly reduce the time required for the export.

6. Click the Export button.

If exporting to Access or Excel, you will be prompted for a file name and path.

If exporting to an ODBC data source, you will be prompted for the DSN.

4. Provide the destination for the exported tags and click OK.
Troubleshooting:

» The file could not be created.
Ensure that your Windows account has access to the folder you choose. You
may need to select another folder.

» The exported file does not contain the child tags of my custom tag structure.
It won't. You can edit those using the Manage Types dialog.

» A warning message tells me that Microsoft Excel (or Access) is not installed.
Excel or Access must be present. To create a file that is fully compatible with
those programs, the related Microsoft objects must be present on this computer.
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To synchronize your tag database:

You can choose to follow-up the synchronization operation by deleting the external file or repla-
cing it with a fresh export of the application's tag database.

-

Note: Tags are matched based on their GUID (Column A in a worksheet). If the file being )
synchronized does not contain any GUID matching one in the tag database, VTScada
assumes that your intent is to delete that tag. If two rows have the same GUID value, an
error message will be shown and the synchronization operation will stop.

For all tags, any parameter value set or changed in the external spreadsheet or database
will replace the current or default value in the VTScada database.

Note: You are advised to ignore the AuditName column in each worksheet.
(In this context, "ignore" means both "pay no attention to" and "do nothing with".)

|\

Note: If creating new tags, ensure that none of the names include a *.
The * before a name is a flag to VTScada, indicating that this is an existing tag with an over
ride. If the name of your new tag begins with a *, VTScada will not add it when syn-
chronizing.

J

1. Open the Application Configuration dialog and select the Export/Sync Tags page.

Madify tags using an external database
You can edit your application’s tags directly in an external database.

Te do this, you must first export the tags to an external database. After modifying them, you can synchronize your application with the
external database. Configuration management will then apply the tag changes you made to the tags in your application.

Te complete the synchronize operation, the external tag database must either be updated to stay synchronized with your application or
deleted,

When exporting to a Microsoft Access or Microsoft Excel file an option is available to have the file automatically open upon export
completion, An application capable of opening these files must be installed on this machine for this option to operate properly.

To import tags you must have the Tag Add/Maodify/Delete privileges.

Cutput Type: Clean Up Options:
® UJse a Microsoft Excel spreadsheet file * Update the file after applying changes (increases the time it takes to sync tags)
Use a Microsoft Access database file Delete existing file after applying changes

Use an ODBC data source

Other options:

[#] Open file after export (Microsoft Excel and Microsoft Access only)
[]Hide empty sheets when export (Microsoft Excel only)

[]Exclude tags created automatically and not changed

2. Choose the format matching the file to be imported / synchronized.
If ODBC, you must have already defined a Data Source Name (DSN) for your
database using the Microsoft ODBC Data Source Administrator.

3. Select the clean-up option.
As a guideline, use the update option when making a series of modifications. Use
the delete option when there will be significant changes to the internal tag data-
base before the next round of external edits.

4. Click the Sync button.
If importing from Access or Excel, you will be prompted for a file name and path.
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If importing from an ODBC data source, you will be prompted for the DSN.

5. Choose the source file or DSN and click OK.
A message will inform you of how many tags were imported.

Note: If you attempt to import tags that were exported from a different application, you will

see an error message warning you that the GUIDs do not match. The tags will not be impor:
ted.

Troubleshooting:

e The error message reports that the GUID of the file does not match that of the
application.
The file was created in a different application. Synchronizing it with the current
application may have undesirable side-effects, but it can be done by first remov-
ing the GUID from the VTS_Reserved table or worksheet of the file.

» Conflicts were reported with one or more tags.
For one or more rows in the external file, column A - the unique identifier - is
duplicated in the file. For new tags, column A must be blank.

» Tags were deleted from the application when the file was synchronized.
The information in column A - the unique identifier - was removed or changed for
one or more rows. Repair using the VTScada version control system. Do not
remove rows in the external file (or their unique identifiers) unless you intend to
have them removed from the application.

Bonus Exercise: Create More Tags

For those who are ahead of the rest of the class, test your knowledge by creating and drawing
the following tags as children of Pump 1. Tags should be drawn on the Pump Controls page.

Note: This exercise is completely optional. If you're falling behind, don't take the time to
doit.

All tags are analog inputs.

Tag PLC Addr. Point Description Units Scale
Amps 40031 Current drawn by motor Amps 0/50
Flow 40033 Pump flow rate gpm 0/200
Speed 40035 Motor speed rpm 0/1200

Use the Tag Links Panel

The list is sorted alphabetically by linked tag name, re-sorting as each link is made or changed.
Unlinked widgets are always at the top of the list.
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& Tag Links Multi Image Widgets |

<unlinked»

& T Port

Show only selected
| Search and Replace | 1/2 linked

Figure 7-3 Limit the list to those selected, or show all in the current drawing area.

Edit the links by clicking on a link to see a tag browser button at the right, and a data source
selection at the left. On the page, the matching object will be marked with a bold selection win-
dow, becoming the anchor object in the selection set.

[» Tag Links Multi Image Widgets Layers

Q- |3 Statinn 14211 Purmn 1"|I_SF|EE|:| Ml:ltl:lr 5FIEEI:| H
O Tag
() Parameter Tag Browser

(% Linked Tag Property

Data source selection

Replaced by a drop-down selection
if Parameters or Linked Tag Property
is chosen.

Figure 7-4 Tools for linking are identical to those in the selected widget's properties dialog.

Exercise 7-1 Tag Links Panel Practice
Preparation: Open the Idea Studio to the Station Status page, close the Tag Browser.

1. Open the Tag Links panel as shown in the preceding text.
If this hides widgets that were drawn earlier, you may need to adjust the zoom
factor used for the page.
2. Inthe Widgets palette, open the Analog Controls folder.
3. Drag a knob and a slider to the page from the palette.
Do not take a shortcut here, copying and pasting existing widgets on the page.
You should now have two unlinked widgets on the page.
4. Inthe Tag Links panel, select one unlinked widget then the other.
On the page, the selection focus will shift from one drawn widget to the other.
5. With one unlinked widget selected in the Tag Links panel, click the associated
Tag Browser button.

*|| @ TagLinks Multi Image Widgets

‘@ <unlinked>
k| | Mo Tag Selected

— . anwom PR pEar e .

Figure 7-5 Click there.

6. Inthe Tag Browser, navigate to find and select Low Setpoint.
7. Repeat for the other unlinked widget.
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8. Well done.
Now delete both of those widgets in preparation for the next lesson.
Search and Replace Links

Given a set of selected widgets, you can replace several tag links in one step by using the
Search and Replace button of the Tag Links panel.

For example, you may have drawn a set of widgets related to Pump 1 on a page. You also have
a similar set of tags for Pump 2 and for Pump 3, each of which must be drawn on its own page.

Note: The preview of the search and replace operation is updated as you change each
field. The links are not changed until you click the Replace button.

Preliminary Steps:

* You have created I/O tags for Pump 1, Pump 2 and possibly others.
* You have created a page for Pump 1 and linked those widgets to the tags for
Pump 1. (For the exercise, you create Pump 2 by simply copying Pump 2.)
» You have cloned the Pump 1 page, to create a page for Pump 2.
All the copied widgets are still linked to Pump 1.
*|| ©» TagLinks | (=) Multi Image Widgets

Station T\PLCTWPump 1\Amps
Station T\PLCTWPump T\Flow

Station T\PLCTWPump T\HOA Control
Station T\PLC1WPump T\Running
Station T\PLCT\Purnp 1\Speed
Station T\PLCT\Pump T\Speed Set

COQOQ0

LA
| [ Station 1 | [=] Pump 1 Control = | ap | (L Search and Replace i>

Figure 7-6 Open the Search and Replace dialog
Steps to search and replace:

1. Open the Tag Links panel.
2. Click the Search and Replace button.
The Search and Replace dialog opens.
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MT Search and Replace Tag Links x

Search and replace sections of your tag links

This dialog allows you to make bulk changes to tag links by searching for a particular string and replacing it with a
second string, Only valid results will be applied.

Search for this string | pump 1 []Case Sensitive
and replace it with this string | pump 2 6/6 matching
Original Tag Link Mew Tag Link Status
= Station TWPLCTWPump T\Amps & Station T\PLCT\pump 2\Amps oK
= Station TWPLCTWPump T\Flow = Station TW\PLCT\pump 2\Flow QK
= Station TWPLCTWPump T\HOA Contral | & Station TWPLCT\pump 2YHOA Contrel | OK
= Station TWPLCTWPump 14Running = Station T\PLCT\pump 2\Running oK
= Station TWPLCT\Pump 1\Speed = Station T\PLCT\pump 2\5peed oK
= Station TWPLCTWPump T\Speed Set = Station T\PLCT\pump 2\Speed Set oK
Select/deselact all 6/6 selected

Replace Cancel

Figure 7-7 You can also use wildcards.

3. Type "Pump 1" in the field, Search for this string.
All links that have "Pump 1" anywhere in the link are selected. The preview oper-
ates immediately, replacing "Pump 1" with an empty string in every link. The status
will change to "Bad tag reference." Nothing will happen to the widgets until you
click Replace at the bottom right of the dialog.

4. Type "Pump 2" in the second field, then press tab or enter.
The links will be updated to use Pump 2 in every case that previously used Pump
1.

5. Click, Replace.

Note that you have the option of deselecting any links that matched the search but should not be
changed.

Exercise 7-2 Duplicate a page

1. Right-click on the Station Status tab at the bottom of the Idea Studio, then click
Clone.

$

Close
Close Other Tabs
Eename

Clone

AT T

Delete
Jverview [ site1 [] Pump LControls ap
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2. Title the new page, Stn. Duplicate, and let it be added to the menu.

3. With the Stn. Duplicate page active in the Idea Studio, click the Search and
Replace button at the bottom of the Tag Links panel

4. Search for the string, High, and replace with the string, Low.
As you tab away from each field, the list should update to show what will be found
and what will be replaced.

5. Click the Replace button.

All the control widgets that were linked to the high setpoint are now linked to the low setpoint, for

this page only. This might have been more useful for a second station rather than one of the
tags within Station 1, but it should serve to illustrate the point.

6. Delete the page, Stn. Duplicate.

Time Saver Practice

Having seen a variety of time-saving techniques, it's time to put your knowledge into practice.

For the following exercise, no steps are provided. Use what you have learned in the previous top-
ics and make your own choices for how you will go about it. You're about to create a second
pump with its own control page. So long as the two pumps can both be operated, there are no
wrong answers.

Exercise 7-3 Create a second pump.

Tip: This will be needed when we get to the alarm exercises. Even if you're falling behind,

try to create at least the Context tag parent for Pump 2, the Running digital I/O tag, and the
HOA selector switch.

The second pump "Pump 2" at the site is exactly the same as the first except that all of it's 1/O
addresses are offset by 20. For example, where the first pump's running status is read from
address 3, the second pump's running status will be at address 23. The address to start the first
pump is 4. For the second pump it's 24. The speed of the first pump is read at 40033, for the
second pump it's 40053.

[ Note: This table includes tags matching those from the earlier bonus exercise. If you did )
not do that exercise, then do not create tags for pump speed, speed setpoints, current or
|__flow now. Be careful about whether the address is to read or write.

[ Note: If you are using Excel or Access to do this exercise, create the Context tag for

Pump 2 before trying to create children of that context. Parents must exist in the Tag
| Browser before the children can be added.

J

Tag PLC Addr. Point Description Units Scale
Analog 1/O
Speed Set 40057 Pump 2 speed setpoint rpm 0/1200
Speed SP 40059 Pump 2 speed setpoint feedback rpm 0/1200
Verify
Pump 40055 Pump 2 speed rpm 0/1200
Speed
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Current 40051 Pump 2 current Amps  0/50
Flow 40053 Pump 2 flow rate gpm 0/200
Switch 40061 Pump 2 switch position feedback - 0/2
Position

Digital 1/0 or Selector

Pump Run- 23 Pump 2 running
ning

Pump 24 Pump 2 start (Hand)
Start

Pump Stop 25 Pump 2 stop (Off)
Pump Auto 26 Pump 2 auto (Auto)

Exercise 7-4 Create a second control page

1. Rename the first Pump Controls page to Primary Pump Controls.

2. Duplicate that page and link all the widgets to the second pump. Set the name
appropriately.

3. Add this to the menu within the folder, Station 1.

Exercise 7-5 Bonus exercise: Navigation reprise

Are you finding that navigation between the pages, Station Status and the two pump control
pages is becoming a bit tedious? If so, why haven't you pinned those pages to the navigation
bar?

There's another navigational tool that you might want to use: The Page Button (or Page Hot-
box). Your task in this exercise is to create and configure those buttons. No instructions are
provided here because you can find any information that you might need in the help files. Start
now.
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8 Expressions

In this chapter, you will get a preview of VTScada programming. You will learn how to compare
values from two or more tags, create complex tags that self-configure, build triggers, configure
alarm suppression, display context-relevant operational instructions, and more. All of these
tasks are achieved with expressions.

An expression is "any calculation that returns a result". In more practical terms, an expression is
something that...

» Can combine or compare multiple tag values for monitoring or reporting.

» Can signal a need for control actions based on any set of system conditions.
» Can consider the time, date, signed-in operator, system status, etc.

» Can extend the capabilities of VTScada.

Why Create an Expression?
Many reasons. With an expression you can:

» Create a custom trigger for an alarm or event.

» Perform calculations using values from several I/O tags.

» Configure alarm suppression rules.

» Create context-sensitive operator instructions, telling them what to do in the cur-
rent situation.

» Create custom tag types with many I/O child tags, all of which configure them-
selves based on settings in one parent tag.

» Hide controls based on a user's security privileges.

And much, much more.

Why Not Create an Expression?

As the adage says, "don't reinvent the wheel". All too often, people end up calling technical sup-
port for help with an expression only to be told that they could have simply used the Trigger tag,
the Multi-Write, or one of the tags from the Analytics group. Always take a moment to look for
existing tools before attempting to build one from scratch.

General steps to create an expression:
In any VTScada tag configuration field that has the options, Constant, Expression, Tag...
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VT Mew Alarm Properties e
] Trigger Actions Display

Triggered by

*Mumenc: Invalid E ™
_) Constant ) Tag
Function

Equal To = or== w
Setpoint

1

® Constant ) Tag
Cn Delay (s) Off Delay (s)

0 0

®) Constant ::: Tag ® Constant : Tag
Deadband

0
® Constant : Tag

Figure 8-1 Expressions are frequently used for tag configuration

1. Click the Expression option to select it.

*®) Expression ) Tag

2. Click the expression editor button.
3. Enter an expression into the editor window.

VT Setpoint X
Enter Mew Expressicn
2+ 2 ﬁﬁ] F
oK Cancel

Figure 8-2 The expression editor window can be re-sized as needed.

4. Click OKto save your work and return to the tag configuration.

Tip: The maximum length of an expression is 65535 characters.

If your expression approaches this limit, you should consider whether there might be a
shorter way to write it.
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Simple Math

As shown in Figure 8-2, an expression can be as simple as adding two numbers together. For
the basic math functions, use the following symbols from your keyboard:

+ addition

- subtraction

* multiplication
/ division

As expressions become longer, the order of the operations can become confusing. For
example, consider the following expression:

4 + 3 * 2

Should VTScada multiply the two by the three before the four is added (resulting in 10) or should
it add the three and the four first and then multiply that result by two (resulting in 14)?

There are clear rules to obey (and by the way, 10 was the correct answer because multiplication
always comes before addition), but you can save wear on your memory by using parenthesis to
indicate clearly the order in which operations are to be performed. Consider the following two
examples:

2 *3) +4
The result will be 10. The parentheses are redundant in this case.
2 * 3 +4)

The result will be 14. The parentheses force VTScada to add the three and the four before mul-
tiplying that result by two.

There is no limit to how many sets of nested or consecutive parentheses you can use. Just be
sure that for every opening parenthesis, there is a matching one to close.

Exercise 8-1 Create an expression in a Calculation tag.

This assumes that you have a VTScada application currently running...

1. Open the Tag Browser and add a new Calculation tag at the root level. Name it
Demo.

2. Inthe Calc tab, select the option "Expression".

3. Click the Expression editor button.

4. Experiment with some simple arithmetic calculations.
Forexample,1*2+ 3 0or 365/12.
You will need to close the editor to see each result, then re-open the editor to
make changes.
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Syntax Rules for Expressions

Note: You cannot save an expression that contains a syntax error. For example: unbal-
anced parenthesis "2 + (2/3", or using an operator without an operand "2 + ".

It is perfectly legal to save an expression that will have an INVALID result, such as any
number divided by zero.

Syntax and notes for expressions:

Operators are symbols such as plus and minus signs. Operands are the things
being operated on by the operators. In the expression 2 + 2, the digits "2" are oper-
ands and the "+" is an operator.

Spaces between operators and operands.

These are not required but they are recommended. The spaces will increase the
clarity of your code and help you avoid errors.

Extra spaces are ignored.

Line breaks are ignored, except that they count as a space.

There is a precedence to the order in which mathematic operations are performed.
For example, multiplication before addition. You can use parenthesis to improve
clarity and to control the order of the operations. ((2 + 3) * 5).

Close what you open; parenthesis (...), quotation marks "...", etc.

Text must be enclosed in double quotation marks.

To display a quotation mark in text, use a doubled set of quotation marks:

"The computer said, ""Hello World"". "

Text not enclosed in quotation marks is taken as the name of a variable. 2 + X.

If the variable cannot be seen in the current scope of the expression you will get an
error message.

VTScada text, such as tag descriptions, etc. is stored in phrases and referenced
by phrase identifier key values. If you query a tag's description parameter, you will
get the phrase identifier key not the text of the description. See: Multilingual
Expressions

You cannot declare variables in expressions or assign values to variables. But you
can use existing ones such as tag values and application properties.

FALSE is zero. TRUE is any numeric non-zero, usually 1.

"Invalid" is a clearly defined thing in VTScada. It means that there is no value avail-
able. Examples include the value of an I/O tag when communications are lost, divi-
sion by zero, and any variable that is declared but has not had a value assigned.
Invalid

Invalid is neither TRUE nor FALSE. Any calculation with an Invalid operand will
return Invalid as a result.

Certain text functions might return a zero-length string "" if they cannot return any-
thing else. This isn't TRUE, FALSE or Invalid. Just one more thing to watch for.
Many VTScada functions are designed to work only in one of two modes, "script"
or "steady state". For more detail, refer to the topic, Using Functions.
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Use Tag Values in Expressions

Note: This information applies to expressions created within the expression editor.
It does not apply to VTScada script code created in modules such as custom-coded
reports.

In expressions, tag names are enclosed in square brackets: [Level]. If you want to see a prop-

erty of that tag, you must say which one. For example, [Level]\Value, [Level]\ShortName,

[Level])\Area. Because (usually) you want the tag's value, VTScada offers a shortcut. If no prop-

erty is specified, VTScada assumes that you want the tag's current value. ([Level] ==

[Level]\Value. Note the location of the backslash relative to the bracket. Switching the order is a

common mistake.)

Only the expression editor that opens from object properties within the Idea Studio will provide a
Tag Browser button to help you locate and select a tag. In all other cases, you must type in the

name of the tag that you want to use.

hierarchy and press Ctrl-C. (Right-clicking to open a dialog for copy/paste won't work.)
1D IO Scaling Quality Loggin

Mame
Station TWPLCTWPump 1 IREETS

Area

Figure 8-3 Copying the hierarchy of a tag name

You can also use an expression in the Help ID field to obtain the full name:
Help Search Key
Station WPLCTWPump 1WFlow

Tag Parameter Expression.

Data T
"L name

-

| Figure 8-4 Copying the full tag name, from the expression, NAME

[ Note: You can copy the hierarchy of a tag's name from its properties dialog. Highlight the )

If the tag isn't nearby in the hierarchy, you will need to tell VTScada where to find it.
For example, given the following tag structure:
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| Station1 ¥ PLCT »

2 Search
= Y MName - Description
T'Q Menus < High Alarm Set High level alarm setpoint
T ?“tﬂti':'” 1 # High Level 5et Setpoint to switch pumps
__(}—(Fl)l_{:l-;ligh Alarm Set 4 Inflow Fluid flow into the system
- J Level Helding tank level
—» High Level Set _
5 Inflow <+ Low Alarm Set Low level alarm setpoint
— Level 4  Low Level Set Setpoint to switch pumps
—» Low Alarm Set # PLC1 Port Metwork connection
g Low Level Set t2 ' Pump 1 Prirnary pump
PLCT _Port
Ry
o» Amps

Figure 8-5 Expression to be created in \Station 1\PLC1 using Level

If you are creating an expression in a tag that's a child of PLC1 and that uses the value of Level,
you would write it as [Level], as shown:

[Level] * 2 / 3 ; two thirds of the value

If you want to refer to a tag that is not an immediate sibling in the tag hierarchy, you will need to
provide the address for where to find it.

Let's say that there is also a Station 2 with a level, and you want SiteCalc to show the average of
the two:

([Level] + [Station 2\PLCl\Level]) / 2 ; the average of two tank values.

Level within Station 1 can be found just by its name, but you must provide a path to the tag
named Level in Station 2.

The following tools are available to help you specify tags in the hierarchy. All of these are used
inside the square brackets that denote a tag name.

\ Divider between parent and child tag names.

2\ Forces VTScada to start searching one level up the hierarchy tree. Always use this
when the property you want to refer to in a parent might also exist in the current tag.

Child\GrandChild | To reference a value (or other property) from a child of the current tag, start with the
name of the child tag, then a backslash between each subsequent child name.

*TagType Ancestor Relative Path, used when selecting a parent tag of a given type.
.\*TagType For example, if you want a calculation tag to refer to the first parent that is a driver,
use [*Driver]. (*)

If you want it to refer to the first parent that has a numeric value, you can use
[..\*Numeric]. The ..\ portion is necessary to prevent the calculation tag from finding
itself.

<> Absolute path. The tag name must start immediately below the root level of the tag
hierarchy.

(*) Types you are likely to use most often include: *Port, *Driver, and *Numeric.
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There are advantages and disadvantages to each method. For each situation, VTScada uses
what is most likely to be useful in that situation. "Likely" doesn't mean "always".

The Scope Function

VTScada handles tag addresses differently in different situations. In a tag's configuration, other
tags are usually identified using relative addresses, [Tag Name]. In the Idea Studio, widgets link
to tags using absolute addresses [<Full Tag Name>].

If you are writing a VTScada script code module, you can't use the square bracket shortcut.
Instead, you must use the scope function:

Scope (VTSDB, "Full Tag Name or GUID", TRUE)\Attribute

If providing a full tag name, do not include the brackets. Providing the tag's GUID is equivalent to
the short form, [< >]. And "Attribute" is not a keyword here; use \Value or \Description, etc. If you
don't provide an attribute, then the Scope function returns a link to the tag object itself, not the
value.

Note: If adding expressions to tags in an exported Excel file, you cannot use relative ref-
erences such as [TagName]. All existing expressions are exported using the full syntax
and with certain characters doubled: "Scope(Self, "TagName")\\Value". You must do the
same.

Other Tag Properties

Tags have other properties that can be read in addition to their values. For example, device
drivers maintain seven logged variables that are available to your expressions. Access any prop-
erty of a tag, including its value, by adding a backslash and the property name.

For example:
[Tag Name]\Description

(Returns a phrase identifier key, not the text of the description. Multilingual Expressions)

[Device Driver Name]\Quality
[I/0 Tag Name]\HighAlarmunacked
[I/0 Tag Name]\ScaledMax

Note: Remember that expressions can read values and can calculate using values, but
they do not write values. To set one of these properties automatically, use a Tag Para-
meter Expression in the tag's configuration dialog.

You might wonder how to find the property names. There are two. The easiest is to use the Idea
Studio and linked tag properties. An advanced method is to use the Source Debugger.

Use the Idea Studio to find tag properties:

1. Open the Idea Studio.

2. From the file menu, select New >> Tag Widget.

3. Inthe Select Tag Types dialog, choose the tag for which you want to discover prop-
erty names.
(You are advised to use this technique with only one tag type at a time.)

4. Accept the default name for the widget.

5. Drag a square (or any shape) to the widget.
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6. Open the square's properties dialog.
7. Set the data source of the fill color to Linked Tag Property.

B0 Fin

’)’i & Color

& Tag Value
{...}I Parameters I
‘y Linked Tag Property
# ¢ fix) Expression

Figure 8-6 Changing the data source of a square's fill property

8. Expand the Linked Tag Properties drop-down to browse the parameters list.
Linked Tag Properties

| Mo Property Selected W |

Mo Property Selected A
I =& Linked Tag (AnalogStatus) I
— Value
— ScaledMin
— ScaledMax
-H__] Parameters
— Address
— AlarmHi
— AlarmHiDeadband
— AlarmHiDelay
— AlarmHiRearmEnakle
— AlarmHiRearmTime
— AlarmLo

Figure 8-7 Selecting parameters of a linked tag property
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Use the Source Debugger to find tag properties:

Selected

MT Debug Training Simulator - [Summary (Live)]

- PPCt kv BB 0O o )
Mavigation Select Dump File | Clipboard Breakpoints
[0 ImportFiles ~
+] ImportTags System Summary
[l Indent [Liwe)
+[] Indicatorlight . .
[ Inputs Applications: 4 running. 13 in VAM
+ | InterpretGUIParameter
+ | 10 .
[] 10Cammen Running
+ | 10Canfig System Library

Source Debugger
Application Manager
gining Simulator

+ ] 10MultiText
[] IPAddresslis

+- | IPNetworkLigtener
<

Static < Scope Summary {Live)
10 {IOMain) Instance | 1 2112 Location/Threac Modi State Sate.  Name
Return Value: Infalid Filtery{ *
MName Value
MName Demo System\Driver T\Pump T\Speed =E0
Area Demonstration =0
Description rflA27+ =0
Made Analoglabel =0

v
Count: 471 4y | Breakooints < Use  Watch 1 - Walch 2 W

B

Local Instance Auto Global
Figure 8-8 The Source Debugger is a very powerful tool for examining applications

To find the names of properties within a tag, follow the numbers in the preceding figure. It will
help if the Sort Tree tool is selected in the toolbar as indicated.

1. Click to select the running application.

2. Thisis the "static tree list". Find and select the tag type that you want to examine.

3. This is the "module content window" with the "local" mode selected. Scroll to view
the property names.

[ Note: Names that begin with a symbol such as # or @ are for use by VTScada. They are )
__unlikely to be useful in your expressions.

J

[ Caution: The Source Debugger and other diagnostic tools have code-level access to run- |
ning applications. This is part of the reason the Security Best Practices topic in the
VTScada documentation advises you to keep the VAM hidden from unauthorized users
| while your application runs.

Exercise 8-2 Expressions that use tag properties - Easy

Open the Tag Browser and navigate to Pump 1.

Add a new child tag of type, /0O and Calculations.

Name it Speed Percentage

Set the data type to Analog with the Calculation option selected.

In the Calculation tab, select the Expression option then open the Expression
Editor.

Enter the following expression, exactly as shown:

100 * [Speed] / ([Speed]\ScaledMax - [Speed]\ScaledMin)

RN~

2
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7. Click OK to save the expression and close the editor.
8. On the Display tab, change the Engineering Units to:
% of max
9. Close the properties dialog.
10. Draw Speed Percentage as a Numeric Value widget on the Station Status page.
11. Operate the system to run the pump, changing the motor speed.
By using the scaled min and max values from the tag, you build flexibility into your expression.

(This is a good time to explore the VTScada Scale function.)

Exercise 8-3 Expressions that use tag properties - Advanced

1. On the Station Status page, there is a label, "Communication Driver Status".
2. Replace that static text with an expression that adds the driver's current error
value.
0 means "no error" - you might state that explicitly instead of just displaying 0.

Operators and Functions

Operators are symbols used to perform an operation, comparison, or mathematical function
such as addition and subtraction. All operators can be used in all expressions.

Example of an operator:
A + B

A function is a named operation that may return a value, perform an operation or both. Where
operators require operands, functions require parameters, which are provided in a comma-sep-
arated list inside parenthesis that follow the function name. Function names are not case-sens-
itive in VTScada.

Examples of functions:

Sqgrt (10)
Log (X)
Limit (X, 0, 100)

You can create your own functions by writing subroutine modules.

During this course, functions and operators are introduced as needed, relevant to other topics
being covered.

Comparing Values

You can compare one value to another value by using comparison operators. The comparison
operator itself is not difficult to use. Let's say that you wanted to find out whether Tank 1's level
was greater than 50%. The comparison would look like so:

[TanklLevel] > 50

The above is a complete expression. It will return 1 as the value if the comparison is true and 0 if
itis not. For VTScada (as is true for many programming languages) "zero" means false and
"non-zero" means true.

Common comparison operators:
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Symbol Meaning

> Greater than

< Less than

== Equivalent (Notice the double equal sign. A single "=" won't do)

1= Not Equivalent

>= Greater than or equal

<= Less than or equal

Simply returning 1 if a comparison is true and 0 if it is false is useful (a trigger for alarms comes
to mind), but you can also provide your own values to be returned instead. This is done using an
IfElse, which can take two forms:

IfElse(Condition_expression, TrueCase_expression, FalseCase_expression)

An elegant way to write exactly the same thing is to use the following:
Condition_expression ? TrueCase_expression : FalseCase_expression

Note the question mark and the colon. These mark the divisions between the three parts of the
IfElse structure.

The expressions for both the true case and the false case can themselves contain IfElse com-
parisons. There's no limit to the complexity of your tests.

For example, perhaps you want to return "Half empty" while Tank 1's level is less than or equal
to 50%, then return "Half full" as soon as it goes above 50. The expression would look like the fol-
lowing (assuming that you are not concerned about translating your application to another lan-
guage):

[Level] <= 50 ? "Half empty" : "Half full"

You might not see an immediate use for that last example but consider that you are not restric-
ted to constant values. You could return the value of one tag while the comparison is true and
another when it is false. You can use calculations, so that while the comparison is true, one cal-
culation could be used to create the return value, and when the comparison becomes false, a dif-
ferent calculation would be used.

Exercise 8-4 Messages that match system conditions

1. Create a calculation tag having an expression that will monitor the level of Station
1 and return the text "Level within normal limits" while value is below 22, but
change to "Level exceeds safe limits" when the value goes above 22.

2. Add the text to the Overview page by linking it to a Draw Text widget.

3. Operate the controls to fill and empty the system.

(You could have done the same thing without an expression by using an I/O Multi-Text widget,
but that's not the point of the exercise.)
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Multiple Comparisons

Often, you will want to check more than just one tag. For example, If the tank level is above 90%
AND the safety valve is closed, THEN open the valve. (If the valve is already open, there's no
point opening it, and if the tank level is below 90% you also don't want to open the safety valve.)

Note: Beware the single operators, & and |
... These do bit-wise comparisons.

You can join as many comparisons as you want together with the symbols && (which means
"AND") and || (which means "OR"). Don't forget that you can use parenthesis to make it clear
which value is being compared to which.

The following example will return true only when both of the pump flow rates are above 100gpm.
[Pump 1\FTow] > 100 && [Pump 2\Flow] > 100

The next example returns true whenever either flow rate exceeds 100gpm
[Pump 1\FTow] > 100 || [Pump 2\Flow] > 100

Exercise 8-5 Alarm based on multiple conditions

If both pumps are running and if the level is below 3ft., then it's likely that the level will drop too
low. This might be a good situation for a warning level alarm. You'll create one in this exercise.

1. Open the Tag Browser and navigate to the child tags of PLC1.

2. Add an Alarm tag as a child of PLC1.
Name it Level Warning anddescribe itas Pumps running at low level.

3. Open the Trigger tab.

4. Forthe Triggered by parameter, select the expression option and open the
expression editor.

5. Create an expression that will be TRUE if the state of Running in either pump is 1
and if Level is less than 3.
The answer is given at the end of the next topic but try to do this without looking.

6. Because the alarm is to be triggered when the expression is TRUE, the function to
use is Equal To and the setpoint will be 1.

7. Verify your work by operating the pumps until the alarm is triggered.

Use VTScada Functions in Expressions

VTScada provides many functions that you can use in your expressions. These can help you
compare or calculate with numbers, text and time. In the VTScada documentation, look for the
Function Reference section of the Programming notes.

When looking through the help files for functions that you can use, take note of the property,
Usage:

If the usage includes "Steady State" then the function can be used in your expressions. If the
Usage includes only the word "Script" then the function cannot be used in an expression. All of
the math and text handling functions can be used in your expressions. A few of the time-related
functions are more restrictive, working only in something known as "script mode".
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Note for Tag Parameter Expressions:

Parameter expressions and Start Tag expressions are different from the types of expressions
you create within a Calculation tag (or anywhere else that provides the option: Constant / Expres-
sion/ Tag). Parameter and Start Tag expressions are both counted as script code. This means
that they can use functions marked as "Script", but not functions marked as "Steady State". That
is, unless you deselect the option, Optimize, to evaluate only at tag initialization". Then, the para-
meter expression runs as steady state code. Do not deselect the optimize option unless you
know exactly what you are doing. This is an advanced feature that can have a significant impact
on your application.

Exercise 8-6 Exercises for functions

These exercises will provide a task and a few hints. You will need to read the help files to learn
how to use the functions. Feel free to explore ideas that are more relevant to your job.

Further hints might be found in the help topic: Program > Start Here for Scripting > Examples of
Expressions

1. Create a Calculation tag that shows how many pumps are running at any time.

2. Create a Calculation tag that reads "Good morning" during the am hours and
"Good afternoon” during the pm hours.
For this, you will need both the Now function and the Time function.

3. Draw a dot on the Pump 1 page that will blink while the pump is running, but not
while the pump is stopped.
For this you will need both the Latch function and the AbsTime function. An
expression like the one you will need is given in the examples topic of the help file
mentioned earlier. You will also need to test the running state of the pump.

MT Expression x

Enter New Expressicn
([Pump ™Running] || [Pump 2\Running]) &8¢ [Level] < 3

QK Cancel

Figure 8-9 The answer to exercise Alarm based on multiple conditions
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9 Create Tags and Widgets

This Level 1 course shows only a small portion of the features available in Context tags. The
Level 2 course describes them in much more complete detail.

Recognizing that many students will want this information but not be able to attend a Level 2
course, the following overview is provided. Reference notes for the steps provided in these exer-
cises are in the VTScada documentation under the topic:

Use VTScada > Tags and I/O > Design Your Own Tags

Custom Tag Types

When doing the Time Saver Practice exercise Time Saver Practice on page 160, you probably
used copy and paste. If you needed to create a third and fourth pump or new sites with one, two,
three or more pumps, then it would be easiest if you could just tell VTScada, "Create a new
pump or site with these parameters".

The following exercise will illustrate how. If you are creating only one more pump, then this
method will not save time. But if you will create many more pumps then the time savings can be
enormous.

Exercise 9-1 Create a custom pump type in the Tag Browser

1. Delete Pump 2 from the Tag Browser if it exists.
2. Open the properties dialog of the Context tag, Pump 1.
3. Inthe Type field, enter GenericPump
This must be entered as a single word.
4. Open the Settings tab and click Add.
5. Configure the property as follows:

¥T Add Property >
Property Name
AddrOffset

[]Walue is translatable text

Value
0

Label
O Address Offset

QK Cancel

Figure 9-1 For Pump 1, the I/O address offset is 0. For Pump 2, it's 20.
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NOo

Select OK to save your work and close the properties dialog.
For each child tag of Pump 1, open the properties dialog and find the 1/O address
(or addresses for the Selector).

. Right-click on each populated address field and choose Add Parameter Expres-

sion.
In the expression editor, type: . .\AddrOffset + whateveraddress the tag
had. For example:

/O Quality Legging

10 Device

[*Driver]  Simulator connection

Read Address Scan Interval

1

Histor® VT Tag Parameter Expression

Write

Enter Mew Exprassicn
JAAddrOffset + 3

Figure 9-2 Adding a Tag Parameter Expression for the address value.

Note: Be careful with the Selector Switch. You will need to create a separate expression
for the address of each of the three switch positions.

10.

11.
12.
13.
14.
15.
16.
17.
18.
19.

Ensure that all the 1/0O tags within Pump 1 have been updated, and that each still
shows a correct address.

Right-click on Pump 1 and select Create New Type.

A dialog will open. Simply click OK. (*)

Right-click on PLC1 and choose to add a new child tag.
Expand the All Types group then select GenericPump.
Give it the name, Pump 2.

Describe it as Secondary pump.

Open the Other Parameters tab.

Set the I/0O address offset to 20.

Click OK.

Descriptions that are relative to the tag's place in the hierarchy

Since the release of version 12 of VTScada, all of the user-interface text is stored as keyed
phrases linked to a comma-separated values file. For example, what you see in a tag's descrip-
tion may be the text you wrote, but what's stored in that parameter is the key, not the text of the
phrase. This is required so that installations of VTScada can be translated to languages other
than English; a necessary feature for a product that is in use around the world.

This information is relevant to you only if a) you intend to sell applications into a market that
speaks a language other than English or, b) you want to build an expression that uses words
from some part of the user interface. Like, for example, tag descriptions.
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Fortunately for most readers, you can use one of the following simple expressions to work with
phrase keys. For example, to create a parameter expression that combines the parent tag's
description with a few words in English, you can write:

\ParmPhrase ("%$0 %1", ..\Description, " flow rate")

If the phrase in the parent tag's description is "Primary pump", this would return "Primary pump
flow rate". Note that this example works only in tag parameter expressions. Also, that this is an
English-only example.

If you just want to display the phrase for the key stored in a tag's description, do so as follows:
\GetPhrase (..\Description)

Returns the phrase for the parent tag's description.

\GetPhrase ([SomeTagName] \Description)

This example would work anywhere, assuming that you have a tag named "SomeTagName" at
the top level of the hierarchy.

(")If you need to make changes to GenericPump use the instructions in the following doc-
umentation topics:

Build > Hardware - Tags and I/O > Design Your Own Tags > Redefine Type
Build > Hardware - Tags and I/O > Design Your Own Tags > Edit Parent Type Properties

Create Widgets

Anything that you have drawn can be grouped into a new custom widget. There are three kinds,
any one of which may be best depending on your purpose.

= :r.] T FF=-=d
< |47 4 _II‘I

Aatch [Group | Snap
< = Lines =

FEi Group
nNew widget
|

Mew Widget

Figure 9-3 Detail from the Idea Studio, home ribbon

This can be as simple as a grouping used to make alignment easier on a page, or as complex as
the components of the MultiSmart and MPE Site pages.

Operation And Configuration 177



9 Create Tags and Widgets

— Pump Status
-Pump 1 —Pump 2——
BN [of |Wm [
H [m] [n]

'y '“" NRERARNAN] ARARRRRARARA RN RN ARy

M ormal | MNormal |

W Force OM B Force EINl
| Fl:urceI:IFFl | Fl:urceEIFFl

— Station Status
Analogs Palling

T e |

Figure 9-4 A single widget, with many components.
There are three classes of custom widget, listed in order of increasing features and capabilities:
Group

» Best choice for moving and aligning a set of elements while working in the |dea Stu-

dio.

Worst choice for creating a library of shapes.

You cannot assign the name.

Cannot be added to a palette.

Cannot be linked to a tag, even if the elements within the group are tag-linked wid-

gets.

« If ungrouped, the file remains in your Widgets folder, but cannot be used (no user-
assigned name).

Plain Widget (Simply labeled "Widget" in the dialogs)

» Elements may include one or more existing widgets in addition to shapes or
images.

* Must be given a name.

» Automatically added to the palette.

» Taglinks, if any, are done through parameters rather than directly to the widget.

» Does not become a native widget for any tag.

Tag Widget

» Atleast one existing widget must be included in the selection set.
 All of the included widgets must be linked to tags before grouping.
» Must be given a name.
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» Automatically added to the palette.
» Becomes a native widget for a tag type, which is typically the common parent of all
in the selection. (Other types can be added to the list.)

When creating either a plain widget or a tag widget, you will see the New Widget dialog.

[ Note: Widget names cannot match the short name of any tag. J
MT Mew Widget .
Title
Widget
Mew Widget
*) New Tag Widget
Select Tag
Mame Description
Station 1 Storage and pumping
Station TVPLCY Simulator connection
Station T\PLC1%WHigh Level Set Setpoint to switch pumps on

Include Trend, Navigaticn, and Teoltip Options
Include Tag lcon Marker

QK Cancel

Figure 9-5 The New Widget dialog

New widgets are added to the top level of the Widgets palette and also to the list of most recently
used widgets. Each time that you create a new widget, you should take a moment to reorganize
the palette, moving the menu item into a folder of your choice. By keeping the palette organized,
you will save time later when looking for a widget that you want to use.

Any individual widget can be broken apart into its components by selecting the instance, then
clicking "ungroup" in either the formatting toolbar or the right-click menu. If your intent is to
change the appearance of a widget, you should edit the widget definition rather than following a
process of ungroup - edit - regroup.

Also, while you can nest groups into widgets into other widgets, you are advised not to. It's
simply easier to manage groups and widgets that are not nested than those that are.

Widget definitions can be opened for editing the same way that a page is opened. Use the Open
command in the Idea Studio's file menu to open the widget by name or select any instance in a
page and click Edit, either in the toolbar or the right-click menu. Your changes will affect all
instances of the widget or group throughout the application.
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&

Figure 9-6 A Tag Icon Marker

You can choose whether to add a Tag Icon Marker to your widget. The icon (yellow blob) will not
be visible to operators unless you take steps to make use of it, which usually means adding a
parameter named "Questionable" to your context tag.

You have the option of giving every new widget, both plain and tag, its own parameters for oper-
ator interaction. In most cases, you probably won't want those. If your widget includes a control
widget, a click on one is a click on both. If you include the Trend, Navigation, and Tooltip con-
trols, and if you want to operate a control within the widget without having the Trend window for
your widget opening, you are advised to open the new widget's properties dialog and select Dis-
able Trend. In many cases it is easier not to include the operator interaction tools.

VT Tank Level Properties — O x
—E=] Tank Level Tag
D Tag
Q@ Panel & k| Tag T_Port\PLCSimyWell TWW _Level  Well Level || % |54
} Coordinates

+-(0 Scaling Tank Level

+-( Movement
) Opacity 125k| DisableTrend ]

125 ¢ | Disable Context Menu [ ]

1235 DisableTooltip ]

Figure 9-7 Operator interaction parameters. It's your choice whether to include these.

A widget can be given a background color, but this will be displayed only in the Idea Studio and
in the palette. When drawn on a page, the widget's background color will not be included.

Application security privileges cannot be selected within widgets. To protect output controls,
apply the security privileges to output tags or to pages.

Tag Widgets

Most widgets in the Idea Studio palette are tag widgets. VTScada makes it easy for you to create
your own, extending the options available to create a user interface that is customized for your
industry or application.

Tag widgets have the following features:

» Tag widgets are designed to be linked to a single instance of one or more types of
tag. They are native representations of tag values, available when you click "Draw"
on a tag selected in the Tag Browser.

» The tag to which a tag widget is linked may be a parent tag. When properly con-
figured, all of the child tags will be assigned to components of the widget
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automatically. This enables you to draw an entire station or complex equipment
with a single widget.
» Tag widgets may be given parameters, but this is uncommon.

Example:

98.3 %

34.2 %

Figure 9-8 Tank Level with bar and floating text

This example of a user-created tag widget, Tank Level, is designed to represent analog values
as a tank filling with fluid. The numeric display rises with the fluid level. Tank Level has become a
native widget for use by any analog tag within the application.

The easiest way to create a new widget is to draw the components then group the pieces. Fur-
ther editing can be done if required. All existing widgets that will go into the new widget must be
linked to tags before being grouped.

Tip: Want to create your own version of the Tank Level? Here's how. Feel
free to vary these instructions as appropriate for your application.

1. Draw an Analog I/O tag (or Analog Status) as a Color Fill widget.

2. Place a tank cut-out image above it and scale both so the Color Fill
exactly matches the cut-out.

3. Draw the same tag as a Numeric Value widget, placed to align with the
bottom of the tank.

I Do not move this widget up or down after deciding on its placement !!

4. Check the Color Fill widget's coordinates to obtain its height in pixels.
(Use for Y in the following expression)

5. Open the Numeric Value's properties and configure the Vertical Move-
ment property as shown, where "Your tank height" is the number from
the last step and the tag is the same one used to draw this widget. Do
not move the widget up or down after completing this step!

6. Group the Color Fill, the tank and the Numeric Value as a new Tag Wid-
get, changing the name, but otherwise accepting all defaults.

Parameterized Pages

In the exercise, Time Saver Practice on page 161, you used copy and paste to create another
control page. A more advanced technique is to re-use the same page, handing it a parameter to
say which tag to use.

Reference notes describing the following exercise are in the VTScada documentation under:
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Build > Display Building > Pages > Page Properties > Page Parameters

Exercise 9-2 Create a parameterized page.

1. Open the Idea Studio and delete the page, Secondary Pump Controls.

2. Still within the Idea Studio, open the page Primary Pump Controls for editing.

3. Select everything on the page and group it as a new tag widget, wPumpControls.
Ensure that the selected tag is Pump 1.

Open the Page Properties ribbon.

Click the Manage tool in the Parameters section of the ribbon.

In the Manage dialog, select Add.

Configure the New Parameter dialog as follows. Note the change of Type from the
default, "Text" to "Tag". This example assumes that you have done the exercise
in Appendix B and have a GenericPump tag type. If not, select the Context type
instead.

NOo Ok

MT Mew Parameter X

Mame

pPumpChoice

Description
Chicce of purmnp

Type

Tag w
Select Type

GenericPump A

Grundfos Contral MPC

Figure 9-9 Configuring a new page parameter of type Tag >> GenericPump

8. Select OK to save and exit
9. Back on the page, open the properties dialog of the widget you created a few
steps back.
10. Select all three of the Disable options.
11. Expand the data source option and select Parameters.
12. Select the parameter that you created earlier.
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Tag
Pump Controls - Parameter:

(.-l P] Tag P

B Parameters _/‘>| pPumpChoeice (GenericPump) (V

'® Linked Tag Property
125+ DisableTrend
125k DisableMavigation
125 DisableTooltip

Figure 9-10 Linking the widget to the page's parameter.

13. Close the Idea Studio.
14. Navigate to the page folder, Station 1.

If there is still a link in this folder for the pump 2 control page, delete it now.
15. Right-click on the menu link for the Primary Controls page and open the prop-

erties.
16. Click the Set Parameters button, then select Pump1.
WT
Title
l ';‘ Pump Controls Specify Label
Page
Pump Controls VT
Pump Controls Select Page Set Parameters /
Mew Thumbnail =] pPumpChoice “lod Dri x |5
Cheice of Pump

oK Cancel
oK Cancel

Figure 9-11 Assigning a parameter to a menu item

17. Inthe Station 1 folder, create a second link to the page, Primary Controls, but this
time set the parameter to Pump 2.

Don't forget to the change the title to Secondary Controls
18. Use the links.

It would be an improvement if the page title reflected which pump was being controlled. You can
do this too...

Re-open the Pump Controls page in the Idea Studio.

Open the Page Properties ribbon and select the Title tool.

To the right of the Page Title Expression field, click the expression editor button.
In the Expression dialog, enter pPumpChoice\ShortName

Close the Idea Studio and try the page navigation links again.

oM~
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10 Secure Your Application

Newly created applications run in an unsecured state until you decide that the time has come to
secure them. When you first open the security dialogs, you must choose to secure the system
and then create at least one account that you will use for managing it. From that moment on, all
users (including you) must sign into the application to make any configuration changes.

After the application is secured, configuration is no longer available without signing in.
You can manage user accounts with VTScada or Windows or both.

» Ifusing VTScada authentication and authorization, all accounts and security priv-
ileges are managed within VTScada. The SCADA manager has full control over all
aspects of each account.

+ If using Windows authentication, VTScada privileges are assigned only to roles,
which are then associated with Windows groups. The Domain Administrator has
control over creating and managing accounts, including which accounts are asso-
ciated with which VTScada roles. The VTScada manager controls roles and the
privilege set associated with each role.

Tip: Multifactor Authentication (MFA) / Two-factor authentication.

There are two options for this:

1) For those using the Anywhere thin client, you can configure OpenID Connect Authentic-
ation. Choose an OpenlID provider that supports multifactor authentication. This option
applies only to those will Connect Using the Anywhere Client.

2) For those using the VIC thin client or a workstation with VTScada installed, enable Win-
dows Security Integration with Smart Card Support. )

(S

If you enable outside connections to your SCADA system then you must also take steps to
secure the communication between the remote site and your server. This is done by imple-
menting a Virtual Private Network (VPN) or by purchasing and installing a TLS/SSL Certificate.
Refer to Internet Security (TLS, X.509, SSL).

The VTScada Internet Client (VIC), Anywhere Client, and the Mobile Browser Client (MIC) can-
not access any application that is running in an unsecured state. Only a secured application will
allow remote access and alarm acknowledgment via phone, email or text message, and then
only to authorized accounts.

Similarly, you must secure your application before you can make use of the ODBC interface to
query the VTScada database, or use the VTScada Excel Add-in. Note that the Excel Add-in can-
not connect to a VTScada server that is not protected by a certificate.

Note: "SSL" is the acronym for the Secure Sockets Layer security protocol. SSL is an
older technology, but the term has become the de facto name for Internet security.
VTScada uses the more modern Transport Layer Security (TLS) protocol (although, for the
sake of compatibility with older Windows operating systems, it can use SSL.)

While the term "SSL Certificate" is in common use, "X.509 Certificate" is the correct term.
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Privileges built into VTScada restrict access to VTScada features such as access to the built-in
pages. To control access to your own pages and to operator controls that you build, you must
create new privileges and apply them to the features that are to have restricted access. By
default, all operator controls are protected from use when no-one is signed in, but most sites
prefer to create a set of privileges so that they can control the access that each operator has.

Roles should be used to simplify account management, whether you are using VTScada or Win-
dows authentication. A role is a named set of privileges and can be thought of as a job descrip-
tion. Changes made to arole's privilege set are automatically applied to the operators who have
been assigned to that role. You can assign several roles to any account and one role can include
another.

A set of functions and properties within the security manager are available to programmers,
allowing them to check who is signed in or what privileges are in effect for the signed in user.
With this information they can design their custom modules to enable or disable features for that
user.
Terms:

General Privilege

A permission to access or use one of the VTScada system tools. Access to the Idea Stu-
dio, the ability to acknowledge alarms, etc., are controlled by general privileges.

Custom Privilege

A permission created by a VTScada developer. You can apply custom privileges to pages
and to output tags to restrict access to these user-created items.

Alternate ID

A numeric identification associated with an account. Used to verify an account when sign-
ing in via the Alarm Notification System, or a proximity card reader. There can be only one
alternate ID associated with any account.

Security Role

A named set of permissions. You can assign one or more security roles a user account to
grant common privileges to people with similar job descriptions.

Security Rule

Refers to conditionally-granted privileges. You can limit the scope of a custom privilege so
that it applies only to certain tags, or of any privilege be in effect only when a user is
signed in at a named workstation.

Security Menu

Where you will find tools to open the various security-related dialogs. Available in the
Application Configuration dialog in the Edit Security tab, and (after signing in) from the but-
ton at the top-right of the VTScada application window, labeled with your account name.

Disable Windows Controls (Kiosk Installations)

VTScada cannot disable access to Windows controls (file menu, close, minimize...) or keyboard
commands (Ctrl-Esc, Alt-Tab, and Ctrl-Alt-Delete). This could be accomplished with a Windows
logon script. Refer to:
https://docs.microsoft.com/en-us/windows/configuration/kiosk-single-app
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Best Practices for Security

SCADA Security Guidelines Manual

A best-practices guide is included with every copy of VTScada. This is a stand-alone doc-
ument (not part of these help files), which can be found in the Documents sub-folder of
your installation folder.

(C:\VTScada\Documents\VTScada_Security Guidelines_Manual.html

The manual provides guidance for installing, commissioning, verifying and maintaining
the cybersecurity-certified capability of VTScada in accordance with applicable IEC 62443
cybersecurity standards.

| & C (D) File | C/VTScada/Documents/VTScada Security Guidelines Manualhtml.. AY % [uR] i
Triheciral VTScada Security Guidelines
| 4 imtroduction Release 12.1.33 |

1.1 Product Support
1.2 Referenced Documents
1.3 Acronyms / Abbreviations
1.4 Terms
2 VTScada Description and Scope
2.1 Example Deployment
2.1.1 Plant Zones
2.1.2 SCADA Zones
2.1.3 Control Zone
2.1.4 Plant DMZ
2.1.5 Enterprise Zone
2.1.6 DMZ
2.2 Defense In Depth
3 Installation Environment

Copyright ® 2023. Trihedral Engineering Limited

1 Introduction |

This document provides guidance information necessary te install, commission, verify and |
maintain the cybersecurity certified capability of VTScada in accordance with applicable IE |
52443 cybersecurity standards |

In addition, it provides guidance relative to other referenced documents for the benefitof |
integrators and end users.

The content of this security manual is intended to assist the end user as to what threat vec
may need to have mitigations implemented and managed by the persons responsible for tf |
deployed system security and provides installation and commissioning information to aid in

creation of a secure system.
3.1 Host Device Reauirements

Do not assume that your site is too small to be worth hacking.

All SCADA systems are targeted by hackers. You are running a SCADA system. Your site
is a target.

Design your pages and tag structures with security in mind.

You can save a large amount of work, and greatly reduce the number of custom privileges
you will need by creating a well-organized set of roles and corresponding rule scopes.

Enforce strong passwords.

Use the available options to enforce strong passwords (minimum length, combination of
letters, numbers and other characters). Advise operators against re-using passwords for
multiple applications.

Whenever there is ever a security update for your version of VTScada, apply it as
soon as possible.

Typically, vulnerabilities are published a short time after a security update is distributed.
Hackers will immediately seek to exploit that vulnerability on sites that have failed to pro-
tect themselves by applying the update.

Protect your control objects with custom privileges so only designated operators
may use them.

This will limit the number of operators who will have access to controls and pages.
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Place operator controls on pop-up pages.

By placing controls on a pop-up page, you reduce the chances of an operator accidentally
issuing a control action. Also, because access to a pop-up page can be restricted using a
custom privilege, it is possible to restrict access to many output tags with one privilege on
one page rather than many privileges on many tags.

Use care when granting the Thin Client Access privilege and configuring a VTScada
Thin Client Server.

VTScada cannot secure the networks between the remote client and the server.

Thin clients transmit the user credentials (username and password) using Basic Authentic-
ation, which is a simple non-encrypted Base 64 encoding of "username:password", and
which is easily decoded by capturing network traffic.

It is essential that you use an X.509 certificate (commonly referred to as an SSL cer-
tificate™) to secure the communications from packet sniffing software connected to a local
machine or switch. Do not overlook the possibility that attacks might originate from within
your trusted network.

The use of a VPN is a reasonable second choice.
*Transport Layer Security (TLS) replaced Secure Socket Layer (SSL) security years ago.

If allowing Thin Client access, test the TLS connection using 3rd party tools, looking
for weak ciphers, etc.

Smaller sites that do not have a dedicated IT department may need to find a con-
tractor to help with this.

Do not grant privileges to the Logged Off account. (Exceptions may apply in rare cir-
cumstances.)

Do not grant unnecessary privileges to any account or role.

Configure the VAM to be hidden while the application runs to prevent access to the
various diagnostic utilities by unauthorized persons.

This action is recommended for all sites. Use the "Other" tab of the Edit Properties page of
the Application Configuration dialog to hide the VAM from all who do not have the required
privilege, while the application runs.

Secure the Source Debugger and other diagnostic applications
This step is urged for sites that may prefer not to hide the VAM.

Before running the Import File Changes tool in the VAM, review the list of changes
that will be imported using the Import/Export files tool of the Application Con-
figuration dialog.

Note that the Import/Export tool will not add new files to your application. For that, you
must use the File Manifest.

Consider running VTScada as a Windows™ service and using only thin clients to
access applications.

This option provides maximum control over the choice of account under which VTScada
runs, its permissions, and user-access to applications.
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Use Windows security techniques to prevent unauthorized persons from accessing
the VTScada program directory. Keep the workstations that are running VTScada in
a secure location.

All other security measures are in vain if someone can destroy your application by delet-
ing files or taking a hammer to the server.

Activate Security
To activate security, you must open the Accounts dialog and create an account having the Man-
ager privilege.
Open the Accounts Dialog:
Within the application:

Within an application, click on the Sign in button at the upper-right of the screen. After you
sign in, this button displays your user name instead of "Sign in". Click this to expand the
security menu.

The examples within this chapter use this method to access VTScada's security features.

04:55 PM Apr 28

. Signin

Figure 10-1 The Security Menu provides access to
security dialogs within the application

From the VTScada Application Manager (VAM)
Select the application and click on Properties.

In the Application Configuration dialog that opens, select the Security entry in the menu.

VT Application Configuration: New Application 1

¥ Edit Properties Review and Modify Security Settings

Manage your account, other accounts or the application’s security :

E. Edit Server Lists

Accounts
P Edit Security

Privileges
@ Languages Opticns

Figure 10-2 Security menu within the Application Configuration dialog
Within the Page Properties ribbon of the Idea Studio

Open the Idea Studio

Select the Page Properties ribbon

Expand the Page Security drop down and select Secure Application.
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Page Properties Format Format
= £ Thumbnail ~ = a ™)
0O B8 7 | = )
EI Bar Items
age Size Popup = Manage Values Page Tag Drrawn
itle Behavior = [ Scale Page ~ Security *| Types Context
Display Parameters Manage Privileges

Images | “J Shapes s | Manage orivileges

Ik dNdge Priviieges

? Secure Application

Figure 10-3 Security menu within the Page Properties ribbon

In all cases, you will be prompted for whether you want to activate security. Choosing Yes
allows you to proceed, but security is not activated until you have your first account with
the Manager privilege.

DO Ee A 5P My

_ Signin

VT Security Manager

This application is not secured.
Would you like to secure it now?

es _ Mo

Figure 10-4 The first step in securing an application

Create the first account:

After selecting Yes to proceed, the Account dialog will open. Use this to create a manager's
account, which you will then use each time you want to create or modify other user accounts.

You may configure the initial account with any username, password and privilege set that you
want, but if you remove the Manager privilege your application will not be secured. The priv-
ileges Administrator, Configure and Application Stop are also suggested (and initially con-
figured) for this account.

189 « Operation And Configuration



10 Secure Your Application

VT Accounts X
4 General
Users + |
Username
S Admin Sys Admin
4 Password
Password Confirm Password
SEERRERN SEERRERN
Password never expires [[]Force reset of password at next sign in
4 Advanced
[] Disable Account Alternate |dentification
- r. ﬁﬂ [] Use Default Sign Out Time Period Unavailable ® ..
No Automatic Sign Out
Roles + T 13 Minutes of Inactivity (0 - 720)
Configurer 4 Privileges o
Logged Off Roles
Operatar

[]Configurer Permits configuration of a VTScada Application
Superlser [[JOperator  Permits operation of a VTScada Application

[JSuperlser Permits complete cantrol of all aspects of VTScada

Additional Privileges Add

Manager :

Administrator

Application Stop
i} rﬁ - Configure

Manage

Figure 10-5 The Accounts dialog with an initial (example) manager's account

Use care when granting privileges. In general, it is safest to grant only the privileges that are
absolutely required.

Troubleshooting:

» The Apply button is not enabled. You cannot save the new account.
The account name is missing or matches an existing account.

The password is missing or has not been verified.
Ensure that you press Enter or Tab after typing each word.

 After creating the account, you see more (or fewer) dots than characters entered
for the password.
This is by design, to hide the number of characters in the password.

* You have forgotten a password.
A manager can reset an operator's password.

(_ caution: Do not forget the password for the manager account. )

To Deactivate Security

If an application does not have an active account with the Manager privilege, then it will return to
the unsecured state. All other accounts will remain but will not be required.
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Note: If your application uses Windows Authentication and does not have locally defined
accounts, then deselecting that option in the Administrative Settings dialog will deactivate
security.

You can return an application to the unsecured state by removing or deactivating all the
accounts that have the Manager privilege. Warning messages are displayed before the applic-
ation is unsecured. For example, if you delete the final account the following dialog will appear:

VT Delete Account >
You are deleting the last account with Manager privilege.

| This will unsecure the application.
Would you still like to continue?

ok | [T

Figure 10-6 Warning before the application is unsecured

Click OK to continue. The application will return to the unsecured state.

VT Security Manager ot

Your account has been deleted
| You have been logged off as a result
Please consult an Account Manager for more information

Close

Figure 10-7 Goodbye message

Reactivate security using the same steps that activate security. Existing accounts continue to
exist. The account you create to reactivate security must differ from any existing account.

Troubleshooting:

» | deactivated the manager account, but security is still enabled.
There is still at least one account having the manager privilege.

» After deactivating security, | cannot use the VTScada Internet or Mobile browser

client.
Remote access is allowed only to an application that is secured.

Accounts and Roles

Note: If your application uses Windows Security Integration, refer to implementation notes
in the topic: Windows Security Integration

Accounts

When security is enabled, everyone who uses the application must have an account. The
account is used to identify and authenticate the user, hold the list of granted privileges, and store
features that are unique to the user such as a custom automatic sign out period.
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Use care with special characters in account names and passwords. While valuable from a secur-
ity standpoint, some characters may cause problems with certain Alarm Notification devices.

Note: It has been reported that an @ symbol (and possibly others) in a password will not
work with the Twilio® interface.

01:41 PM Apr 29
Sys Admin

Sign out

Accounts

Privileges

Options

Figure 10-8 Reopen the Accounts Dialog (one of several ways)

Features of an account:

[ Tip: It's easier to work with one section of this dialog if you minimize the other sections. J

General section
Realm: Only if realm logins are enabled. Identifies the user's realm.
Username: Identifies the user.

Password section
Password: Used to authenticate the user.

Force Reset: When creating accounts for operators, it is standard to require that they
change their password on first sign-in.

Advanced section
Disable option: Prevent sign in without deleting that account.

Alternate ID: For installations that include the Alarm Notification System. The numeric
password they will use when signing in by phone.

Default sign out time period: Set between 0 and 720 minutes if the default time period
does not apply to this user. Zero means no automatic sign out.

Privileges section
Roles: The "job descriptions" that apply to the account.
Privileges: Additional rights specific to this one account.
Recommended practice is to assign privileges to roles, then assign roles to accounts.
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VT Accounts X
4 General
Users + |
Username
S Admin Sys Admin
4 Password
Password Confirm Password
SEERRERN SEERRERN
Password never expires [[]Force reset of password at next sign in
4 Advanced
[] Disable Account Alternate |dentification
- r. ﬁﬂ [] Use Default Sign Out Time Period Unavailable ® ..
No Automatic Sign Out
Roles + T 13 Minutes of Inactivity (0 - 720)
Configurer 4 Privileges o
Logged Off Roles
Operatar

[]Configurer Permits configuration of a VTScada Application

Superlser []Operator ~ Permits operation of a WTScada Application

[JSuperlser Permits complete cantrol of all aspects of VTScada

Additional Privileges Add
Manager :

. " Manage
Administrator H
Application Stop :

i} lh a [] Configure

Figure 10-9 A sample Accounts dialog after the first account is created.

Caution: If security realms are enabled, managers who members of a realm can see only
those accounts and roles that are within the same realm.

If using security realms, it is important that you keep one manager account with no realm
membership.

Roles:

Similar to an account, but defines the privileges required by a job description rather than defining
an individual. Account management is greatly simplified by defining roles for tasks, then assign-
ing those roles to accounts. Changes made to a role are applied immediately to the accounts
that hold the role.

You can assign roles to other roles, and multiple roles to an account. Privileges are additive,
meaning that the account will gain all privileges defined in all assigned roles.

Itis not possible to sign into an application using a role.

To help you configure a new application, several roles are built in. These are examples, con-
taining sets of permissions for various possible job descriptions. While useful to help you start
your security configuration, you should plan to modify or remove the built-in roles and add your
own as required.
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Tip: For sites using Security Realms, you have the option of making roles at the root level )
visible to all realms. Doing so can greatly reduce the number of roles you need to create for
your various realms.

Otherwise, managers within a realm can see and assign only those roles that are part of
their realm.

4 (seneral
Realm Raole
[Mone] e Configurer
Description

Permits configuration of a VT5cada Application
[ ] Disable

f.f-'l.llm-.' selection within realmsi

4 Privileges

. J

Features of a role:

» Realm: Only if realm logins are enabled. Identifies the role's realm.

» Name: |dentifies the role. Roles have no other authentication information.

» Description: Contextual information about the role. May describe the role's inten-
ded use.

» Disable option: Immediately removes the privilege set from all accounts that have
this role, without needing to delete it. You cannot assign a disabled role to

accounts.
» List of assigned privileges and roles, and the tag or workstation scope that those
apply within.
Roles
& li 2a [ | Configurer Permits configuration of a VTScada Application
= []SuperUser Permits complete control of all aspects of VT5cada
Roles + T Additional Privileges

Configurer [w] Alarm Mute
Logged Off [+/] Alarm Silence
Operator Alarm Page Access
Superllser Reports Page Access

Histary Page Access

Page Mote Edit

Sites Page Access

Maps Page Access

Operator Notes Page Access
Alarm Acknowledge

Figure 10-10 Default privileges for the Operator role
The predefined roles:
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Privileges associated with the built-in example roles.

Role Privileges allow...

Logged Off Nothing. Logged Off is a special role, defining the privileges in effect when nobody is

signed in. You cannot assign this role to accounts and cannot delete or rename it. You
can grant privileges to this role, such as the ability to view the alarm page, but be very

careful.
Operator Acknowledge and mute alarms. View all of the VTScada system pages.

Create and edit page notes.
Configurer Operator plus all privileges required to create and configure an application
SuperUser Configurer plus security configuration privileges. All VTScada privileges except Thin

Client Access, Remote Data Access, and Modify Types, which must be granted expli-
citly.

Exercise 10-1 Activate security and create accounts

You will create two accounts: one with the SuperUser role for yourself and one with a more lim-
ited set of privileges for an operator.

BN =

© N

10.

11.

12.
13.

14.
15.
16.

Click, Sign in

Click Yes, when prompted to secure the application.

Enter your name as the Account Name

Enter and confirm a password.

For the sake of the exercise, make it simple like abc. Passwords are case-sens-
itive. Do not forget your password!

Resist the temptation to select SuperUser in the list of available roles.

Do not select.

Select, Apply.

The Accounts dialog will close. You must now sign in for the first time.

Signin.

Try to navigate to any of the default VTScada pages.

Having the privileges, Manager and Administrator does not give you any rights to
operate the application.

. Reopen the Accounts dialog by clicking your name, then Accounts.

Your account should be selected because it is the only account so far.

Expand the Advanced section.

This exercise doesn't ask you to make any changes here, but we draw your atten-
tion to the minutes of activity before an automatic sign-out.

Minimize the Advanced section and ensure that the Privileges section is expan-
ded.

Click to add a check beside the SuperUser Role.

Remove the four additional privileges, Manager, Administrator, Application Stop
and Configure.

You have these by virtue of being a SuperUser. Having a privilege twice just
makes configuration complicated.

Click, Apply.

Click the Plus button at the top of the list of Users.

Enter "NorthOperator" as the account name.

195 .

Operation And Configuration



10 Secure Your Application

17. Enter and confirm a password for NorthOperator.

18. Click, Apply.

19. Grant the Operator role to NorthOperator.

20. Apply, close the dialog and sign out.

21. Signin as NorthOperator.

22. Experiment with operational and configuration controls in the application to see
what is possible for the Operator role.

Exercise 10-2 Add a role

* Before starting, ensure that you are signed in with your own account and not NorthOperator.

The SuperUser role does not grant every possible privilege. But you'll need the missing priv-
ileges in coming exercises.

Rather than develop bad habits by adding every possible privilege to one role, you'll create a
new role with the missing privileges and use that.

1. Open the Accounts dialog.

2. Select the Add New Role tool.

(+ sign button above the list of roles)

Name the role, Course Privileges

Describeitas Extra privileges required for training

Grant the Super User role to this role.

Select the Add button to the right of the (empty) list of additional privileges.

Select all the missing privileges:

(You should never do that in a real application!)

. Select OK to close the Add Privileges dialog.

Deselect the Super User role. (Don't delete it!)

It was added to Course Privileges only long enough to be able to select the miss-

ing privileges for the purposes of the course.)

10. Select Apply.
That Apply is an important step. Until you save the new role by applying it, you
cannot assign it to any of the accounts.

11. Select your account.

12. Add the Course Privileges role to your account.

13. Select Apply.

NoO Ok

© ®

Protect Pages and Output Tags

With one exception, Control Outputs(*), the general privileges protect only what is built into
VTScada, not anything that you create. You must create custom privileges to protect what you
build.

(*) The general privilege, Control Outputs, is applied to every tag by default, but is not
shown in any tag's Properties dialog. If a tag is not otherwise protected by a custom priv-
ilege of your creation, then it is protected by Control Outputs instead (not both). Output
tags cannot be configured to have no protection.

These privileges are referred to as "custom privileges" because they are always custom-built for
an application. (In earlier versions, they were known as "application privileges")
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A custom privilege applied to an output tag will prevent an unauthorized user from operating the
associated controls, but still allow them to see the tag. A custom privilege applied to a page will
prevent an unauthorized user from opening the page, thereby hiding its contents from view.

Tip: As a suggestion, ensure that the start page for your application is one that may be
viewed freely when no-one is signed in.

Users with the Administrator privilege can create custom privileges within the Privileges dialog.
You can also use this dialog to suppress general privileges so that they cannot be seen in the
Accounts dialog, thus preventing anyone (including yourself) from granting that privilege to an
account or role while it is suppressed.

You can create hundreds of privileges if necessary. But, before creating large numbers of priv-
ileges, you should consider whether rules that limit a privilege by scope or workstation might
help you keep the number to a manageable level.

For programmers: Every general privileges has a negative index number starting at -1. User priv-
ileges have an positive index number, starting at 16. The index number can be seen in the Priv-
ileges dialog, available from the security menu.

Only users who possess the Administrator privilege can add new privileges.

02:21 PM Jun 7
Andrew

Sign out

Accounts

Privileges

Options

197 » Operation And Configuration



10 Secure Your Application

Acco

VT Privileges *
General Privileges Custom Privileges
Administration G Mew Privilege

Administrator (-4)
Configure (0)

Account Control %

Manager (-3) A

arm Operations

Alarm Acknowledge (-8)

Alarm Disable (-5)

Alarm Mute (-24) W

Show Privilege Numbers

on

Mew Section Mew Privilege L A

Apply Close

Figure 10-11 Section of the Privileges dialog with numbers shown.
For instructions to suppress general privileges, see Suppress or Reveal Privileges

Exercise 10-3 Add new privileges

If the currently signed-in user account is not yours, sign out, then sign in as yourself. Both the
Idea Studio and the Tag Browser should be closed.

1.
2.

3.
4.
5.

6.
7

Select your username to open the menu.

Select Privileges.

The Privileges dialog opens.

Select New Privilege.

A new privilege with a default name will be added to the list.
Change the name of that privilege to Pump Operation
Press <enter> after typing.

Add a second privilege named Pump Page

Select Apply.

Select Close.

Now your application has custom privileges. But they don't protect anything until applied to tags
or pages. You'll do that in the next set of steps:

COXNOORWN=

—

Open the Tag Browser

Navigate to display all the tags below Station 1, Pump 1.

Open the properties of the pump control Selector Switch tag, Pump Control.
Select the Merit tab.

In the Privilege drop-down, select Pump Operation.

Select OK to save and close.

Open the properties of Speed Set (assuming that you created that tag).
Open the I/0 tab.

In the Privilege drop-down, select Pump Operation.

Select OK to save and close.
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The pump's controls are now protected. Go ahead and try to operate it. You'll get a message
telling you that you don't have the Pump Operation privilege. But maybe you want to block unau-
thorized users from even monitoring the pump, not just operating it.

ok wn=

© N

Close the Tag Browser if it is open.

Open the Idea Studio.

Open the Pump Controls page within the Idea Studio.

Select the Page Properties ribbon.

Expand the Page Security tool.

Select the Pump Page privilege.

The page immediately vanishes. Your account doesn't have the privilege required
to view or edit it.

Close the Idea Studio.

. The page cannot be seen or opened by anyone who does not have the Pump

Page privilege.

In the final set of steps, you'll grant that privilege to the operator. You could grant the privilege
directly, but that's regarded as poor practice. Instead, you'll take a few extra steps to do the job

well.

RN =

© N o

9.
10.
11.

Open the Accounts Dialog.

Select the Add New Role button. (A plus sign above the list).

Name the new role Northern Operation

Set the descriptionto View and operate pumps

Select the Add button beside Additional Privileges.

The Add Privileges dialog opens.

Select both the Pump Operation privilege and the Pump Page privilege.
Select OK to close the Add Privileges dialog.

. Select the Apply button in the Accounts dialog.

The Northern Operation role was temporary until that last step.
You could not use it before applying the changes that created it.
Select the NorthOperator account.

Add the role you just created to that account's list of roles.
Repeat for your own account.

Privileges are not granted automatically to any user account, including your own.

New section

Create named dividers within your list of custom privileges. This can be helpful for organizing
privileges by purpose so that they are easier to find. The structure you create will also be used in
the Add Privileges dialog when granting privileges to accounts or roles.

Privileges and sections can be reorganized using the up / down arrows at the bottom right of the

list.

Sections can be indented so that they appear as sub-sections, using the left/ right arrows

on the selected section.
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Custom Privileges

Cutput Controls |
Filtration System Control (16)

Page Access -
Filtration Cwerview (17)

Figure 10-12 Two custom privileges, each in its own section.

Rename or delete privileges

You can rename a custom privilege by double-clicking on it within the Privileges dialog (or by
selecting it and clicking the pencil icon) to open the editing field, then typing over the old name.
Because applications privileges are tied to tags, pages and accounts by an identifying number,
changing the name has no other effect.

There is no delete button for the list of privileges. If one becomes obsolete, rename it and use it
for a new purpose, or rename it to "unused".

Troubleshooting:

« Difficulty entering the new privilege name.
Ensure that you click within the name entry field before starting to type, and press
<Enter> or <tab> after typing the name.

Rules for Privilege Scope

A"rule" is defined as a limit placed on a privilege. The operator may have the privilege of oper-
ating a pump, but only pumps under one context (station or site) within the Tag Browser. Or, only
when signed-in at a certain workstation.

Tag Scope Rules

Security rules are especially useful when you have organized your tags into parent-child hier-
archies that group similar parts of the application together. For example, a city utility may have
grouped all of the tags for the eastern half of the city under one Context tag named
EasternZone. All of the tags for the western side are grouped under a Context tag named
WesternZone. For operators who work in the EasternZone, you can restrict tag-related priv-
ileges within their job description role to apply only to tags in that zone, even though all tags are
protected by a single privilege.
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VT Accounts X
Users +| |
Andrew Role
Kelly* Eastern Zone Operations
Description
Control Eastern systems
[] Disable
4 Privileges 7
Roles
= [] Configurer Permits configuration of a VT5cada Application
il rn 2 g 9 PP
-
Operator Permits operation of a VT5cada Application
Roles A
+ ¥ [JSuperUser Permits complete control of all aspects of VT5cada
Configurer []Western Zone Operations  Control Western systems
Eastern Zone Operations™
Logged Off Add
Operator [m] Filtration Control
SuperUser Manage
Western Zone Operations Filtration Menitoring

Figure 10-13 Detail from the Accounts dialog, showing with one privilege subject to tag scope rule.
The square in the selection box of Filtration Control indicates that it is limited by a rule.

The example in the previous figure shows an example "Eastern Zone Operations" role. The role
contains two custom privileges, Filtration Control and Filtration Monitoring. Filtration control is
meant to be applied to I/O tags and is therefore limited by a scope rule to tags in the Eastern
Zone context. (Examples follow, showing how the rule is applied.) The custom privilege, Filtra-
tion Monitoring, is meant to be applied to pages and therefore is not limited by a tag-scope rule.

Use the Manage Rules dialog (following figure) both to add and to remove rules. Removing the
privilege (then re-adding it) is an inefficient way to remove rules.

Caution: Apply tag-based rules only to custom privileges or to the tag-related general priv-
ileges, Questionable and Manual Data. Limiting a general privilege such as Alarm Page
Access to a tag is the same as denying the privilege.

Steps to apply rule-scope:

1. Find the privilege in the list of Additional Privileges.
If the privilege has not been granted to the account or role, add it. (Assign Priv-

ileges)
2. Expand the menu for that privilege as shown:
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Additional Privileges Add
[+] Filtration Contral EI}) Manage
Filtratinm hdnmitorime .
VT Manage Rules for "Filtration Control” 4"—‘-—‘-—-—_ ~—~ x
The privilege will apply:
Mo restrictions -
Ok Cancel

Figure 10-14 Step 1 of adding a rule to a privilege.
3. Inthe Manage Rules dialog, click the plus button to open the New Rule dialog.

VT
The privilege will apply: VT New Rule w
i “_'_‘———_ 18
Mo restrictions @
Tag Scope =
All Tags x 9
Woaorkstation Scope
Al Workstations HET I
Ok, Cancel K Cancel

Figure 10-15 Use the New Rule dialog for both Tag Scope rules and Workstation Scope.

In the New Rule dialog, use the Tag Selection button to open the Tag Browser.
Select the tag (or better, the parent context) for which the rule is to apply.
Optionally, select more tags for which the rule should apply.

Click OK through all dialog boxes to exit.

Click Apply in the Accounts dialog to save your work.

The square instead of a check mark indicates that the privilege is granted con-
ditionally.

©ONo O~

Workstation Rules

You can also create a rule such that the privilege is valid only when the user is signed inon a
named workstation. For example, if you have created a Manager account, with permissions to
modify user accounts, you may wish to restrict that privilege so that it may only be used ata
given workstation. Even if someone were to guess the manager's password, they would not be
able to modify accounts unless they were also at that person's workstation.

[ Caution: Take care that the workstation you select is or will be available. Don't lock your- ]
self out!

Workstation rules are not intended for use with Internet or Mobile client connections. It is not pos-
sible to determine the name of the remote device. The rule scope will apply to the VTScada Thin
Client Server, affecting all connections.
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The steps to apply a workstation rule to a privilege are the same as those to apply a tag scope
rule, excepting only that you will choose one or more workstations instead of one or more tags.

Exercise 10-4 Custom privileges and scope-limited rules

This assumes that you have two pumps, as created in an earlier exercise.

If not,

1.
2.
3.

4.

do the following. Otherwise, skip to the next set of instructions.

In the Tag Browser, navigate to Pump 1.

Right-click on Pump 1 and select Copy from the menu.

Right click on the parent driver tag (PLC1) and select Paste as Child from the
menu.

In the warning dialog that appears, change the name from "Pump 1" to "Pump 2"
and press tab or enter.

Click OK to save.

The 1/0 addresses are the same, but that doesn't matter for the sake of this exer-
cise on security privileges.

Open the Idea Studio to the Pump Controls page.

Copy and paste the widgets for the HOA switch and the Speed Set, then link the
new instances to the tags under Pump 2.

In the first set of steps, you will ensure that both pumps are protected by the same privilege,
Pump Operation.

1.
2.
3.

©oNO O

Open the Tag Browser.

Expand the tag tree until you can view the child tags of Pump 2.

Assign the Pump Operation privilege to both the selector switch and the speed
control tags.

Close the Tag Browser.

Confirm that you can start and stop both pumps.

Sign out.

Sign in as your operator.

Confirm that you can operate Pump 1 but not Pump 2.

Next you will apply a rule scope to the Pump Operation privilege.

1.
2.
3.

4.

Open the Accounts dialog.

Select the Northern Operation role in the list of roles.

In the list of Additional Privileges for that role, identify the Pump Operation priv-
ilege.

Expand the triple-dot menu to the right of that privilege.

The Manage Rules dialog opens.

. Select the New Rule tool.

(The button labeled with a + sign.)

The New Rule dialog opens.

Select the Tag Browser button beside Tag Scope / All Tags.
An instance of the Tag Browser opens.

Navigate to find and select Pump 1.

The Tag Browser closes.

Select OK.
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The final step is to test the rule.

Continuing to work in the Accounts dialog, select your user account.
Ensure that it has been granted the Northern Operation role.

Select the NorthOperator account

Ensure that it has been granted the Northern Operation role.

Apply your changes.

Close the Accounts dialog.

. Try operating each pump. You should be able to operate Pump 1 but not Pump 2.
us Exercise:

NoOaRWN =

Bo

>

Copy the Northern Operation role to a new role called Western Operation.

In the Western Operation role, change the rule limiting the scope of Pump Oper-

ation from Pump 1 to Pump 2.

3. Apply your changes.

4. Configure your users such that one has the Northern Operation Role but not the
Western and another user has roles Western... but not Northern...

5. Signing in as each user in turn, ensure that your ability to operate pumps is as
expected.

6. If not, then either the tag is not protected as you expected, or the operator has

more privileges than you expected. Look carefully to discover which case applies.

N —
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11 Alarms

Alarms warn when the monitored system is not functioning properly.

The VTScada alarm system does much more than just notify operators when a pump has
stopped running, or a well level is low. The system also stores a record of every operational and
security event that occurs in the system. To differentiate between the two, the word alarm refers
to situations that require an operator's action to prevent damage to life or property. The word
event refers to a record of something that did not require an operator's attention.

VTScada has an optional Alarm Notification System that can be configured to contact des-
ignated remote operators by voice, pager, SMS text, or email if alarms are left unacknowledged
for a defined period of time.

Important Alarm Terms
Active / Active Alarm

The trigger for the alarm has reached or is past the setpoint. For digitals, the tag's value is
in the state that triggers the alarm.

Normal / Normalize

After triggering an alarm, the tag's value returns to a normal operating condition. The
alarm remains "Current" and must still be acknowledged.

Inactive

There is no such thing as an "Inactive" alarm. The opposite of "Active" is "Normal".
That said, alarms can be shelved by operators or disabled by developers.
Current

Any alarm that is either Active or Unacknowledged.
(But not Shelved or Disabled.)

Trip / Trip Alarm

Seldom used and applies only to alarms triggered by a digital tag's state. Removes con-
sideration of Active or Normalized. A Trip alarm is not included in the list of Active alarms,
but itis Current and must be Acknowledged. (Remember, there is no such thing as an
"inactive" alarm.)

Shelved

Used by busy operators to hide (temporarily) unacknowledged alarms that are less urgent
while dealing with more important tasks.

Disabled

Used by developers to "switch off" an alarm trigger (and any current alarms from that trig-
ger) rather than delete it entirely.

Suppressed

Alarm suppression is applied and removed automatically via a configured expression or
tag reference. For example, if a "Low Flow" alarm is configured to detect a low flow rate,
but the alarm is meaningless if the pump isn't running, then this alarm should be sup-
pressed when the "Pump Running" tag is FALSE."
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Alarm Databases and Tag Hierarchies

Depending on the size and complexity of your application, there can be benefits from creating
extra Alarm Databases. Do so if any of the following apply but avoid creating extra databases if
they are not needed.

» Security across realms.
Realm filtering can be applied so that an operator can be restricted to see only the
alarms from a single alarm database (or set of databases). All other databases
could be hidden from this operator.
Note that it is not a requirement that you create multiple alarm databases to use
realm filtering.

e Management of alarms.
If operators in different roles or locations are required to look after a certain subset
of alarms, those alarms could be kept in a separate database so that no filtering is
required in the alarm list beyond the selection of which database's alarms to show.

» Efficiency.
It can be slow to filter alarm history if there are millions of alarm records in a data-
base. If the alarms are distributed between multiple databases then each will be
smaller, thus making it faster to filter alarm history.

e Management of large, widely distributed systems.
If two or more plants are part of the same application, and those plants are sep-
arated by a slow network link, then you can improve local performance by setting
up an Historian-AlarmDatabase pair for each plant, where each plant will be use
local server(s) for its primary server.
(We do not recommend creating additional Historians except in large or widely-dis-
tributed systems.)

Create Alarms

All alarms are configured within tags. For some, it is part of the tag's configuration. For example,
the 1/0 and Calculations tag, as well as several legacy types. For most other tag types, or to cre-
ate an expression that considers several factors to trigger an alarm, you must create an Alarm
tag.

Built-in alarm configuration is always the easiest to configure and in most cases all that you
would need. The separate Alarm tag provides the most control over all aspects of alarm con-
figuration.

There are three main parts to alarm configuration:

Alarm ldentification

The tag's name, area and description are all important when configuring alarms. Names
because that uniquely identifies the source of the alarm. Area because that is often used to sort
and filter alarm lists. Also, Rosters for the VTScada Alarm Notification system are keyed to area.
And description, because (when available) this is how alarms are reported to operators.
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Alarm Trigger

An alarm on an analog tag is triggered by defining a high or low setpoint. When the value
reaches or passes the setpoint, the alarm triggers and is said to be in an active state. An alarm
on a digital tag is triggered by a given state, activating when the equipment enters that state,
whether On or Off, Running or Stopped.

The setpoint can be predefined in the alarm, but it is always possible to configure operator or
automatic control over the setpoint.

You might need to avoid nuisance alarms. Use either or both of:

» Deadband - allows you to specify a range, within which the alarm will remain active
if the triggering value retreats from the setpoint.
The purpose of this feature is to prevent system noise from repeatedly triggering
alarms or cluttering the record with repeating events. For example, a high alarm
with a setpoint of 80 and a deadband of 2 will trigger when the value reaches 80,
and remain in the active state so long as the value is above 78. Without the dead-
band, if the value hovered above and below 80, then each time it crossed the set-
point a new "active" or "normalized" record would be recorded.

» Delay - allows you to ignore a brief spike in value.
If you set an "on" delay, measured in seconds, the value must remain at or beyond
the setpoint for that length of time before an alarm is triggered.
An "off" delay is the reverse, used to prevent the alarm from returning to the nor-
mal state if the trigger briefly drops below the high setpoint or rises above the low
setpoint.
For alarms built into other tags, the only available delay is "On". Create a separate
Alarm tag if you need an "Off" delay.

Alarm Priority and Action

For alarms built into tags, setting the priority is the step that creates the alarm. While the priority
is set to "None", the alarm does not exist.

High High Alarm

Pricrity Setpoint Delay
Mone ~( |99 2
High Alarm

Pricrity Setpoint Delay
{1] Critical Fv| |90 0

Figure 11-1 This tag has a High Alarm. It does not have a High High alarm.

Tip: Some developers, working under the idea of "just in case we need it later" have set
alarm priorities but also selected the "disabled" option in the advanced mode. It is far
easier on system resources to simply leave the priority as None until the alarm is needed.

Stand-alone Alarm tags do not have a "None" priority. They exist when you create them.
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There are five priorities defined by five Alarm Priority tags, which are included in every VTScada

appli

cation. These control how the alarm looks and sounds (the "actions"). Using the advanced

mode of a built-in alarm, or the Actions tab of an Alarm tag, you can override the some of the
default actions from the priority and can add others such as enabling pop-ups or rearming.

MIN

P

ew Alarm Properties x
|

D Trigger Actions Display
|

riority

E[

1] Critical D |:|Tr|'p []&larm Disable

5

[C] Alarm Rearm Enable Popup Enable
Suppress

¥

Mo Expression Entered x [

® Expression Tag

Alarm Rearm Time (s)

3600

Lonstant Expression g

ound

Alarm Database

*AlarmDatabase X G

oK Cancel Apply

Figure 11-2 Alarm tag - Actions tab

Feat

ures here include:

The ability to disable an alarm.

The ability to set a rule that will suppress the alarm.

A rearm time. When enabled, the alarm will return to the unacknowledged state
after a given length of time if the triggering condition remains active.

Trip — For digital triggers only.

The name of a .WAV file may be provided in the sound field if you would like a cus-
tomized alarm sound such as phasers firing or a warning of a warp core breach.
(The file should be located in the application folder.)

Level alarms versus trip alarms:

Level” alarms

Alarms that become active when a setpoint value is reached, and return to a non-active
state if the value being monitored is no longer past the designated setpoint.

For example, if the alarm’s high level setpoint is 100 inches, the alarm will activate when
the tank reaches that level. If the level then drops below 100 (plus optional deadband), the
alarm will return to a normal state. (Although, it must still be acknowledged).

Trip" alarms

Trip alarms do not have an active or inactive state. Something occurs to trip the alarm and
that is all the information that matters.
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If you shelve a trip alarm, then the act of unshelving it is taken to be equivalent to acknow-
ledging it, whether you manually unshelve the trip alarm, or allow the shelving time to
expire.

They are usually added to digital tags, especially those that read fault status from the
PLC. Trip alarms do sound and must be acknowledged. They are alarms.

The term "active" can be confusing. The thing to remember is that it refers to the
cause of the alarm, not to the alarm itself, even though you are likely to hear people
use the term "active alarm". By that, they mean an alarm whose cause has not
returned to a normal operating condition.

There may be situations where the state of the system is not relevant after the alarm
starts. All that you care about is that something rang the alarm. This is when you
would configure the alarm as a trip alarm. A trip alarm is just as much an alarm as
any other, but it will never be included in the list of "active alarms”. A classic
example is a burglar alarm where the alarm is triggered when the door opens.
Nobody cares whether the burglar had the good manners to close the door after
entering. The burglar alarm is not in the "active" list but it is still very "current" and
there are lots of flashing lights and sirens.

Trip alarms are triggered only by digital I/O (or the equivalent). But there is no
requirement that every alarm triggered by a digital value must be configured as a
trip alarm.

Configure Alarms Within Tags

The following steps describe the general process to configure a built-in alarm within a tag. The
available options are similar to those found in an Alarm tag but filtered as appropriate for digital
or analog modes.

Tip: The Alarms tab of an I/O tag configured as an Analog or Discrete type has both a
basic and an advanced mode. Refer to I/O and Calculations tag: Alarms tab (Basic analog
type) for relevant details.

Exercise 11-1 Enable an alarm in an analog I/O tag

Analog I/0O and Calculation tags can have up to four built-in alarms. You can use Alarm Tags
(usually as child tags) if you require more alarm conditions or more options for configuration.

In this exercise you will modify the I/O tag monitoring the system'’s level to trigger a critical alarm
when the value rises above 80 in.

Preparation: The Station 1 page should be open. Both the Idea Studio and the Tag Browser
should be closed.

You should decrease the audio volume of your workstation's speakers before proceeding.

1. Right-click on a widget that shows the fluid level.

A context menu should open.

Select Alarm Settings.

Configure the alarm as shown in the following figure.

wn
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MT /0 and Calculations (Station T\CommChannel\Level) Properties -- Alarm Settings
High High Alarm

Priority Setpoint Delay
Mone ~ | | 100 0

High Alarm

Pricrity Setpoint Delay
[1] Critical ~ | | 80 0

Figure 11-3 Alarm configuration

4. Select OK.
To trigger the alarm, you could switch the pump to OFF and wait for the water level to rise
above 80 in. But, don't do that yet. First, you will create an alarm on a Digital I/O tag.

Exercise 11-2 Configure a trip alarm

The PLC was programmed to activate a fault condition if the pump runs for 10 seconds while
the tank is empty. It will clear the fault when the pump is switched to OFF for a few seconds.

The pump fault status is available on register 00007 of the (simulated) PLC. In this exercise,
you'll create a tag to monitor that address and trigger a trip alarm when a fault occurs.

1. Create an I/O and Calculations tag as a child of Pump 1. The first few properties
are given in the following table:

Tag Point Description Data Type Read Address
Fault Pump fault status Digital 7
2. Open the Alarms tab of the properties dialog.
3. Note that in the Alarm drop-down, only "State Alarm" is available.
4. For the priority, select [2] High
5. The state value should be 1.
This tells the alarm to trigger when the tag reads a 1 or "On" from the address.
6. Selectthe Trip Alarm option.
This is not typical. You are using Trip here only for the sake of seeing how it
works.

7. Click OK to finish.
8. Close the Tag Browser
9. Run the pump by setting the HOA switch on the Pump Control page to "Hand".

The tank must be empty for up to 10 seconds before the fault occurs. After the fault does hap-
pen, the level will rise, eventually filling past the setpoint for the high level alarm.

To reset the pump and clear the fault, switch the HOA control to OFF. Doing so does not stop
the alarm.
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If you created Pump 2 in an earlier exercise, add the fault alarm to that pump as well. The
address will be 27.

The Alarm Page

Every VTScada application has an Alarm Page, where you can view alarms, events and Alarm
Manager transactions. What operators can do with that page depends on the security privileges
granted to their account.

In addition to the standard Alarm Page, many developers create a customized Alarm List on vari-
ous pages. These lists can have some or all of the features of the one found on the Alarm Page
and may be filtered to match the other contents of the page.

[ Caution: If you have applied Global Tag & Area Filtering, you will see only alarms that
pass the filter. A warning is provided, as shown.

Global Filter is Applied
Date =~ Status Area Marne
Time Ack Description
2020-02-26 Alarm Morthern Zoneh\Site 3\Md2001\Lvl 001
2 Morthwest
13:51:40 Ack . Backup station Level 1 HIGH
- J
Key Terms:

Alarm:

A notification that an operating condition has exceeded a design limitation. An operator
must take action to acknowledge the alarm and to fix the problem. The priority of the alarm
indicates the urgency of action.

Event:

A record that something has occurred. No acknowledgment or action is required. An event
is recorded for every time that you sign in, sign out, and send a control action to equip-
ment using the SCADA system. Other events may have been created for your application.

Transaction:

Any entry in the alarm or event database. Includes configuration and state changes as
well as alarms and events. A single alarm may have many transactions as it activates, is
acknowledged, then returns to normal as correct operating conditions are restored.

Applications can be configured so that when an alarm occurs, a page showing the matching tag
will open automatically. In effect, the Go To Page feature of the alarm list can be made to hap-
pen automatically after short delay.

Open the alarm page

Open the Alarm page by clicking the alarm

icon at the top of the screen, or through the

k. menu system. A right-click on any menu link

will open the page as a secondary or pop-up
window. Other navigation tools can be con-

10:47 AM May 25

figured.
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You can choose to view alarms from all databases, or from only one at a time.

Alarms are grouped into Details, Plots & Choose which alarms Silence or Mute
databases for storage. Properties to include in the list alarm sounds
Acknowlege, Shelve & Select the time frame to Change the list's
Add Notes view in the History list appearance
d Al _ P P ’ a ‘ =28 PM Mar 18
Scaaa arm Page 2O E = A [ sgnm ]
- vwveEme W v ENE YVYeR AS
Database Alarm Actions Reports B Analysis History Filtering
History Active Unacked Current Shelved Disabled Suppressed Configured pel x
Date ~ Status Area Mame Value Setpoint
Time Ack Description

> hep

2016-03-18 E Alarm Zone 1 Local TCP Port\PLCSim\Tank 1\Tank Level 92
160625 A Monitor tank level HIGH eEnCuiSdos %
Shelve
Add Note
Show Details
Showing the stacked version of the alarm list . ) / Plot
Colors indicate status and priority. Right-click menu, Go to Page
bines tools from 9
Sort by {nearly) any column com ) )
Alarm Actions & Analysis Go to Page (Popup)
Properties

Current: 3 records

Figure 11-4 Highlights from the VTScada Alarm page. Appearance may vary.

[ Note: Alarm lists can be configured. Yours may not match this image. ]

The list can be filtered and sorted as needed. Alarms may be acknowledged using the buttons in
the Alarm Actions section of the ribbon, but in most cases, it will be easier to use the button
provided within the list for each alarm. A right-click on any alarm opens a context menu of con-
trols. In particular, you may find the Plot and the Go To Page entries to be especially useful.

Alarm actions

The following actions are available to deal with alarms. Note that "Suppress" is not included
here. Alarms are suppressed when a configured expression is TRUE and unsuppressed when
that expression is FALSE.

Ack All | Acknowledge All — provides a convenient way to acknowledge all the unacknowledged
alarms shown in the list. Note that a variety of filtering tools are available to help you restrict
that list before acknowledging all.

You should note that marking an alarm as acknowledged does not deal with the underlying
cause of the alarm: it is simply for the sake of recording that an operator is aware of the alarm.

Ack Acknowledge the selected alarm. You must first select an alarm from the display before
attempting to acknowledge it.

Shelve |Shelvingis a technique to deal with nuisance alarms. That is, any alarm that would be ignored
anyway. This is most often a side-effect of current maintenance operations in the system, but
may also indicate a misconfigured alarm.

If you are inclined to argue that the alarm should exist for the sake of the historical record,
even if the operator cannot do anything about it, then perhaps an event would be more appro-
priate than an alarm.
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Note Opens the Alarms notebook, allowing the operator to create a note that will be permanently
attached to the selected alarm transaction.

Plot Opens the Historical Data Viewer, showing the recent trend graph of the tag's value.

Goto If the tag causing the alarm is drawn on a page, that will be opened. If it is drawn on several
page pages, you will be given a choice. If not drawn on a page, an automatically-created one will be
shown.

Change font sizes

Choose between five sizes of font for text used in the list and the column labels. Sizes
range from small to extra large where each size is two points larger than the last.

Alarm Reports

The list is the report. Sort and filter as needed to display the alarm record that you want to
include in your report. Then either print or copy the list to the Windows clipboard for use else-
where.

Copy the list:

The right-click menu will not show the option, "Copy", but this tool is available. Use the keyboard
combination, Ctrl+C to copy the entire contents of the displayed list, then paste that information
into a spreadsheet.

Note: All lists are limited to 1000 records, as configured using the property, AlarmPageHis
toryRecordLimit.

If there are more records, a Load More button will be available. You can load successive
groups of alarms up to the maximum of 100,000 (set by AlarmPageHistoryHardLimit).

List Options for Alarms

Eight lists are available to the Alarm Page and custom Alarm Lists.

T T ELEIL Yt

Database Alarm Actions Reports & Analysis History Filtering

History Active Unacked Current Shelved Disabled Suppressed Configured

Figure 11-5 Alarm list selection

If you resize your display so that there isn't enough room for all of the options, a set of scroll but-
tons will be added.

<> History Active Unacked Current  Shelved
'\ Scroll buttons

By default, shelved alarms are excluded from all lists except the one where they are the only
type of alarm shown. Use the button shown here to include or exclude shelved alarms in your
lists.
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YW % B Wn

Filtering
Click to show or
hide shelved alarms

Database selection

All v
All
‘Systemn Alarm DB
Systern Event DB

All VTScada applications will have at least two alarm databases:
System Alarm DB and System Events DB.

» The System Events DB holds VTScada events including operator-actions such as
signing in and operating a control. The only list where you can see these is the His-
tory list.

» All alarms that you create, even those marked as "events" are stored in the Sys-

tem Alarm DB or other alarm databases that you might create.
When viewing history, you may wish to filter out events and view only alarms. Use the droplist as
shown to do so.

If you have created your own alarm databases, an advanced configuration technique is to create
named groups of databases, allowing you to use this tool to view a predefined selection rather
than a choice between one or all. (Alarm Database Groups)

The lists:
History

All the alarm and event transactions that have been recorded. Note that one alarm may
have several transactions, such as activation, return to normal state, acknowledgment,
shelving, unshelving, reconfiguration, and more.

Active

Displays all alarms that are active, meaning that the triggering condition is still in effect. An
acknowledged alarm is still active while the level remains too high or too low. "Active" tells
you about the state of the system.

Alarms that are configured as "Trip" are never shown in the Active list. The continuing
state of the system is not relevant information for Trip alarms.

Unack

Unacknowledged alarms are simply those that an operator has not yet acknowledged.
(This is where you will see your Trip alarms.)

Alarms remain in this list until acknowledged. If conditions normalize (the alarmis no
longer "active"), it remains in this list. (Alarms that normalize while shelved are a special
case.)

Current:

A combination of active and unacknowledged lists. All alarms that are active or unac-
knowledged (or both) are considered "current”. Excludes shelved alarms unless you
choose to include them.
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Shelved

Authorized operators may choose to shelve current alarms that are a distraction from
more immediate priorities. The term suggests "put on a shelf to be dealt with later".
Shelved alarms are removed from the Active, Unacked and Current lists, therefore it is
helpful to have a list that shows all that are flagged as "shelved". But note that those other
lists give you the option to include shelved alarms in the display.

Disabled

Developers can choose to disable alarms that should not be triggered. For example, while
a system is offline for maintenance or other reasons.

An alarm is set to be ‘disabled’ as an option of its tag configuration. This display gives you
a list of all alarms that are currently disabled, and which therefore cannot be expected to
alert you to possible problems. Excludes shelved alarms unless you choose to include
them.

Suppressed

Developers can choose to configure a rule that will suppress alarms that should not be
triggered. For example, while equipment is not running or when an authorized user sig-
nals that alarms should be suppressed.

An alarm is set to be 'suppressed' as the result of an event. This display gives you a list of
all alarms that are currently suppressed, and which therefore cannot be expected to alert
you to possible problems. Excludes shelved alarms unless you choose to include them.

Configured

Provides a complete list of all alarms and events that exist in an application, showing their
current status and configured properties. Excludes shelved alarms unless you choose to
include them.

The span of time shown in the history will be limited to your selection of one of the fol-
lowing Range Limits: 1 day, 10 days, 30 days, 90 days. The purpose is minimize the time
required to refresh the list.

View older items by using the calendar control (Date Selection in the following image) to
select any date you wish. But, for whatever date you are viewing, no more than 90 days
worth of records will be shown in the list.

Note: All lists are limited to 1000 records, as configured using the property, AlarmPageHis
toryRecordLimit.

If there are more records, a Load More button will be available. You can load successive
groups of alarms up to the maximum of 100,000 (set by AlarmPageHistoryHardLimit).

Alarm Page

n - Y%
History Filter

Pause Range Limit
Date Selection

Figure 11-6 Tools for the History display.
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The pause button will activate automatically when you use the date selection calendar to
view older alarm events.

N ET TR
History March 2014 Histq Show the last 10 days of history (fastest)
Su Mo Tu We Th Fr Sa Show the last 30 days of history
1 Show the last 90 days of history (slowest)

2 34,5 6 7 8

9 10 11 12 13 14 15
18 |17 18 19 20 21 22
23 24 25 26 27 2B 29

Figure 11-7 Date selection tools for the history list

Alarm List View and Fields
The columns that are included in any list will depend on:

» Which list you are viewing.
» The configuration of the Alarm Database to which the entries belong.
Several predefined list formats are available and can be associated with Alarm
Database tags or Alarm List widgets. They cannot be applied while viewing the
Alarm Page.
» Whether you have chosen to view the full set of possible columns.
You can change the alarm list background to your preference of black (nighttime) or white (day-
time). You may find that one or the other will cause less eyestrain.

If there are too many columns to fit on the screen, you can:

 Increase the row height. This tool will combine several sets of two adjacent
columns into one, stacking the information:

= |

Wiew
Row Height
selection tool

Standard display

Time Ack  Status  Area Name Description Value Setpoint Units
2015-12-21 10:56:29 [2] & Alarm  Zone1 Local TCP Porf\\Tank Level  Monitor tank level HIGH 90 90 %
Columns stacked after using the Row Height button

Date Status Area MName Value Setpoint
Time Ack Description
2015-12-21  [2] Alarm Zoneq  Lo¢@ TCP Port\PLCSIm\Tank 1\Tank Level 90 90
105629 A Manitor tank level HIGH % %

Ack

216« Operation And Configuration



11 Alarms

» Ensure that the text size is set to the smallest of the three possible options. Click
the toolbar button to cycle through the sizes.

e Decrease the number of columns shown. The tooltip shows which columns will be
hidden.

ow/Hide Extra Columns

Show or hide the value, setpoints, units and other extra columns

Sort and Filter the Alarm List

The History list is always and only sorted by date, with the newest entries at the top of the list. All
other lists can be sorted by any column, excepting State and Value. Click on the column header
to sort the list by that attribute. Click a second time to reverse the sorting order.

Filter by Show Shelved Show Disabled * .
Selection  Alarms Alarms Show Suppressed Alarms

Advanced YW@ Wig'W Show Configuration
Filtering ) ' Events

Filtering

Figure 11-8 Fouir filter controls are provided.

[ Note: * Show Disabled and Show Suppressed apply only to the History list. Shelved
alarms can be made visible in any list but disabled and shelved alarms can never be
| shown in the Active, Unacked, or Current lists.

J

[ Note: Filters are user-specific in the Alarm Page. The filter that you create will not apply to]
any other user's view of an alarm list.
__ Filters do not affect notification sounds.

Filter by selection

Use this to limit the list to alarms similar to one that you select. For example, all in the same area,
or (History list only) all that were acknowledged by the same operator. You can filter for several
properties (Area, User, Priority...) but you must add each filter, one at a time.

A. Start by clicking to select one alarm in the list.
(Choose an alarm with a property that you want to match in the filter.)
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YW % T

ilter by Selection
Filter by an attribute of the selected itern

Conmguren 7= T SEaren
Description Current Value Setpoint

! One alarm selected

B. Click the Filter by Selection button.
Yo% *
MName

Area

Description

Event

Priority

C. Select one property from this list.
* User is available only when viewing the History list.

D. The current list will be filtered for alarms that have the selected property in com-
mon with the original selection.

History Active Unacked Current Shelved Disabled Suppressed Configured

Areais "Tone 1" x| == Filtering for alarms with an Area matching the selected alarm.

Time hd Ack Status Area / MName Description

2015-12-21 10:56:29 [2] & [ Ack  Alarm  Zonel 4 ..\Tank Level
| Ack |

¥ P avel HIGH
_ Monitor tank level HGH

Figure 11-9 Filters are shown on a yellow background. Click the x to remove.

Troubleshooting

» The Filter by Selection button is not enabled.
One alarm must be selected before you can filter by selection. Click on a list entry
that has at least one property that you want to look for with your filter.

Advanced filtering

If the Filter by Selection tool does not provide sufficient options, use this dialog to filter for exactly
the alarms you need to see. This filter may be used with any of the display lists.
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VT Advanced Filtering >

Find Alarms and Events

with this description: x
[ ]Case censitive
with this name: B

[ 1Include children

in this area: | V| x

with this priority: v
[ Or higher priority

by this user x

as this event: v X

in this rmonth: v X

in this date range: -===f-=f-- to -==eif-=f--

oK Cancel Apply

Figure 11-10 An alarm must match all the filters to display.

» While itis possible to clear fields by editing, you are advised to use the X beside
the field. This habit will ensure that you do not accidentally create a filter for a
blank space, " ".

» Wildcards are assumed only for the description field.

For all other fields, you must add the * wildcard if needed as part of your filter.
Upon clicking "Apply" or "OK", the active filters bar of the Alarm List will appear, showing the fil-
ters in effect. You may remove filters using that bar, rather than re-opening the Advanced Fil-
tering dialog.

History Active Unacked Current Shelved Disabled Configured

Area contains “zone™" Priority is "Critical" 4——— Active Filter Bar

Time - Ack Status Area Mame

5015-12-16 15-03.48 <
2015-12-16 15:03:48 @ | Ack | Normal Zone2 _.\IsOpenAlarm

Alarm Display & Tasks

The built-in Alarm Page is the usual tool for viewing and responding to alarms. You can also add
a customized Alarm List to any application page, displaying only the alarms that are relevant to
tags shown on that page.
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[ Caution: If you have applied Global Tag & Area Filtering, you will see only alarms that
pass the filter. A warning is provided, as shown.

Global Filter is Applied

Date =~ Status Area Mame
Time Ack Description
2020-02-26 Alarm Morthem Zone\Site 3\Md2001\Lvl 001
2 MNorthwest
13:51:40 Ack ° Backup station Level 1 HIGH

|\ J

An operator must be aware that an alarm exists before they are likely to look at the Alarm Page.
VTScada provides the following tools for alarm notification:

Automatic page navigation

Disabled by default. You can choose to have VTScada automatically open a page where
the tag related to an alarm is displayed if there is no operator activity for a configured num-
ber of seconds after the alarm occurs. Four properties in the alarms tab of the Edit Prop-
erties page of the Application Configuration dialog control whether and how automatic
navigation will occur. See: Alarms Tab of the Edit Properties Page

Display manager title bar

When an alarm with any priority level above Event is triggered, the alarm symbol in the Dis-
play Manager's title bar will flash red to notify operators. A slash through the alarm symbol
indicates that sounds are muted.

3:44 PM Feb 27
S

Alarm page

When an alarm is triggered, the Current list and the Unacknowledged list on the alarm
page display details about the alarm. The Active list also shows the same alarms, except
for those configured as "Trip" alarms.

An alarm that is not yet acknowledged is always highlighted in the color associated with its
priority in the alarm list. An alarm that was acknowledged is not highlighted, but its text
appears in the color associated with its priority in the alarm list as long as it is also active.

Alarm sounds

When an alarm is triggered, an alarm siren will sound to alert operators. After the alarm is
acknowledged, the alarm sounds cease.

Spoken alarms

You can configure VTScada to speak an alarm using the Microsoft SAPI speech engine.
This can be either in addition to, or instead of, the siren. To configure speech, start by
enabling spoken alarms at the workstation (Alarms Tab of the Edit Properties Page), then
configure the appropriate Alarm Priority tag. (Alarm Priority Tags)

Station symbol

When an alarm associated with a specific station is triggered, the center of the station sym-
bol on the Overview page will flash in red for all alarms with a priority higher than Event.
Two examples of station symbols indicating alarm conditions follow:
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@ 0 Tufts Station Water Tower

After the alarm is acknowledged, the center of the station symbol will stop flashing but will
continue to display red to indicate that the alarm is still active.
Station page

When an alarm associated with the I/O at a specific station is triggered, the widget for the
I/O tag will flash in red for all alarm priorities above Event. Additionally, the alarm is high-
lighted in the station page's alarm list using the color associated with its priority. )

Widget indicators

Many widgets will indicate when the linked tag is in an alarm state. If the widgets use a
Style Settings tag it will use the color configured in that Style Settings tag when the linked
tag triggers an alarm.

Two widgets exist expressly for indicating alarms: The Alarm Priority Icon and the Alarm
Priority Box. See: Alarm Priority Icon, Alarm Priority Box

The "Draw" widget does not link to a Style Settings tag but will turn red to signal an active
alarm. This widget can also show that one or more of the built-in alarms of the linked tag is
disabled. See: Draw Widget

Box indicates a

[I:Iizabled alarm.

Pump running status

Disable or Enable Alarms

Note: The ability to disable or enable an alarm is controlled by a security privilege that
might not have been granted to you. See your VTScada manager.

Disabling or enabling an alarm is a tag configuration change, not an operational change. It
cannot be done with the tools in any alarm list.

There may be times when equipment must be taken offline. Rather than have alarms occur as a
result, you may prefer to disable the associated alarms. The Alarm Page includes a list of dis-
abled alarms, thus making it easy for you to find all the alarms that need to be re-enabled when
the time comes. Procedures at your location may require that alarms be shelved rather than dis-
abled. (Shelve Alarms)

To disable an alarm, use the tag's configuration panel. By design, the option of using an expres-
sion is available to alarm suppression but not for alarm disabling. This is in accordance with ISA
18.2: Disabling an alarm is considered a configuration action that should be done explicitly.
Alarm suppression can be linked to an expression or tag. The effect is the same but the actions
should be tracked independently.
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! VT Mew Alarm Properties

n] Trigger Actions
Priority
[1] Critical v [ Trip
[ ]Alarm Rearm Enable Popup Enable
Suppress

Mo Expression Entered

® Expressicn

Tag

Figure 11-11 Alarm tag - Actions tab.
Note that either an expression or another tag can be used to disable the alarm

Related properties

MakeActiveAlarmUnackedWhenEnabled
TRUE to mark an active alarm as unacknowledged when it becomes enabled

RecordAlarmStatusWhileDisabled
TRUE to record the alarm status while an alarm is disabled

Display

[ ]&larm Dizakle

x|

Note: Customers who used VTScada prior to the release of this feature might have con-
figured parameter expressions in their I/O & Calculation tags to disable alarms. Those
expressions are automatically transferred to alarm suppression as part of the upgrade pro-

cess.

Comparison: Shelve / Disable / Suppress Alarms

Feature Used by Use to...
Shelve Authorized Operators Hide and silence an alarm temporarily.
Available through the user interface.
Disable Developers / Engineers Block specific alarms from occurring.
Must be configured in individual alarms. For example, the alarm is not currently
needed but might become relevant
again.
Suppress Automated Block specific alarms from occurring
Developers set a condition for suppressing | While a condition is true.
one or more alarms using an expression or a | For example alarms might be sup-
tag. pressed while related equipment is not
If set using a memory tag, authorized oper- | YNNING-
ators can suppress the alarms. If set using an
expression, alarms can be suppressed auto-
matically.
222 Operation And Configuration




11 Alarms

Suppress Alarms

Alarm suppression is used to prevent unnecessary alarm activations, annunciations and noti-
fications when the operational environment deems an alarm to be inapplicable. Alarm sup-
pression is applied and removed automatically via a configured expression or tag reference. For
example, if a "Low Flow" alarm is configured to detect a low flow rate, but the alarm is mean-
ingless if the pump isn't running, then this alarm should be suppressed when the "Pump Run-
ning" tag is FALSE."

By comparison, alarm disabling must be done by an authorized person, directly in the con-
figuration of each alarm. Also, the rule governing the suppression of one alarm can apply to
many, whereas the act of disabling an alarm must be done one alarm at a time.

While the result of disabling or suppressing an alarm is the same (no alarm), these are different
operations and therefore they are tracked independently. The Alarm Page and the Alarm List
Widget provide separate views for disabled and suppressed alarms.

The condition that suppresses an alarm may be independent of whether anyone is signed in,
therefore this feature is not protected by a privilege beyond the ability to create or modify tags.

[ Note: The alarm suppression feature is available in Alarm tags and I/O & Calculation tags?
For an /O tag, there is a single alarm suppression expression that suppresses all the built-
in alarms.

| This feature does not apply to legacy Status tags.

( Tip: Each time you toggle suppression on an alarm, an event is recorded. If you must
repeat this operation frequently for hundreds of tags, a large number of events can be
| recorded. In this situation, consider setting the property RecordSuppressionStatus to 1.

[ Note: Customers who used VTScada prior to the release of this feature might have con- )
figured parameter expressions in their /0O & Calculation tags to disable alarms. Those
expressions are automatically transferred to alarm suppression as part of the upgrade pro-
cess.

By default, no actions are recorded for an alarm while it is suppressed. You can alter this beha-
vior using configuration properties such that, even though the alarm is suppressed, the occur-
rence of the activating or the normalizing state will be recorded. These records go directly to the
Alarm History and are never part of the active alarm list.

Related properties

MakeActiveAlarmUnackedWhenUnsuppressed
TRUE to mark an active alarm as unacknowledged when it becomes unsuppressed

RecordSuppressionStatus
TRUE to record the suppression status of an alarm

RecordAlarmStatusWhileSuppressed
TRUE to record the alarm status while an alarm is suppressed

Configure an Alarm for Suppression

Define the condition under which the alarm should be suppressed. It will be suppressed when
the condition is TRUE, and unsuppressed when the condition is FALSE
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Suppress
Mo Expression Entered M|
® Expression Tag

Alarm Reports

Alarm reports help you to identify trouble spots, whether the cause of the trouble is in the phys-
ical system or in the configuration of your application. Most alarm report are presented as Alarm
Lists, meaning that the usual filters and display options are available to help you focus on areas
of interestin a report.

Plot GoToPage Copyto
Clipboard

Alarm Reports n o T % Properties

Show Details

Reports & Analysis

Figure 11-12 Toolbar detail.
On the Anywhere thin client, "Copy to Clipboard" is replaced by "Export to CSV file".

By default, each report shows a 30-day time period, but you may adjust this as needed. Reports
show only Active and Trip alarm events unless you filter for other events.

-

Note: Any filter that you select will remain in effect while you switch from one report to the )
next. This can be helpful for gathering more information about an event. For example, you
might start by identifying a day on which an alarm flood occurred in the Alarm Flood report.
Clicking on that bar in the graph filters the display to one day. You might then view the His-
tory report of alarms for that day to see which ones were part of the flood. You might then
add name filters to view all the occurrences of one alarm at a time on that day.

J

Note: As with any alarm list viewed on a VTScada workstation, you can use the keyboard\
combination, Ctrl+C to copy all information shown in the list, then paste that information
into a spreadsheet.

Bad Actors Report

A bad actor is an alarm that is activated or tripped an excessive number of times within a
time period. This may indicate a problem with equipment, with a process, or with the con-
figuration of that alarm.

Tip: A common misconfiguration is to put an alarm on a normal process in order to create
a report of the times when an expected event occurs. Do not do that. There are better ways
to create reports.

The Bad Actors report shows all alarms that occurred within the time period, sorted by the
number of times they were activated or tripped. This does not imply that all the alarms lis-
ted are bad actors. The purpose of the report is to help you find those that might be clas-
sified as such.

This report can be copied to the Windows clipboard by pressing Ctrl+C or using the Copy
to Clipboard tool, then pasted to a spreadsheet. The columns Priority, Area, Name,
Description, Count and Percent will be included.
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OEDR % NEIMY % A=l *

Database Analysis Filtering Wiew
Bad Actors Alarm Flood History Distribution of Priorities P x
Area Name Description Count Percent
1 [2] Zonel Local TCP Port\PLCSim\Tank 1\Tank Level Monitor tank level HIGH 14 66.7 %
2 ‘ Zone 2 Local TCP Port\PLCSim\Tank 2\Tank Level Maonitor tank level HIGH 5 23.8%
3 [2] Zone3 Local TCP Port\PLCSim\Tank 3\Tank Level Monitor tank level HIGH 2 95%

21 Active & Trip records from 3 alarms

Figure 11-13 All alarms are included. Only those with unusually high counts are "bad act-
ors".

Alarm Flood Report

The Alarm Flood report shows a bar graph of the number of alarm occurrences within the
selected time period. The information shown in this report is not restricted to alarm flood
events but will help you to identify any that may have occurred.

The time covered by each bar in the graph varies depending on the length of the selected
time period. Each bar may represent a day or may represent only a portion of a day.

Y ELE
Database Analysis Filtering
Bad Actors ~ Alarm Flood  History Distribution of Priorities 2 x
50
C T T T T T T
Mar 20 har 25 har 30 Aprd Aprd Apr 14

21 Active & Trip reconds from 3 alamms

Figure 11-14 Alarm floods are indicated by unusually tall bars.

As you move the pointer over the graph, it will appear as a cross-hair, with a vertical high-
light matching the selected time slice. A tooltip window will follow the cross-hair, identi-
fying the date range of the selected time slice and the number of alarms that were
activated or tripped within it.

You can left-click on the graph to change the displayed range to a single day, within which
each bar / time slice shows a half-hour interval. Right-click to return to the previous time
range.

History Report
The History Report is identical to the History list from the Alarm Page, except that it is pre-
filtered to show only Active and Trip alarm events.

This report can be copied to the Windows clipboard by pressing Ctrl+C or using the Copy
to Clipboard tool, then pasted to a spreadsheet. All columns will be included.
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PERY %

Database Analysis Filtering
Bad Actors Alarm Flood History Distribution of Priorities jeo | X
Date ~ Event Area Name User &

Time Description

12 Active & Trip records from 3 alarms

Figure 11-15 A history report

Select any alarm event in the list then use the tools from the Analysis portion of the toolbar
to gather more information about it.

Distribution of Priorities

This report can be used by VTScada developers to help them design the application's
alarm system to follow the ISA 18.2 standard.

The left-most graph shows the number of alarms activations and trip events within the
selected time period, grouped by priority. This reflects the reality of current operations.

For those who are interested in ISA 18.2 compliance, the middle graph and the right-most
graph should be used together. The standard recommends that only five percent of con-
figured alarms be critical priority, and fifteen percent be high priority. The alarm con-
figuration of your application is shown in the middle graph.

Database Analysis Filtering
Bad Actors  Alarm Flood ~ History  Distribution of Priorities O | |%
Reported History Current Configuration ISA 18.2 Recommended

O O O

17% 83% 0 33% 67" 5% 155

Critical High Critical High Critical High

L 4 2 \ 4 4 (2] \ 4 ¢ [ \ 4

12 Active & Trip records from 3 alarms

Figure 11-16 A sample configuration compared to the ISA 18.2 recommendation

The ISA 18.2 standard is available from the ANSI / ISA website at: https://web-
store.ansi.org/standards/isa/ansiisa182016
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Exercise 11-3 Practice alarm management

1. Open the Alarm Page as a pop-up page.

Need a reminder for how? The easiest method is to navigate through the text
menu and right-click the Alarm Page entry.

2. Open the History list, then in the database selection choose System Event DB
instead of "All". Review the information recorded here.

3. Change the database to System Alarm DB.

4. Operate the application so that alarms you created earlier are triggered. This is
best done by running the pump until the level in Station 1 goes to zero and stays
there for at least 10 seconds.

You are advised to turn down the volume control for your computer's speakers
before proceeding.
You should be able to see the critical low-level alarm activate, followed by the two fault alarms
several seconds later.

The pump faults will stop both pumps. A few second later the level will begin to rise. Watch as
the Level alarm returns to "Normal" status.

5. Open the Active list, followed by the Unacked list, followed by the Current list.
Note which alarms show in each.
6. Shelve the low-level alarm for 5 minutes.
7. Open the Shelved list to review the content. The alarm event you just shelved
should be there.
8. Return to the Current list.
9. Acknowledge the trip alarms.
10. Startthe pump again and let the system run until a new fault occurs.
After each fault, you must toggle the pump to Off before you can restart the
pumps.
11. Acknowledge all of the alarms.
12. Open the Alarm Reports dialog.
13. Review each of the reports.
14. Close the reports and return to the History list to review what just happened in
your application.
15. Create afilter of all alarm events described by the word, Low.
Experiment with other filtering options.
16. Finish by clearing the filters and ensuring that all alarms are acknowledged. Close
the pop-up page.
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12 Customize Alarm Management

These notes usually refer to the "Alarm List" rather than the "Alarm Page". This is to emphasize
the difference between the two. The Alarm Page is (mostly) just another page, but one that hap-
pens to contain a fully configured Alarm List. You can draw your own Alarm Lists on any page,
configuring them as you like.

The first step is to add an Alarm List to a page. Look in the Widgets palette under Tools >> Alarm
Tools. The initial size of the widget is 901 by 501 pixels. Developers often modify Alarm Lists to
hide many of the features and fit it to a smaller area.

The Alarm List widget can be linked to a tag. This is equivalent to filtering for a specific tag and
its children and may be useful for pages operators should have access only to the alarms within
certain tag hierarchies. (And note that just because it can be linked to a tag, does not mean that
it must be linked to a tag.)

The column format of alarm lists is controlled by the Alarm List widget, or by the selection in the
Settings tab of the Alarm Database tag. Advanced developers can customize columns in alarm
displays, by editing XML files.

Alarm List

Used to draw a customizable alarm list on any application page. This is what you see in the
Alarm Page, including all tools and filters. When drawing your own list, you have control over
which portions of it are shown and how they are configured. You can recreate the alarm page (all
options enabled), create a minimalist alarm banner, or some variation in-between.

Time - Status Area Mame Description User
2021-05-26 14:35:39 Normal Northemn ADropped Comms  Communicaticn Error
2021-05-26 14:31:38 Trip E MNorthern Station 1\.\Fault Pump fault status (Cn)

Current: 3 records

Figure 12-1 Alarm list as a simple banner.

If you choose to hide groups of tools, then operators cannot change the values that you set. This
banner example shows no tools and uses a column format that does not provide an Ack button.
The status bar, border and column titles are still enabled.
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Al v % v E MOEEFR% nfl i YWY W M lE & «
Database Alarm Actions Reports & Analysis History Filtering View
History  Active Unacked Current Shelved Disabled Suppressed Configured L search x
Time 4 Event Area MName Description User
18 Blarm Lit
D Tag
@ Panel
 Coordinates Alarm Database All ~ Show Toolbar
T_O Scaling o - Show List Selection
+-() Movement Starting List ietory v Show Search Field

(D Opacity ]

Column Format [Default] ~ Show Column Titles

) _— Show Active Filters
History: . History has| MNumber of Lines Unlimited ~ Show Status Bar
Days of History 10 days ~ Show Border
. []Show Extra Columns
Text Size Small ~ .
[] Use Theme Color in Toolbar
Background |:| X [JUse Double Row Height
Text Color _ x [] Remember Selected Database
Filter Mo filter applied *

oK Cancel

[ Caution: If you have applied Global Tag & Area Filtering, you will see only alarms that

pass the filter. A warning is provided, as shown.

Global Filter is Applied

Date - Status Area Mame
Time Ack Description
2020-02-26 Alarm Morthern Zone\Site 3\WMd20014Lvl 001
2 hwest
13:51:40 . Ack Nort Backup station Level 1 HIGH

|

Adding alarm management
Exercise 12-1 Add an Alarm List

Preparation: Open the Idea Studio and within it open the Station 1 page.

1. Open the Tools folder of the Widgets palette.

2.
3.

Open the Alarm Tools folder.
Drag an Alarm List to the page.

The default size will be bigger than the entire page.

Adjust the widget until it fits on the unoccupied area of the page, below all of the
other widgets.

You will probably need to adjust the location of other widgets to make everything
fit.

Open the Alarm List's properties dialog.

Set the Alarm Database to System Alarm DB

For the starting list, select Current.

Set the Column Format to Legacy 7.

Open the Filter dialog.

©oNOO
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10. For the property, "in this area", select Northern.
11. Click OKto save and close the Advanced Filtering dialog.
12. Deselect the following options:
o Show Toolbar
o Show List Selection
o Show Search Field
o Show Active Filters
13. Click OK to save your work and close the properties dialog.
14. Run the application, making sure to put the water level into an alarm state.

If you would like to allow operators to change the filter or view the History list instead of the Cur-
rent list, the best option is to edit the properties of the list and display the toolbar.

Exercise 12-2 Add a few generic tools for the list:

1. Re-open the Idea Studio. Ensure that the Station 1 page is selected.
2. From the Alarm Tools palette, drag the following buttons to the page:
Ack Shown
Silence
Mute
3. Place these in a row along the top of the Alarm List.
None of these buttons have any (working) configuration properties beyond their
labels. Ack Shown has a Name field, but this is a legacy property that is not used
with modern Alarm Lists.
4. Close the Idea Studio.
Silence and Mute affect all alarms but Acknowledge Shown must know which list you are talking
about. Prior to version 11.2, you would have given each of your alarm lists a name and linked
one of those names to the Ack Shown button.

Now, the button automatically links to whatever Alarm List it shares a page with. If you want to
display two Alarm Lists on a page, and provide an Ack Shown for each, then you must group the
lists and buttons. The Ack Shown button will then know to acknowledge only the alarms shown
in the list that is in the same group.

Alarm Indicator Widgets

The Alarm Priority Ilcon and Alarm Priority Box provide visible indications when the linked tag is
in an active or unacknowledged alarm state, and when it is either shelved or disabled.

The icon will not be visible for alarms that are unacknowledged but no longer active unless the
property AlarmPrioritylndicatorShowNormalUnacked is set to 1. The icon will always be dis-
played when the alarm is shelved or disabled.

Note: Trip alarms are never in an active state; therefore this widget cannot be used to
show those.

You can link this widget to a parent tag rather than a specific status or alarm tag. When linked to
a parent, it will become activated when any child tag in the hierarchy is in an active alarm state.
The icon will display the highest priority of the set of active alarms.
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If the alarm (or set of alarms in child tags) includes a shelved alarm, then the widget will be activ-
ated and display an S. If the linked tag (or child tags) includes a disabled alarm, the widget will
display an X.

If linked to a parent tag, and within the set of child tags there are unacknowledged alarms, active
(but acknowledged) alarms, shelved alarms and disabled alarms, then the order of precedence
for the display is as follows:

a. Unacknowledged (icon blinks with the highest priority alarm of the set)

b. Active (icon shows the highest priority alarm of the set)

c. Disabled (icon shows an X)

d. Shelved (icon shows an S)
Place the Alarm Priority Icon on a page, near to whatever image or shape represents the equip-
ment that will trigger the alarm. The Alarm Priority Box can be used the same way, except that it
adds a box for you to place around the equipment that is in an alarm state. The box is visible only

when the icon is visible.

Exercise 12-3 Add Alarm Indicators

1. Draw an Alarm Priority Box around the widget you are using to represent the cur-

rent level.
(Following image is only an example - you may be using a different widget.)
2. Experiment with the widget's properties to adjust the placement of the icon rel-

ative to the box.

‘1— An Alarm Priority lcon ‘.--——'Alarm Priority Box

Figure 12-2 Alarm Periority Icon and Box
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13 Alarm Notification System - Alerts by
Phone, Email or Text

The Alarm Notification System will send alarm notifications to off-site operators by any of phone,
email, pager message or SMS-text. Operators will see or hear the details of active alarms and
(optionally) may acknowledge those alarms using the same format with which the alarm was
sent.

This feature is an optional part of your VTScada license. Contact a representative of Trihedral
Engineering Limited for further details. It is not available to VTScada Light installations.

( Caution: Customers using the modem dialer feature of the Alarm Notification System
must ensure that they apply Windows updates on a regular basis.

Updates to VTScada will often include modem drivers that have been patched to work with
the latest Microsoft updates for your version of the Windows operating system. They may
| not work if you have not applied those updates to your system.

J

[ Caution: If using a voice modem, the workstation name configured in the modem tag must|
__have fewer than 15 characters.

J

[ Note: If running multiple applications (for example, hosted systems) then you cannot
share modems, SMS devices, or Twilio accounts between applications. You must have
| independent modems or Twilio accounts for each application.

Only alarms with priority Critical (1) or High (2) are sent, and those only after they have gone
unacknowledged for a configured length of time.

If a new alarm should occur while operators are being notified of existing alarms, or if the first per-
son in the active roster has already been informed of an existing alarm when the new alarm
occurs, the Alarm Notification System will start through the roster again with the first person on
the contact list.

Having an operator sign in remotely through the Alarm Notification System does not affect the
status of any operator who is signed in at the site.

The Alarms Tab of the Edit Properties Page contains several settings that control alarm noti-
fication behavior. See: Alarm Notification Options These should be reviewed before proceeding.

Hardware and Software Requirements:

VTScada cannot send notifications unless you provide the means to do so, therefore you must
configure at least one of the following.

» For spoken alarms, the Alarm Notification System uses either a modem, the Twilio
service, or a VolP service to make outgoing calls.

» For email notifications, create an account on your email server then configure
VTScada with the credentials to send and receive email through that account.

» For SMS-text notifications, you will need an SMS appliance or Twilio.
Many customers find it easier to send an SMS-ready email than to configure an
SMS appliance.

» For pager notifications, the system can use only a modem.
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[ Caution: For the SMS text option: While VTScada will always attempt to send the text mes}
sage, there is no guarantee that your the cellular provider will deliver all messages. Use
| the SMS option with caution.

[ Note: The Roster tag will not allow you to configure a contact method that does not exist
|_on your system. Ensure that you have at least one of the above before proceeding.

Install a Voice Modem

Note: If your VTScada application is running, stop the application and shut down the
VTScada Application Manager before beginning this procedure.

Step 1: Install the voice modem

Your modem will come with specific instructions to guide you through proper modem installation.
This will include proper installation of the modem within the computer chassis, as well as proper
installation of the modem drivers. Obey the manufacturer’s instructions exactly as written. If you
have Internet connectivity, it is recommended that you download and install the most updated
device drivers.

Step 2: Verify that modem driver was installed correctly

Verify your modem driver installation to ensure that the voice feature of the modem will work cor-
rectly. Do this by opening the Windows Control Panel, then the Phone and Modem Options tool.
The complete steps for what to do with this tab are provided in the VTScada documentation but
take note that your modem will not operate correctly with VTScada unless you complete all the
steps.

Step 3: Install the VTScada modem driver and service provider, if not already installed.

In most cases, the wave bus enumerator, voice modem wave device and modem TSP (Tele-
phony Service Provider) are installed automatically and silently. If not, a "Found new Hardware"
message may appear the next time that VTScada starts.

The steps for what to do if this dialog appears can be found in the VTScada documentation.

Step 4: Verify correct installation of the VTScada voice modem TSP

Use the Windows Phone and Voice Modem Options dialog to verify your VTScada voice modem
TSP installation to ensure the voice feature of the modem will work correctly with the VTScada
Alarm Notification System..

Using Twilio for Alarm Notifications

As an alternative to voice modems, VTScada supports the Twilio messaging system, enabling
you to send spoken alarm notifications to operator's phones. At least one of your VTScada serv-
ers must have an Internet connection. VTScada will continue to support voice modems for sites
where this is not an option.

VTScada supports signature validation of incoming HTTP requests from Twilio as described in
Twilio.com's documentation.

[ Note: You can use Twilio or you can use a voice modem. You cannot use both. ]
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Caution: VTScada must be able to receive status notifications directly from Twilio using
the HTTPS protocol. Therefore, Twilio is an option only for sites that are able to allow
Twilio to post HTTPS requests to the VTScada Thin Client Server with a fixed IP address
or domain. (Connections are made in both directions.)

If the only outside connection to your server is via a VPN, then you cannot use Twilio to
send alarm notifications. )

|\

The current Alarm Notification server must be accessible from the Internet at the IP or domain
specified in the Twilio settings. In a fully redundant system, this means that the Twilio settings
must be workstation specific. Use the workstation selection tool in the Twilio Account Settings to
choose the workstation you are configuring.

There is no requirement that the specified IP address be the current VTScada Thin Client Server
or that the Alarm Server be on the Thin Client Server List.

The voice to be used by Twilio can be configured on a language-by-language basis using the
#TwilioVoice setting in each languages *.csv file. The default is:

#TwilioVoice,alice

You will require a Twilio account. Obtain one from Twilio at https://www.twilio.com/try-twilio. Add
the SID and the Auth Token for this account to the configuration of your application.

Enable Twilio
Select before proceeding with the following configuration options.
Workstation

Use when configuring systems that have multiple callback domains or Twilio accounts.
When using multiple alarm notification servers, with Twilio for voice alarm notification,
each server requires its own fixed IP address or FQDN on the public Internet.

Twilio account SID

Your Twilio account identifier
Twilio auth token

Your authentication token, provided by Twilio.
Domain for Twilio verification

The domain, at which Twilio can reach your VTScada server. In most cases, this will be a
direct connection to your secured server and will take the form "trihedral.com" for a
domain of "https://www.trihedral.com".

Some sites make use of a secured proxy device that forwards connections to the VTScada
server (secured or unsecured). In this case, the domain should be specified in the form
"https://ProxyServer.com:123".

Note: Twilio requires an HTTPS POST verification exchange with your site (either directly
to the server or via a proxy). Your server must be visible to the Twilio server without the use
of a VPN.

Realm for Twilio verification

The corresponding realm that you created for your application.
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( Caution: Do not use a realm defined for Realm Filtering. ]

Note: If running multiple applications (for example, hosted systems) then you cannot
share modems, SMS devices, or Twilio accounts between applications. You must have
independent modems or Twilio accounts for each application.

To connect, send a message, and disconnect, VTScada must be able to receive status noti-
fications from Twilio. These are sent via HTTPS, therefore you must configure a VTScada Thin
Client Server and a Realm and secure that using an X.509 certificate. See: Configure a
VTScada Thin Client Server and Configure a Realm.

Caution: Do not use a realm defined for Realm Filtering or a security account limited to
such a realm.

Note that if an operator hangs up within one second of pressing 1 in the menu system, data
related to the call progress that would normally be logged can be lost. There is no significant
harm to this, because the end-of-call status can be inferred.

Troubleshooting
If operators have trouble verifying their ID with Twilio, use the following to diagnose the problem:

» Ensure that the option, Speak digit after phone key press, is selected in the Alarm
tab of the Application Configuration dialog. This provides an audible confirmation
so that operators can know that each digit was indeed pressed.

e For security purposes, key presses are masked in the Twilio logs unless the prop-
erty TwilioShowCredentials is set to 1 (one) in the application. Set that property to

1 only while debugging a problem.
» The Twilio logs are written once per day or after 1000 entries, whichever comes

first. While troubleshooting, you can increase the frequency of logging intervals in
order to check for problems more often. Refer to the properties, TwilioTraceln-
terval and TwilioTraceMax.

Email Setup for Alarms and Reports

If your VTScada license includes the Alarm Notification System option, you can send alarm noti-
fications to operators by email, and (optionally) you can allow them to acknowledge those
alarms by replying to the email.

For all VTScada installations, you can configure reports so that they will be delivered by email.

VTScada does not have a built-in email server. For both alarms and reports by email, you will
need access to an email server and you will need to provide connection parameters for it, includ-
ing the account and password to use. All account credentials are stored in an encrypted format.

Caution: Customers using basic authentication (username and password) with either
Microsoft or Google email accounts must start using OAuth 2.0 or switch to another email
provider. For Google, the change-over date is May 30, 2022. For Microsoft accounts, the
change-over is scheduled to begin on Oct 1. Refer to Google & Microsoft vs Basic
Authentication
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Vs

|

Caution: Do not use a personal or business account for testing inbound email con-
figuration. VTScada will always delete all messages from the inbox after reading them.
This is necessary to avoid having the inbox fill with old messages.

For the same reason, do not attempt to use the same email account for two applications.

Large Numbers of Emails / Rapid Emails

Ve

-

Caution: Avoid sending large numbers of emails through Internet providers that are gen- )
erally in the business of supporting home or small business use. The definition of "large"
will depend on your provider, but is generally available in their documentation. Providers
will also place limits on the number of email messages that may be sent in rapid suc-
cession, because this generally indicates an email spam sender. VTScada cannot change
the limits imposed by your provider. Exceeding your provider's limits will likely cause them
to block your account.

J

Procedure

Email configuration can be accessed using the Alarms tab of the Edit Properties dialog.

Note: If using OAuth 2.0, you must enable that feature in the Administrative Settings
(Options) dialog of the VTScada security system before using the tools in the Edit Prop-
erties dialog. Prerequisites and steps for OAuth 2.0 configuration is provided in OAuth 2.0
Configuration.

Both inbound and outbound connections can be configured here. You will need the inbound
option only if your license includes the Alarm Notification System and you plan to allow alarm
acknowledgment by email.

Email Aliases

You may add a list of email aliases, from which acknowledgments will be accepted. This is
useful when an operator has forwarded one or more email accounts to another that is
used more often. Use a colon character to separate the list of email addresses to which
the alarm will be sent from the list of email addresses that are acceptable aliases for those
accounts. There is no need to add an alias address if the operator will reply from one of
the addresses to which the notification is sent.

» A semicolon ; between addresses: Send a notification to each

» A colon : between addresses: Notify the first and accept a response from the fol-
lowing.
Example 1 - A simple configuration.

JoeOperator@CountyUtility.com

Example 2 - Configured with multiple addresses for one operator. A notification is sent to
both addresses. Joe can acknowledge from either.

JoeOperator@CountyUtility.com; JoeOperator@GigaMail.com

Example 3 - Joe has forwarded his CountyUtility account to his GigaMail account. Noti-
fication is sent to his CountyUltility account, but Joe reads and acknowledges the alarm
using his GigaMail account.

JoeOperator@CountyUtility.com:JoeOperator@GigaMail.com
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While there is no limit on the number of email addresses you may have, the combined
total number of characters may not exceed 255.

Outbound Email Configuration

VTScada is not an email server. Ensure that you have access to an email server before
configuring outbound email options.
Madify the properties of your application

Make changes to your application settings here, The "Apply” button is enabled when there
"Apply" button applies your changes to the application.

Display Alarms
Outgoing Alarm Emails

Protocaol: SMTP

Email server (name or IP):

Email server port number: 25

Email transport layer security: Use TLS if available i

Email "From™ address:
User name (if required):

Passward (if required):

1. Protocol: Only the SMTP protocol is allowed, therefore there is nothing to con-
figure for this field.

2. Enterthe name or IP address of the email server.
Typically, this will take the form: "mail.yourcompany.com" or "smtp.provider.com'
for an internal email server.

3. Enter the port to use on your email server.
Typically, 25 for local email servers and 587 if using Transport Layer Security.

4. Select whether to use Transport Layer Security (TLS).
A connection that does not use TLS is not safe. Consider another provider if your
email server does not insist on a TLS connection.

5. Provide a "From Address" that will be attached to your messages.
Note that some email servers will check that this is a valid email address and will
reject the message if it is not.
If you are configuring for alarm acknowledgment by email, this field must include
the email mailbox address configured in the Inbound Email tab of the dialog.
Multiple addresses may be used, separated by semi-colons.
In the case of alarm acknowledgment by email, the other addresses will be each
receive a copy of the acknowledgment.

6. Provide the username and password required by the email server for authen-
tication.
These are not your VTScada security credentials. The values you entered will be
stored in an encrypted form for your security.
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Troubleshooting:

» Emails are not being sent.
Refer to the Alarm History. If VTScada encounters an error while attempting to
send an email, a report will be generated and saved to the alarm history.

» No errors reported, but emails are still not arriving.
Check the spam rules on the receiving end. An aggressive filter may be sending
your alarm or report notifications to the junk-mail folder.

Allow Acknowledgment by Email or SMS Text

If you have configured the Roster to send alarm notifications by email or SMS text, you can also
configure it to accept alarm acknowledgments by the same method. Operators will receive a
unique acknowledgment code by email or text for each alarm in the system. By replying to the
message and including the code , they acknowledge the alarm.

The acknowledgment code is tied to the specific alarm and to the operator's security account
name. The acknowledgment code will not apply to any other alarm, including a later alarm
triggered by the same tag, nor will it work for any other operator.

Note: A limited time is allowed for acknowledging alarms by email or text. This avoids
problems that might occur if an extended length of time is allowed to pass after the mes-
sage is sent. The default is 43200 seconds, (12 hours) as set in AlarmAckCodeAgeLimit.

A confirmation message is sent upon successful alarm acknowledgment. No reply to the
acknowledgment is sent otherwise. You can suppress confirmation messages by setting
AlarmNotifyEmailAcknowledge or AlarmNotifySMSAcknowledge (as appropriate) to 0 (zero).

Configure for alarm acknowledgment by email:

1. Configure the Email Options dialog as follows.
a. The "From" address is the account where VTScada will receive acknow-
ledgments. This is the address to which the operator's reply is sent.
b. Configure a POP3 server with the account that VTScada will use to receive
alarm acknowledgments.
2. Configure the Roster so that entries that send notifications by email include the
operator's security account username.
3. [Optional] Configure the settings, "AlarmCheckMail" and "AlarmCheck-
MailFastPoll" to control the frequency at which VTScada checks for replies.
4. [Optional] Configure "AlarmEditEmailAck" to choose whether the operator is
required to edit the message before replying.

Caution: Some email servers will shut down an account that polls too often, as a sus-
pected spam source. The default value of 60 seconds for AlarmCheckMailFastPoll will trig-
ger this on some third-party email servers.

The message received by the operator will appear similar to the following. The alarm code is
unique to the operator, the alarm and the time of the alarm, making it extremely difficult to guess.
You cannot reuse codes or give them to another operator to use.

From: The VTScada System [mailto:The VTScada System]
Sent: December-14-11 10:43 AM
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To: Joe Operator

Subject: The VTScada System: 1 alarm

12/14/2011, 10:42 AM. Zone3 Water Level LOW (23%).
Code: LPXX

To acknowledge the alarm, reply with ACK*XXXX, where XXXX is the alarm code in
this email.

Configure for alarm acknowledgment by SMS text:

1. Configure the Roster so that entries that send notifications by SMS text include the
operator's security account username.

2. [Optional] Ensure that AlarmNotifySMSAcknowledge is set to TRUE, to cause
VTScada to send a follow-up text message, confirming that the alarm was acknow-
ledged.

12:00 dp M @ - B R N TE L 96%M

< Aquarium o o :

+1902

2021-10-27 12:06 PM
Default

Roster1

Aquarium

Active

Code: DQF MYY

12:06

. Ack * dgfmyy

Acknowledged:
Default
Aquarium 12:07
2021-10-27 12:08 PM
Default

Roster1

Aquarium

Normal 1208

Alarm History

In the Alarm History, the "Device" column shows the method that was used to ack the alarm.
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Create a Roster Tag

Roster tags can contain up to 39 contacts specifying who should be notified (and how) when
alarms are not otherwise acknowledged. You may have as many Roster tags in your system as
you require. You cannot configure a Roster tag unless there is at least one path for notifications
to follow to reach the remote operator.

Every VTScada installation includes a tag named Default Call-Out Off, which is meant to func-
tion as an off button for the default roster area. You are advised not to modify or delete this tag.

For all roster tags sharing the same area property, the following rules apply:

» Only one can be active at any time.

» One must always be active.
When two or more Roster tags share an Area, activating one will automatically deactivate the
others.

[ Caution: If a Roster is a child of a custom AlarmDatabase, it will call out alarms only from
that database rather than all. Alarms with a matching Area property but under another
AlarmDatabase will not be called out by this Roster.

You may switch to the legacy behavior where all AlarmDatabases are searched, but this
will be slower if you have a large number of AlarmDatabase tags. See: Lim-
| itRosterToParentDB

J

~

[ Note: To update the contact list you must have the Edit Roster Contacts privilege.
Legacy applications used the Manual Data or Tag Parameter View privilege. Accounts with
those privileges will be granted the Edit Roster Contacts privilege on upgrade. The older

| privileges will no longer serve to modify the roster.

The following generalized instructions will help to guide you through the configuration of a
Roster tag. Detailed notes for each property are provided in the article describing Roster Tags.

Add a contact by selecting a blank row in the list and filling in the various property fields. Edit by

selecting a configured row and changing property fields. The list itself allows only two functions:
change the order by selecting a row and using the arrows below the list, to the left. Delete a con-
tact by selecting a row and using the X button below the list, to the right.

1. Open the Tag Browser and create a new tag, selecting Roster as the type.

2. Give the tag a name describing its purpose. ("Evening shift", etc...)

3. Leave the Area field Default unless you intend to send some alarms to one
group of operators and other alarms to a different group.

4. Give the tag a meaningful description.

5. Open the Contacts tab.
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MT
D Contacts Settings
Method Name Phone Mumber / Email Address Username Time Zone Enabled

» Start of roster
] Email Bob bob@mycompany.com bob Server Time Zone x
1 Email Sue sue@mycompany.com sue Server Time Zone x
[] Compact Email Max max@mycompany.com max Server Time Zone E
1 Delay for 1 minute x
l o~ Text Message Bob 002-355-0000 bob Server Time Zone x
1l Delay for 5 minutes x
- Voice Bob 902-555-0000 Server Time Zone x
[ Repeat 3 times with 3 minute delays x

© End of roster

* |+ Addcontact |+ Add delay/repeat

oK Cancel Apply

© ®

10.

11.

12.

13.

14.

15.

16.

17.
18.
19.

Click the Add Contact button.

A new row is added to the end of the roster list.

Click under Method.

A drop-down selection of the available communication methods is shown.
Select the Communication Method option as appropriate.

Enter an operator's name in the Name field.

This is only a description and may include a note about the contact method as well
as the name. For example, "Joe home phone", "Jane cellular phone".

Enter a phone number (Voice, SMS message), pager number (Pager), or email
address (Email) in the Phone Number / Email Address field.

If email, you may enter a list of addresses, separated by commas.

If the selected contact method for this operator is Pager, enter the pager's PIN
number in the PIN Number field.

Provide the user's security account name in the User Name field.

Alarm acknowledgment by email or text is not possible without this.

Repeat for Person 2 etc. until you have added all the designated operators you
require for this roster.

If any contact or set of contacts should have a delay or be repeated before the
roster attempts the next, click the Add delay/repeat button.

Configure the rules for delay or repeat or both as appropriate.

The rule applies to all preceding contacts, up to the top of the list or to the previous
rule.

If no delay rule is set between consecutive contacts, then no delay is used.

Drag rows up and down to change the order and to group contacts with delay/re-
peat rules.

Open the Settings tab.

Choose whether to repeat the entire list after the last contact is attempted.

Click OK.

The new Roster tag will now appear in your Tag Browser.
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Troubleshooting:

» The communication method you want to select is not enabled.
Communication methods are enabled only when VTScada can use those meth-
ods. For example, if you have not attached an SMS device and configured an
SMS Appliance tag, then you cannot choose to send an alarm message by SMS
text.

Roster Selection Hierarchy

The system will select which active Roster to call for an alarm by matching its Area property to
the source of the alarm. The following rules are applied to make that match. Note that rules for
Alarm Area Filtering and Tag Area Filtering take precedence - operators are not called for an
alarm that occurs in an area for which they are not authorized.

Whenever a device driver is referred to in these rules, it means the driver tag configured in the
I/O tag. If that is a Polling Driver tag or a DriverMUX tag, then that is examined to the exclusion
of other driver tags in the communication chain.

In general, Roster tags should use the area, Default, unless you intend to send different sets of
alarms to different operators.

Caution: This rule applies only to I/O tags, status tags, control tags and the Data Flow
Pulse Input. For Selector Switches, and legacy input tags and output tags, the area of the
device driver is not checked when working through the roster hierarchy. Refer to the fol-
lowing table:

[ Note: Support for the area property "GeneralAlarm" was removed in version 11.1. ]

/0 Type Driver's Area Checked Driver's Area Not Checked
I/O and Calculation v

Analog Control

Analog Status

Digital Control
Digital Status

Data Flow Pulse Input

AN I N N N

Pump Status

Selector Switch
String I/0
Analog Output

Analog Input

N ENENENEN

Digital Input
Digital Output v

The rules are slightly different for alarms built into tags other than Alarm, and those for tags of
type, Alarm.
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Alarms built into 1/O tags:

[The alarm is built into a tag J

Y

Does the area of the
status tag match the
area of an active
Roster?

Yes
Use that Roster.

Does the area of the
status tag's driver match
the area of an active
Roster?

Yes
Use that Roster.

Is there an active Roster
configured with the area,
"Default"?

=S

Use that Roster.

Activate a Roster

For all the Roster tags that share an area, only one may be active at a time. As one roster
becomes active, all other rosters for that area become inactive. This is typically done to create
separate rosters to use at different times of day. For example, one roster for a day-shift and
another for a night-shift.

Vs

Note: Whether existing alarms are sent to a roster as it becomes active depends on the
configuration of the rosters.

Alarms are not transferred: Given two rosters, the first having no contacts (since oper-
ators are assumed to be on-site) and the second having a list of contacts for when oper-
ators are not on-site. As the second roster becomes active, existing alarms are not sent to
it.

Alarms are transferred: Given two rosters, each of which has a list of contacts. As the
second roster becomes active, existing alarms that were being called out to the now-inact-
ive roster will switch to the currently active roster.

/
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Manual Activation

Operators can press the Make Active button to manually activate a Roster. Draw one on any
page of your choice for every roster in your application. All operators with access privileges to
the page can then switch active rosters at the click of a button. (Make Active Widget)

Automatic Activation

Rosters activate automatically if linked to any other tag that can change in value from zero to
non-zero. The Trigger tag was created for exactly this purpose. You can configure a Trigger tag
to activate and deactivate at specified times or in response to an external condition, making it a
perfect choice for automatic switching of active rosters. (Trigger Tags)

These instructions show how to configure a Trigger tag and use it to activate a roster every morn-
ing at 9:00 a.m. Note that the Trigger tag is a powerful tool with many options. These instructions
will cover only the most basic procedure.

The first set of steps will configure the trigger:

Open the Tag Browser.

Select a Trigger tag as the tag type.

Click New.

Provide a Name, Area and Description for the Trigger tag.

Select the On Conditions tab.

Set the Starting Time to today’s date at a time earlier than now.

Set the Every box to "1" and the time frame to "Days".

Ensure that all the days of the week are selected

If you wish to activate a different roster on weekends, leave Saturday and Sunday

unselected. You can repeat this procedure for as many rosters as you need.

9. Leave the Expression box set to No Tag Selected.

This option is used only if you wish to activate the trigger based on an external con-
dition.

10. Select the Off Conditions tab.

11. Enter the number "1" for the Every field

12. Press Tab or Enter to record the 1 and activate the other controls

13. Set the time frame to Days

14. Setthe Starting Time to 5:00 PM on today’s date.

15. Ensure that same days are selected as in the On Conditions tab.

16. Click on OK to save the new Trigger tag.

PN WN >

Now that you have a trigger, you can use it to activate a roster automatically, as follows:

1. Create a Roster tag or open the properties dialog for a Roster tag you created
earlier.
2. Select the Activation Tab
3. Select the Trigger tag you created in the last set of steps.
4. Click on OK to save the Roster.
Repeat the steps for as many Rosters as required.
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Alarm Notification Options

The Alarm Notifications section of the Alarms tab in the Edit Properties dialog is used to set the
conditions under which your application's Alarm Notification System will contact registered oper-
ators.

Note: Several alarm notification properties may be overridden on a case-by-case basis.
See: Roster Control Using Properties

% Edit Properties Modify the properties of your application

e ) Make changes to your application settings here. Some settings are not enabled unless the ap;
El Edit Server Lists enabled when there are cutstanding changes. Clicking the "Apply" button applies your chang

A Edit Security Display Alarms Historical Data Viev

Alarm Notification

'ﬁ Languages

Motification priority:

() Do not notify on alarms

5 Create ChangeSet File , .
[ Motify on priority 1 alarms only
: (®) Notify on pricrity 1 or 2 alarms

) Apply ChangeSet File

Delay to notify on pricrity 1 alarms: | 300 seconds
@ Export/sync Tags Delay to notify on prierity 2 alarms: | 900 seconds
Delay between notifications: 10 seconds

n= Manage Types
Spoken name in phone greeting:

Import File Changes Initial section: Main Menu v

[ ] Echo phone through speaker
Maintain File Manifest [¥] Answer inbound calls

Motify when alarm triggers
Deploy Changes )
[ ] Motify when alarm clears

Revert Changes Cancel notification when alarm is acknowledged

Cancel notification when alarm clears

EE Show Version Log [ ] Speak digit on phone key press
_ Tire format in notifications: 11:00 PM w
4 Overnde Detection

Date format in natifications: 2013-01-31 w

j Information i )
! : ' Outgoing Alarm Emails

Figure 13-1 A selection of the available options.

The options in this section apply only to VTScada licenses that include the Alarm Notification
System.

Property Stored as Description
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Notification pri- CallOutPriority Use the options in this section to control which

ority: priority-level alarms will be sent to remote oper-

Do not notify on ators. The chojce ma.de here affects the fol-

e lowing two options, since a delay before
notifying does not apply to alarms that are

Notify on priority 1 sent.

alarms only Note that when Notify on Priority 1 is set, Pri-

Notify on priority 1 ority 2 alarms will also be read on a voice call,

or 2 alarms but only priority 1 alarms will cause a noti-
fication to be sent.

Delay to notify on | CallOutDelay1 Controls the number of seconds that VTScada

priority 1 (critical) will wait for a priority 1 alarm to be acknow-

alarms ledged by a local operator before itis sentto a
remote operator. Can be set independently
within each Roster tag.

Delay to notify on | CallOutDelay2 Controls the number of seconds that VTScada

priority 2 (high) will wait for a priority 2 alarm to be acknow-

alarms ledged by a local operator before itis sentto a
remote operator. Can be set independently
within each Roster tag.

Delay between RosterDelay Controls the default length of time that

calls VTScada will wait between making calls. The
call sequence is controlled by a roster, con-
figured within the application. If the roster fails
to send a notification to one contact, no delay
is used before attempting the next (if any).Can
be set independently within each Roster tag.

Initial section IncomingCallSection Alarms sent by phone are organized according
to a menu. You may choose which page of the
menu will be spoken first, allowing operators to
immediately hear the most relevant inform-
ation without needing to step through a menu.

Echo phone EchoPhoneThroughSpeaker | If the server has a properly configured sound

through speaker card and speaker, alarms that are dialed out
can also be spoken at the server.

Answer Inbound AnswerAlarmCalls Controls whether inbound calls are answered.

Calls If not selected, this prevents the Alarm Noti-
fication System audio discriminator from being
registered with the Modem Manager.
This would be useful in an application where
the Alarm Notification System is not being
used for incoming voice calls, but other drivers
are registered for incoming data calls. 30
seconds of time can thereby be saved from
each inbound call.
Not to be confused with the Modem Manager
property, AnswerCalls.
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Dial when alarm DialOnActive Controls whether active alarms should dialed
triggers out.
Dial when alarm DialOnClear Controls whether the alarm system will dial out
clears when the alarm clears.
Cancel call when | DialCancelOnAck If one operator acknowledges the alarm while
alarm is acknow- the notification system is calling another, this
ledged option will cancel the phone call.
Cancel call when | DialCancelOnNormal Controls whether unacknowledged alarms
alarm clears whose condition has become normal should
be dialed out to operators

Speak digit on DialDTMFFeedback Controls whether all phone key presses are
phone key press spoken back to the user.

Notes:

If DialCancelOnNormal is set and the alarm goes normal, records are removed
from the notify list. Otherwise they are left on.

If DialCancelOnAck is set and the alarm is acknowledged, records are removed
from the notify list.

If DialOnActive is set, and an alarm goes active, or becomes unacknowledged, it is
added to the notify list.

If DialOnClear is set and the alarm goes normal, records are added to the notify
list.

Active alarm records on the notify list are not resent to contacts who have already
been notified once.

Normal alarm records on the notify list are only sent to contacts who have received
an active notification.

After a single pass through the roster contact list, all records that are not on the
Unacknowledged list (including any "Normal" records) are removed from the Notify
list, unless the EnableRosterListRepeat setting is TRUE.

"Being notified" means that an email or SMS text message has been successfully
sent to you, unless "Continue Roster Sequence" is checked. It does not guarantee
that you have received it, because we have no control over the external network.
For voice calls, if the contact logs in, a call is considered as having been notified.

Roster Control Using Properties

Some aspects of Alarm Roster behavior can be controlled on a Roster-by-Roster basis using
properties defined in a parent Context tag or parent Alarm Database tag.

(The following list of properties has been edited in version 12.1 to exclude those that are better
managed within the Roster or the Alarm Notification System Properties dialog. )

Note that there are two lists on this page. For properties in the first list, the Context tag must be a
parent of the Roster that is to be modified. For the second list, the Context tag must be a parent
of the alarm tag or tag containing the built-in alarm.
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Note: If the default settings are suitable for all of your rosters, there is no need to also set
them in a Context tag. Use the information in this topic only if you need to override the
default behavior for certain rosters or alarms.

Settings that may be added to a Context parent of a Roster tag:
GiveUpCallTimeout
How long we wait before giving up on a voice call attempt.
HideMenuOnOutgoing
True to prevent navigation back to the main voice menu on an outgoing call.
SkipLogonDialOut

When set TRUE, the challenge / response for calls that dial out to the user will be dis-
abled. The user will not be able to return to the main menu.

DialerLocation
The introductory phrase uttered by the dialer. Defaults to "This is the VTScada System".
LimitRosterToParentDB

When LimitRosterToParentDB is TRUE (default) a Roster that is a child of a custom
AlarmDatabase will see only alarms in that database. If set to FALSE, the Roster will
report alarms that have a matching area but exist in a different AlarmDatabase.

PINRetries

The number of times a user is allowed to attempt their PIN before the call will be dis-
connected.

DialerAckindividualAlarms

If true, a user is given the option of acknowledging each alarm individually, as opposed to
all or nothing.

MenuRepeatMax

The number of times a menu will repeat without a user response before the dialer hangs
up.
NotificationErrorDelay

The delay between attempts that follow a failure to deliver the message on the first run-
through of the roster.

RepeatMenuTime

The delay in seconds between menu repetitions.
DiallnControl

Enables access to control actions via the phone

Settings that may be added to a Context parent of the root tag of an alarm being sent:
CallOutPriority

Determines whether any alarms, only priority 1 alarms, or priority 1 and 2 alarms are
called out.
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MaxCallAlarmPriorityReported

Controls whether lower priority alarms are reported when higher priority alarms are called
out.

DialOnActive

Dial when placed on the Active list or Unack list for Trip alarms.
DialOnClear

Dial when alarm removed from Active list.
DialCancelOnNormal

Cancel dial when alarm clears.
DialCancelOnAck

Cancel dial when alarm is acknowledged.

Dialing-in. The Alarm Notification System Menu

Note: This information applies only to VTScada installations that include the optional
Alarm Notification System. If your application has this feature, and you are one of the oper-
ators on the callout roster, then the following will help you to work with the Alarm Noti-
fication System menu.

The VTScada Alarm Notification System will begin each phone call by announcing itself and
requesting your authorization code, which is the Alternate Identification Value that your manager
defined for you in the security Accounts dialog (Configure Alternate Identification). The wording
of the announcement is controlled by your VTScada Developer, but typically begins with the
words "This is the VTScada system at <your company>."

What happens after you have entered your Alternate ID depends on how your developer has
configured the system. You may begin with the Main Menu, or the developer may have con-
figured the system to go directly to one of:

» The list of unacknowledged alarms.

The list of active alarms.

The control menu.

The station status menu.

The following sections describe your options in each of these menus.

The Alarm Notification System Main Menu

From the main menu, you may press a number from 1 to 4 to access any of the other menus, or
you may press star (*) to hang up.
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Main Menu Unacknowledged Alarms

Active Alarms

Control

Station Status

Hang Up

The Alarm Notification System Unacknowledged Alarms Menu

The list of unacknowledged alarms spoken depends on two things: First, only alarms in the area
you are permitted to view will be spoken. Second, if the Alarm Notification System initiated the
call, then only the alarm(s) that caused that call to be made will be spoken. If you called the
VTScada Alarm Notification System, then all unacknowledged alarms in areas that you are per-
mitted to see will be spoken.

After the listis read, you can press 1 to repeat, 2 to acknowledge, or * to return to the main

menu.
Options ﬁ
The alarm dialer reads out 1 =—pp| Repeat
the list of unacknowledged
alarms. »| - =P Acknowledge

¥ Y

Main Menu

The Alarm Notification System Active Alarms Menu
The list of active alarms, in areas that you are permitted to view, will be read.
You can press 1 to repeat the list or * to return to the main menu.

Cptions ﬁ

The alarm dialer reads out 1 mppp] Repeat
the list of active alarms.
_...

EH
Ed

v v

Main Menu

The Alarm Notification System Control Menu
Start the control menu by entering the ID number of the station whose tags you want to control.

The alarm notification system will read the list of control tags in this area. Enter the number of
the output tag that you want to control, followed by the # key. Entering just the # key at this point
causes the list to repeat.
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You can control the tag by pressing 1 to write a 1 or "ON" value, or you can press 0 to write a 0 or
"OFF" value. Pressing the * key will take you back to the list.

Enter Station = Dialer reads Mumber + # | Control 1 '+
ID number list of control
Ay o 1 [s]

* Repeat "

Control N
l * List *
+ Back to

Main Menu List of Control
Start Tags

The Alarm Notification System Station Status Menu

Start this menu by entering the ID number of the station whose tags you want to learn about. For
the given station, the system will read the current values of the Pump Status tags followed by the
Digital Status tags, followed by the Analog Status tags.

You can press 1 to repeat the information or * to return to the beginning.

Enter Station || Pump status | Status of ] Analog Status 1 -|—e] Repeat station
ID number iz spoken Cigital tags values are infermation
is spoken spoken.

S S i

Back to start - enter station ID number

Main menu
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14 Operator Notes Page

Exercise preparation: In the simulator application, on the Overview page, set the simulator
speed to 15. Minimize the simulator application and continue working in same application you
have been building.

The Operator Notes page is a space dedicated to the electronic operator logs (notebooks). In
spite of the page name, you have access to any notebook from this page. Notes are stored in a
tamper-proof form and cannot be edited or deleted. You can however, add comments to notes to
clarify the meaning, correct mistakes, or add additional information.

Tip: Notes can be added in the Operator Notes page, in the Alarm Page, in the HDV
graph, and in the Notes tab of the HDV. You can also add widgets for note recording to any
of your pages.

In all cases, notes are notes. The only variable is the choice of notebook.

Several notebooks are provided, but you can create any number that you need by adding new
Notebook tags.

VT Tag Browser: Showing 3 of 5,030 Running Tags | Using 13 of Unlimited Licensed Tags

A | Of this Type: Notebook Search ® Y. DS i
——§> i Mame = Description Type

T“@ M‘_?”US Operator Notes Operator Notes Notebook

T_Q F'rlrr.larj,,rTCPF'ort AMotes System Alarm DB Notebook

T_Q Station 1 AMotes System Event DE = Notebook

T_@ System Alarm DB

+-" System Event DB
SystemAlarmHistorian

+- SystemHistorian

System Notes  System Notebook Motebook
ADataMotes  Motes for Marual Dtz Editie Notebook

Operator Notes is the default notebook for the Operator Notes page. System Notes is the default
for notes added in a trend window. Every alarm database has a matching notebook that will be
used when an operator adds a note to an alarm record.
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B OA A%

Motebook Toals
Operator Notes

Al x]

George +« 2 minutes ago » Last updated 1 minute ago
Thunder storm forecast for this afternoon. Lowering pond levels in anticipation of heavy rain.
Comment « 1comment -

Paul » 1 minute ago

While trying to lower the ponds, discovered that #3 pump is malfunctioning.

Comment

’[Insert a Quick Mote] - Add Mote

Figure 14-1 The Operator Notes page.

The time can be displayed either as an age (4 hours ago) or as a time and date (July 1, 2014,
14:01:04). An "update time" for a note shows when the most recent comment was added.

If a note seems to show two ages (4 hours ago * Added 2 hours ago) then it was created within
an Historical Data Viewer graph. The first age shows the point on the graph where the note was
placed, making it relevant to an event that occurred sometime in the past. The second age
shows when the operator created the note.

Configure Quick Notes

A Quick Note is a named note stored within Notebook tags that operators can add to their new
notes. It might be a commonly used phrase, or it can be a template with blanks for the operators
to fill in. Adding a Quick Note is similar to a copy & paste operation. The added note can be
edited until they click the Add Note button to save it.

Quick Notes are created in a Notebook tag. Because there can be many Notebook tags match-
ing many notebooks, you may have to duplicate Quick Notes if they should be available to more
than one notebook.

253« Operation And Configuration


https://www.vtscada.com/help/Content/D_Tags/Dev_Notebook.htm

14 Operator Notes Pagﬁ

WT
ID Setup Quick Notes
Manage the Quick Notd VT Add ot
Title
Ckay Message Title
Incident Report
Cuick Mote

Location:
Problem:

Action taken:

0] 4 Cancel

Add Edit Delete 4+ *

Figure 14-2 Adding a Quick Note to the Notebook tag

As operators are typing their notes, they can click the Quick Note drop-down to select from a list
of note titles. It is important for each title to be as descriptive as possible.

[Insert a Quick Mote]

Oka

[Insert a Quick Mote]
Message

Figure 14-3 Selecting a Quick Note

Exercise 14-1 Practice with Operator Notes.

1.
2.

3.

Open the Operator Notes page.

Create two or three notes.

(Perhaps comment on an imaginary equipment malfunction.)

Add a comment to one of the notes to add extra detail

Explore the search feature by searching for notes or comments that contain a
word that you wrote in one of the notes.

Open the Tag Browser, then the properties of the Operator Notes tag, which is at
the top level of the hierarchy.

Open the Quick Notes tab.

Add two Quick Notes. Make one a commonly used phrase from your workplace
and the other a template with blank spaces for operators to fill.

Click OK to close the properties dialog and again to close the Tag Browser.
Create new notes using your Quick Notes.

Click the Export button and save the notes to a file.

The saved file should open in your default browser.
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Page Notes

Use Page Notes to add reminders on any VTScada page. (The ability to create and edit page
notes is controlled by the security privilege, Page Note Edit.)

@ ®  Scada Overview RSSEESA ":21;; e s

MT Edit Mote *

Alarms shelved during maintenance.
Don't forget to unshelve them when done.

v

Alarms disabled during maintenance.

Don't forget to enable them when done.

Figure 14-4 A note being created, then displayed on a page.

Page Notes are unique in that they can be added to any page, including the VTScada system
pages such as Alarms and Reports. Nothing else in VTScada is so flexible in its location. Option-
ally, a note can be configured so that it is displayed on every page, throughout the application.

— EE (hewimnr*‘

Also, unlike the text recorded in Operator Notes, Page Notes can be edited and deleted. (A per-
manent record is kept in the Event history, of who added, edited or deleted every note, and of
the content of every note during its existence.)

If you hover the mouse over a note, you will see a tooltip telling you when the note was created
and who wrote it.

Require acknowledgment of Page Notes

If you need a record that an operator has read a page note, you can "arm" it by clicking the green
check mark in the Edit Note dialog. When a note is armed, the next time that anyone clicks it,
VTScada shows the following dialog:

Alarms disabled during maintenance. (
Don't forget to enable them when done.

VT Acknowledge Mote X
0 Do you want to acknowledge this page note?

Yes 3 Mo

Figure 14-5 Acknowledging an armed Page Note
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Hide Page Notes

Notes and their background color cannot be made transparent and are always in the foreground
of a page. This means that they will always hide whatever else was on the page, behind the
note. A button at the top of the screen will hide or display all the notes on a page.

m ‘ E E@E ‘ E:S;yzrd:;‘-lpd

| Hide Page Motes h

Figure 14-6 Hiding a page note is a temporary action

The act of switching to a different page, then coming back to the current one will cause all hidden
page notes to display. VTScada assumes that the note exists to be read.

The appearance of Page Notes can be adjusted in several ways: You can change the color of
the text, the color of the background, the choice of text font, the size of the note and the style of
the note border. These are all accessed by the properties button in the note editor.

Exercise 14-2 Create a Page Note

1. Click the Add Page Note button
The Edit Note dialog opens.
2. Move the Edit Note dialog to wherever you would like to place the note on the
page.
Wherever you are editing the note is where the note will be left when saved.
3. Click twice on "Sample note text"
The first click activates that area. The second puts the cursor into the editing
space so that you can write.
4. Replace the sample note with a note of your own.
Remember that while it is possible to edit or delete page notes, everything you
type will be saved in the system event log's history.
5. Click the save icon in the Edit Note dialog.

[ % « MO . . .
L Your note will be visible on this page.

Open another page in your application, then return to the page where you created
the note. It should be visible only on the page where it was created.

6. Click the Hide Page Note button at the top of the page.

The note should vanish.

7. Navigate to another page, then back to the page where the note was created.
The note should be visible again. Page notes are hidden only to see what was
under them. Presumably, so long as the note exists, the information it contains is
important and therefore should be visible. You don't need to change pages to
reveal hidden notes, you could click Hide Page Notes again to toggle visibility.

8. Double-click on the note itself to re-open the Edit Note dialog.

9. Click the trash can icon to delete the note.

10. Create a new note, this time clicking the green check box in the Edit Note dialog to
arm the note.

11. After creating the note, check that a green arrow is displayed.

12. Click once on the note to indicate that you want to acknowledge the note.
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13. Click OK in the dialog to confirm acknowledgment.

14. Open the Alarm Page and select the History view.

15. Note the last few descriptions. They will show when you created and armed the
note and when you acknowledged it. If security was enabled, the record would
also show who acknowledged the note.

16. Switch back to the Overview page and delete the note.
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15 Historian and Logger Configuration

VTScada uses its own storage system for saving data. It includes all the tools you need to
extract data when and how you wish.

The task of collecting and saving data is managed by Historian tags. There are at least two in
every application (SystemHistorian and SystemAlarmHistorian) and you can add more if
required.

By default, information is written to a proprietary storage format, located in the Data folder of
your application. You can choose to store your data in a 3rd party database such as Oracle®,
PostgreSQL®, SQLite®, MS SQL Server® or MySQL®, but this is not a common configuration.
Note that VTScada will use its own data storage system within these databases, therefore you
should plan to query and retrieve your data using the VTScada tools, regardless of how and
where it is stored.

( N\

Tip: Dealing with Daylight Savings Time:

VTScada records all data using UTC timestamps. In UTC, time advances at the rate of one
second per second (barring leap-seconds) and if you were to plot your data against UTC
time, you would see an uninterrupted line, assuming that your system is up and running,
logging data.

Complications arise in places where daylight savings time (DST) is used. When DST starts
in the spring, clocks jump forward from 2:00:00am to 3:00:00am. As far as UTC is con-
cerned, data continues to be logged at the same rate, but if viewed on a graph that shows
the local time, there will be a gap or a straight line showing no data for that hour. This is not
a problem with VTScada. The gap exists because no time passed when the clock jumped
forward, and therefore there is no data for that hour. Nothing can be shown.

Also, that day is 23 hours long, not 24, which may affect your reports. Again, this is not a
problem with VTScada. According to your local clock, the DST-transition day had only 23
hours, therefore a daily report can include only 23 hours worth of data.

In the autumn, when daylight savings time ends, you can expect the same in reverse. It will
appear that an hour's worth of data is over-written during the transition as the local clocks
repeat that hour. That day is 25 hours long.

Rest assured that VTScada is faithfully and steadily recording your data, regardless of
what your local clocks are doing.

Note: When the connection to an Historian is built into a tag, that tag's values are written
with every change. The use of a deadband on analog-value source tags is recommended
to avoid logging system noise, and in fact is present by default in the tags, 1/0 and Cal-
culations & Analog Status. See: Optimize Your Configuration for related steps that you
should take to avoid problems when logging data.

(. J

If using tag types that do not have a built-in connection to the Historian, you must add a Logger
tag to serve as a go-between, passing data from the collection tag to an Historian.
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Note: The simulation runs at a speed that provides feedback quickly as you build your
application. But it won't look very realistic when plotted. Before proceeding, switch to the
Training Simulator application, open the Sample Pages folder, open the Demo Pumping
Station page, and change the speed factor to 5. Switch back to the Training App for the
exercises.

Historian tags have been designed to provide dependable, efficient service with minimal con-
figuration. Options include:

» Data Limiting - you can configure the Historian tag to save data from only the last X
days or N records.

 Alternate storage locations. You can direct the data to be saved to a location of
your choosing. For optimum performance, this should never involve sending data
across a network to another machine.

» Alternate storage formats. Instead of using the VTScada database system, you
may use any of the following databases to store data: Oracle, MS SQL Server,

MySQL or SQLite.
Two additional configuration options for your Historians are done using the Edit Server Lists

panel of the Application Configuration dialog:

» Redundant storage locations. In a multi-server application, you can (and should)
configure backup servers. Data will be copied automatically, and backup servers
can take control when the primary is offline.

» Load distribution between multiple Historian tags. By adding more Historian tags,
each running on a separate server and saving to separate databases, you can
ensure that the data logging requirements of extremely large systems does not
exceed any one server's |/O capacity.

System Historian versus System Alarm Historian

Both are Historian tags and both write data to long-term storage. In general, it is best to keep pro-
cess I/O data separate from the alarm history for the following reasons:

» Retrieval speed.
If alarm data were mixed with process I/O data, it would take longer to retrieve.
The stored history of alarms and events tends to be very small compared to I/0
process history.

e Local storage.
For applications that run on multiple workstations, every workstation will have its
own copy of the alarm database so that alarm information remains available in the
event that the workstation becomes separated from the rest of the network.
This is not a good idea for your stored process I/O data. Therefore, the System
Alarm Historian is configured to maintain a local copy of its database on all work-
stations, while the System Historian is not.
(Caution: do not confuse this concept with that of backup Historians. )
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Monitor the Historian's Connection

You can use a VTScada expression to verify that any given Historian is connected to the data
store on a given server. This expression may be created within a Calculation tag or as the con-
dition for an Alarm tag.

Given an Historian named, "SystemHistorian" storing data on a server named "LogServer1" the
expression to use is as follows:

Scope(Code, "SystemHistorian")\GetServerStatus('LogServerl™)

This expression will return a valid FALSE if disconnected. Invalid means that no data is available
for that server, oritis a client, not a server.

By monitoring the connection, you can quickly raise an alarm if there is a loss of communication.

Historical Data Viewer (HDV)

VTScada makes it easy to view a trend plot of a tag's values over time. You need only left-click
on an object that represents an input tag (analog or digital) to open a trend graph. Click more wid-
gets to add more pens to the graph or use the Tag Selector button within the HDV toolbar.

[ Tip: All Notebooks that have the same Area as the tag you select on screen will be
included.
You can control this by changing the properties IncludeAreaNotesWithTrendedTags,
and IncludeGroupNotesWithTrendedTags.
If using the Tag Selector tool within the HDV, only notebooks that you add will be
included.

You can also use the following options to open or view the HDV:

» The Historical Data Viewer Page, included in the Alarms, Reports and Diagnostics
folder of the VTScada menu.

» Draw a button or hotbox that will open a preconfigured HDV as a pop-up dialog.

» Draw a miniature HDV on any page, configured as required.
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MT Historical Data Viewer
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Figure 15-1 Clicking a widget to open the HDV
Troubleshooting:

» Values are rounded to the nearest 1.
The I/0 tag is configured for 0 decimal points. Open the tag's properties dialog
and select the Display tab. Increase the decimal points to the value you want.

» Unable to see plotted values in the graph.
Check pen configuration to ensure that all are being plotted with a visible line.

Check that there are values for the selected pens. If all values are a flat line at the
top or bottom of the range, they may not be easily visible. If the tags are not
logged, it may be necessary to reduce the time scale to see live values being plot-
ted.

If security groups and realm-area filtering are configured, you may not have the
right to view the selected pens.

Developers can configure tags and widgets so that the HDV does not open in
response to a click. This many have been done for selected tags and widgets in
your application.

» The Historical Data Viewer doesn't open.
The developer may have disabled the trends feature for this tag. Check with your
supervisor.

The item you clicked upon is not an input tag.

The ability to see the HDV is controlled by a security privilege that you may not
have.

The HDV is already open but moved off to the side of the screen.

» Another window opened in addition to the HDV, perhaps blocking your view.
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Every object in the location where you click, will respond - not just the top-most
tag. - Ask your developer to adjust the screen layout or use the full Historical Data
Viewer window rather than clicking on this tag.

( N\

Tip: Dealing with Daylight Savings Time:

VTScada records all data using UTC timestamps. In UTC, time advances at the rate of one
second per second (barring leap-seconds) and if you were to plot your data against UTC
time, you would see an uninterrupted line, assuming that your system is up and running,
logging data.

Complications arise in places where daylight savings time (DST) is used. When DST starts
in the spring, clocks jump forward from 2:00:00am to 3:00:00am. As far as UTC is con-
cerned, data continues to be logged at the same rate, but if viewed on a graph that shows
the local time, there will be a gap or a straight line showing no data for that hour. This is not
a problem with VTScada. The gap exists because no time passed when the clock jumped
forward, and therefore there is no data for that hour. Nothing can be shown.

Also, that day is 23 hours long, not 24, which may affect your reports. Again, this is not a
problem with VTScada. According to your local clock, the DST-transition day had only 23
hours, therefore a daily report can include only 23 hours worth of data.

In the autumn, when daylight savings time ends, you can expect the same in reverse. It will
appear that an hour's worth of data is over-written during the transition as the local clocks
repeat that hour. That day is 25 hours long.

Rest assured that VTScada is faithfully and steadily recording your data, regardless of
what your local clocks are doing.

(. J/

If the tag is being logged, the graph can be scrolled to show historical information. If there is no
saved data, then the graph will show only new values as they are being collected. The HDV
makes it clear whether the plot is of live (current) or of historical values. While you are viewing
live data, the pause button (following image) will look like any other button. While you are view-
ing only historical data, the button will be an arrow on a yellow background.

O T EIEEE

Time Span P& Pan &
Resume Live Mode

Time Span

Pauze

Figure 15-2 Controls to pause and resume live data display

The pen legend, across the lower edge of the window, provides a color-key to the plot lines,
value statistics for the time span shown and controls to hide a plot line or change its display char-
acteristics. The Value column tracks the cursor position across the graph, showing the matching
values as you move the cursor across the chart.

Besides being opened by a click on a widget, the HDV page can usually be found in the menu.
Your application may also have shortcut buttons that link to the HDV, loading a preset group of
pens.

When opening the HDV directly from the menu, you will need to select a set of tags to plot after
the page opens. See: Select Pens (Tags) to Plot.
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The HDV's features include the ability to plot multiple tags, save named groups for easy selec-
tion later, adjust the color, size and style of the graph lines, add notes, superimpose lines to
mark alarm levels, view a table of the values, export, and much more.

Certain tasks described in this chapter require that you first select a pen. You can do so either by
clicking the pen name in the legend, or by clicking once on a value in its scale legend, to the right
or left of the graph.

Graphed Lines versus Logged Values

The Historical Data Viewer's plot display cannot show more data than there are pixels on your
computer screen. For example, your display might have 1024 pixels across its width, of which
1000 or so are devoted to the display of the graph. If you are viewing a week's history for a tag
that is logged every 10 seconds, there are 60480 records in the log file for the week. Each pixel
on the graph must therefore represent approximately 60 logged values.

The following techniques are used to deal with this:

Analog Pens: Peaks and Averages. If the Plot Averages option is selected for a pen (tag) then
for each pixel on the graph, the average of the logged values represented by that time span will
be shown. If the Plot Peaks option is selected, then the minimum and the maximum values for
the time span will both be shown, resulting in a banded plot. You can choose to plot Peaks and
Averages at the same time.

You can control the default scale range for analog pens. The scale can be set in the tag con-
figuration, within the pen properties, or allowed to float, automatically adjusting to the currently
displayed values.

Digital Pens: In the legend, "Average" refers to the percentage of the displayed time for which
the tag was in state 1 ("On"), expressed as a decimal value.

In the grid view, when viewing averages over a time span that is greater than the logging rate, a
% active value will show you what percentage of the logged values within that time span had a
value of 1.

VT Historical Data Viewer

Unnamed Group = ° ﬁ E 1 Day M L m Averages ™| 15 Minutes ~ fA E|
Tag Selection Export Time Span Data Mode & Time Per Record view | Note
- Local TCP Port\.\Tank 3\Tank Level System Motes Local TCP Pori\.\Pump 1\Running State
me Meonitor tank level System Notebook Pump ronning status
Sep 11 13:00
Sep 111315 54.26 ﬁ 1 83.7% Active
Sep 1113:30 4537 99.4% Active

Plot Grid MNotes
Figure 15-3 Averaged digital values
To view the history of actual on and off cycles, select the Raw Data option from the menu.
Exercise 15-1 Practice with the Historical Data Viewer.

Preparation: Adjust the pump controls to run in Auto mode.

1. Open the Historical Data Viewer page.
2. Open the Tag Selector dialog.
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3.

In the Filter by Description field, enter: *simu*
Press tab or enter, as per usual when typing in VTScada.

If the driver tag has the description, Simulated PLC, as directed in an earlier exercise, you will
now see a list of properties for that driver. If not, remove the filter and browse through the tags
until you find the Modbus Compatible driver.

NoO Ok

10.
11.
12.
13.

14.
15.

16.
17.

Select, FailedCount, Quality and SuccessCount for the plot.

Click, Save Group, and name this "Driver Statistics".

Click the Remove All button.

From the list of tags, find and select the Level tag.

(You may need to remove the description filter that you created earlier.)

Find and select the System Notebook tag.

Save this group as Levels.

Click the Plot button to close the Tag Selector.

In the graph, adjust the time span to show 10 minutes.

Experiment with the various scaling options.

Add a note to the graph.

Your choice for the text.

Switch to the grid tab and experiment with the Data Mode and Time Per Record.
Switch to the Notes tab. Which notebook is currently selected? Is that the one you
want?

Switch back to the plot view.

Open the Pen Properties dialog for the Level pen and experiment with the set-
tings.

Note that the default is to use the display parameters you configured when cre-
ating the tag. This is usually the best option, but you can override it if you have
several tags configured with the same color and want to show different colors in
the graph.

Pen Groups - Save Tag Selections

Note: If user realms are in use, then the pen group you save will be available only to mem-
bers of your security group.

You can create named selection groups of tags to plot. These groups are available for all users
in a drop-down menu at the upper-left corner of the Historical Data Viewer. The ability to work
with pen groups is controlled by the security privileges Group Modify, Group Save and Group
Delete.

Notes:

Saved groups are treated more like historical data than part of the application design. This
means that they are not included in ChangeSets of the application.

For those using Realm Filtering, saved groups are tied to realms. Pen groups that you cre-
ate while signed in within one security realm are available only to members of the same
security realm.

Operation And Configuration » 264


../../../../../Content/D_Customize/Dev_RealmAreaFiltering.htm

15 Historian and Logger Configuration

VT Save Group - O =

Group Name

Morthern flow rates

0K

Save Group Preview

Delete Group Plot

When you click on a group name from the menu, a preselected set of tags will be plotted on the
graph.
VT Historical Data Viewer

(Umametorop ] @ | 2]

Unnamed Group Export

Inflow Rates
Tank Levels
Zone 2, Pump status

XK

The same feature is used by the HDV Button Widget.

| Plotinflow Rates | | PlotPump History | | Plot Turbidity Chart |

Save a pen group:

Open the Tag Selector from the Historical Data Viewer
[optional] Define filters to reduce the length of the tag selection list
Select tags from the list or click Add Query to save the filter as a query.
Click the Save Group button.

The Save Group dialog will open.

b

1. Enter a name for the new pen group in the Save Group field.
2. Press the Enter key on your keyboard to input the new name.
3. Click OK.

Troubleshooting:

» Unable to use a particular name
Group names may not be numeric and may not contain most punctuation char-
acters. Select a new name.

» Group contains unwanted tags or is missing desired tags.
Groups can be edited. Add or remove tags are required, then save the group,
using the current name.
Modify pen groups
After you have created a pen group, you can modify the tags belonging to it at any time.
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1. Expand the pen group drop-down list in the Historical Data Viewer page's tool bar
(i.e. the drop-down list to the far left in the tool bar).
2. Select the name of the pen group you wish to modify.
3. Click the Tag Selector button.
The Tag Selector dialog will open, and the text Currently Editing <Pen Group
Name> will appear in its title bar (where <Pen Group Name> is the name you con-
figured for the selected pen group).

4. Use the Select Tag and Remove Tag/Query buttons in the Tag Selector dialog to
modify the Selected Tags list until it contains only the tags you wish to belong to
the selected pen group.

5. Click the Save Group button.

The Save Group dialog opens and displays the name of this pen group.

6. Click OK to modify the referenced pen group.

7. Click the Plot button to close the Tag Selector dialog and plot all pens belonging to
the group on the graph on the Historical Data Viewer page.

Troubleshooting:

» Wrong group selected for editing.
The tag selector's title will state the name of the group being edited.
If changes have been made to the wrong group and you have Version Control as
part of your VTScada license, you may reverse the change. Otherwise, edit the
groups to restore the pen selection.

Delete a pen group
To delete an existing pen group, provided that your account has the required security privilege:

1. Expand the pen group drop-down list in the Historical Data Viewer page's tool bar
(i.e. the drop-down list to the far left in the tool bar).
2. Select the name of the pen group you wish to delete.
3. Click the Tag Selector button.
The Tag Selector dialog will open, and the text Currently Editing <Pen Group
Name> will appear in its title bar (where <Pen Group Name> is the name you con-
figured for the selected pen group).

4. Click the Delete Group button.
The Delete Group? dialog will open and request confirmation that you wish to
delete that pen group.

VT Delete Group? *

Are you sure you want to delete this group?
Morthern flow rates

=

5. Click the Yes button.
The tags belonging to the selected pen group will be removed from the Selected
Tags/Queries for Plotting list in the Tag Selector dialog.
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6. Click the Close button.
The Tag Selector dialog will close, and the tags belonging to the deleted pen
group will removed from the graph on the Historical Data Viewer page.

Transferring Pen Groups

Caution: The following describes an advanced procedure. It should be used only by exper
ienced VTScada developers.

Pen groups are stored in files under the Data\NetworkValues folder structure. These are not
under version control and are not included in ChangeSets.

The pen group files are named using the pattern HistoricalDataViewer-Group-Group+

followed by the name of the group and related information. There will also be a file named His-
toricalDataViewer+HistoricalDataViewer-GroupList.NVX You can copy these to
another workstation where the application is installed.

1. On the source workstation, create a copy of the files that match the patterns noted,
then take or send that copy to the destination workstation. (All remaining steps are
done on the destination computer.)

2. On the destination workstation, stop the application.

3. Delete the file \Data\NetworkValues\NetworkValues.Cache.

4. Paste files you copied from the source computer into the Data\NetworkValues
folder of the destination computer.

5. Restart the application.

Caution: If the destination workstation had pen groups that were not on the source work-
station, they will be lost when you over-write the GroupList file. Use this procedure only
when the application is newly installed from a ChangeSet.

Add a Note to the Graph

Notes added the graph, can provide context for the values displayed. For example, someone
looking at a graph of a holding pond's level may wonder why it suddenly rose, three weeks
earlier. If the operator on duty at the time had added a note about the thunderstorm that filled the
pond, then the mystery would be solved.

Notes added to the graph are linked to whatever point in time you choose, and a marker is
added to that graph at that point. Use this to link notes to events, for example explaining why a
level suddenly rose. Within the Notes database, the actual time of creation is also stored in addi-
tion to the apparent time. On the Operator Notes page, both the time to which the note is linked,
and the time of creation will be displayed.

You can also choose to open the Notes tab of the HDV, which is simply another view of the Oper-
ator Notes page with its full range of features.

Notes are saved in a notebook - a pen (notebook tag) that must be selected before the Post but-
ton can be used. If only one notebook pen is included in the legend, then it is not necessary to
select it before adding a note.

Available Notebooks:
VTScada uses the following rules to add notebooks to the legend:
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« If you open the HDV for a selected tag (by clicking on a widget or using the Plot
command from the Alarm page or Tag Browser) then the System Notes notebook

is included automatically.
« Ifthere is a Notebook tag that has the same Area property as the selected tag,

then that will open as well.
 Ifthe selected tag is also a member of a saved group (Pen Groups - Save Tag

Selections) and if that group includes a notebook other than System Notes, that

will open as well.
 If you use the HDV tag selector to choose which tags to plot, you must also select
one or more notebooks. None will be added automatically in this case.

Exercise 15-2 Add notes

1. Inthe penlegend, select a notebook pen.
If there is no notebook pen, you will need to add one, using the Tag Selector.

Pen MName Desc
X® 0 . \Tank Level Maonitor t
X =0 = SystemMotes Ib

Plot Grid Maotes

2. Click the Post button in the tool bar on the Historical Data Viewer page.
If you have shrunk the window, tools will vanish from right to left. You may need to
widen the HDV window again to see the Post button.

Add Mote

3. Click on the graph, at the date and time location for which the note will be rel-

The Add Note dialog will open and identify the time.

VT Add note to System Motes e
May 17, 2018 14:08:38

Determined that a malfunction in purmp #3 caused the drop in levels,

[Insert a CQuick Mote] QK Cancel

4. Enter the text for the note in the Note area.
5. Click OK.
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The Add Note dialog will close, and a marker will be placed on the graph at the selected date
and time, to show that a note has been added.

To read a note, click its marker on the graph. If there are two notes for the same time marker,
both will be displayed. If viewed in the graph, rather than on a plot, single notes will be written in
the graph. Multiple notes for the same time marker can be opened by clicking a provided link.

VT Systern Motes x

Determined that a malfunction in pump #3 caused the drop
in levels.

Close

The note will always include the date and time matching the note's location on the graph, the
timestamp of when the note was recorded, the name of the user, and the text of the note itself.
The note cannot be edited or deleted, but comments may be added at any time.

Troubleshooting:

¢ An error message tells you to select a Notebook pen.
Choose a notebook tag from the legend. This tag provides the mechanism to
save and retrieve notes.

» There is no notebook pen to select in the pen legend.
Use the Tag Selector button to find and add a Notebook tag to the list.

[ (5] 1 &

Tag Selector

Export HDV Values

The export button will send values displayed in the graph or grid to a file type of your choice.
What is exported depends on what you are viewing, as per the following note.

Note: Graphed values are not necessarily the same as logged values.

If exporting from the plot, values will be averages of the data values covered by each
screen pixel.

If exporting from the grid, values will be averages, minimums, maximums or raw data
depending on your choice of data retrieval mode.
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Note: If generating a file using the VTScada Anywhere Client, it will be transferred to your\
browser automatically. Check your browser's download history. (Will vary by browser.)
Only text files can be generated by a thin client, not spreadsheet or database files.
Similarly, Excel templates cannot be used when reporting via a thin client.

This applies to report generation, HDV exports, note exports, ChangeSet creation, and tag
exports.

You cannot view a generated file (such as a report) within the Anywhere Client. The client
shows only the VTScada user interface.

(& J

Adjust the time span to change the range of dates included in the export. Only the values in the
current HDV display are exported.

The values can be exported to any of the following formats.

» Access Database.
» Excel Spreadsheet.
e CSV File (Comma separated values in a text file.)
» ODBC Compliant Data Source.
Details will depend on the destination.
If exporting more than one tag, you will have the choice of exporting each to separate work-
sheets / database tables / files, or to merge all together.

If merging several tags to a single file or worksheet, and if exporting raw values from the grid
view, the result will be a sparse table. There will be a row for every logged timestamp, but not
every tag will have been logged at that exact moment in time.

Exercise 15-3 Export values from the HDV:

1. Ensure that you are viewing the tags you are interested in, and that the time span
covers the values that you want to include in the export.
2. Click the Export Wizard button.

The Export Wizard will open and display its welcome screen.

3. Click the Next button.
The Export Format screen will be displayed.

Select the format for your exported data from the drop-down list.

Click the Next button.

Accept the suggested file name and directory for the export file or create your

own.

« If you have chosen to export to an Access, Excel or CSV file, you can use the
Browse button to navigate to a directory where you wish to save the file and type
the file name.

» The Access and Excel formats also allow you to append a timestamp to the file

name(see image).

o0k
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VT Export Wizard *

Excel Spreadsheet VTscada

Specify the location of your Excel spreadsheet file,

File Name

ChDevBuild\WellProject\ Data\ Export.xls Browse

[ ] Append timestamp to file name
[ ] Use separate sheets/tables

1 Back Mext P Cancel

Figure 15-4 Specifying the format and location of the exported data

« If you have selected an ODBC export, you can select an existing ODBC data
source associated with an existing database or spreadsheet into which you wish
the data exported. There is no option to append a timestamp when selecting the
ODBC data source.

7. Click the Next button
8. Click the Finish Button
Troubleshooting:

» Error "General warning. Unable to open registry key "Temporary (volatile) Jet DSN

VTScada is running in an account that does not have sufficient permissions for
the ODBC process. Adjust permissions for this account or use an account with a
greater permission level.

Draw HDV Widget

* Does not use the Style Settings tag.

Add a scalable view of the Historical Data Viewer to any page as a widget. This widget is
designed to be linked to a parent tag, which may be either a Context, or a user-defined type that
was created from a Context tag. Alternatively, you may select an existing pen group for it to dis-

play.
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100
100

Description Value Maximum Minimum Average
® 0 wATank Level Monitor tank level 486% 174 76.7 44.3
® L e A\Tank Level Monitor tank level 101 % 8.7 911 477
® 1 s ATank Level Maonitor tank level  24% 175 821 47.2
4 I 3

Plot Grid Maotes

Note: After adding this widget to a page, the properties dialog allows you to select a pen
group but not a tag or other data source. Use the Widget Properties ribbon or the right-click
menu to link this widget to a parent tag.

After linking this widget to a tag, there is no way to return to selecting a pen group instead.
Replace the widget with a fresh copy.

If linking to a parent tag (Context or user-created type), use the widget's properties dialog to
select the child tags that should be included in the plot. You can also configure the appearance
of the HDV, including title bar, time selector (footer bar), colors and more. A useful technique is
to add the DrawHDV widget to a parameterized page, linking the widget to a page parameter of
type, tag. Menu entries or page hotboxes are then configured to use different instances of the
user-created tag type when opening the page.

Components of the HDV including the toolbar, legend, and scales may be configured to be hid-
den or displayed as required.

Note: If running a legacy application (created with 11.0 or earlier), user-created tag types
will not link to a Draw HDV widget without additional code.

Procedure for use:

1. Add the Draw HDV Widget to a page.

2. Link the widget to a context tag or user-defined type, containing the tags to be plot-
ted.

3. Open the Properties dialog of the Draw HDV Widget.

4. Select the child tags that will be included in the plot.

5. Adjust other display options as required.

Note: The legend grid and the divider between the legend and the graph can be adjusted
only in the live view, not in the Idea Studio.

» You can left-click on the graph to add value labels.
» You can open a properties menu for each pen.
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» The full controls of the HDV window are not shown by default, but may be added
using options in the widget's properties dialog.
The properties dialog for the Draw HDV will vary, depending on whether it is linked to a type or
using a named pen group.

Exercise 15-4 Add a Draw HDV Widget

Preparation: Open the page Station Status in the Idea Studio

1. Move the current contents of the page upward to the top edge of the window to
make room across the bottom of the page.

2. Inthe Widgets palette, open the folders, Analytics >> Trends & Historical Data.

3. Drag a Draw HDV widget to the page, then stretch it to fit within the available

space.

If using a corner grip, you will need to hold down the Shift key while stretching to

release the aspect ratio lock.

Link the widget to the tag, Station 1.

5. Inthe Properties dialog, select the child tags, PLC1\Level, PLC1\Pump 1\Pump

Running and PLC1\Pump 2\Pump Running.

Adjust the time span to show 30 minutes.

Remove the toolbar.

Disable the Grid and Notes view.

Adjust other display features as you please.

Click the Show Operator View button at the top of the Idea Studio.

You may need to adjust the page size and the divider between the plot and the

legend.

Widget Folders:
Analytics\Trends & Historical Data

i

COXONO®

Tools\Standard Library
Tag Types\Organization/Containers\Context

Sparklines Widget

Used by: I/0 and Calculations tag (although portions may be used by any numeric
tag).

The Sparklines widget is similar to a Plot widget but allows operators to see ata
glance whether the tag has values below, within, or above the expected range.

/\\/\/‘\m

Figure 15-5 A Sparklines widget for an I/O tag, showing the expected range (blue band),
a low alarm, high alarm and high-high alarm.

Exercise 15-5 Draw a Sparklines widget

1. If you closed the Tag Browser, reopen it.
2. Navigate back to find Level.
3. Draw again,
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Navigate to the High Performance folder.
Drag a Sparklines widget to the page, placing it near the Analog Bar.
When the Tag Browser reopens, close it.
Open the properties of the Sparkline.
Change the Time Span to 20 minutes.
Note the number of points to plot.
Too small a number here means that information will be missing from the plot.
Too large a number will slow performance and may not lead to any extra inform-
ation on the screen. Regardless of how high you set this value, you are limited by
the number of pixels available to show those points.
10. Select the option to show the tag's expected range.
11. Open the Display tab.
12. Inthe "Other Display Parameters" section, select Outline.
The Select Color dialog opens.
13. Select black.
This provides visual context for the line relative to the possible range.
14. Close the properties dialog and adjust the size of the Sparkline as you see fit.
15. Adjust the size and position of the last two widgets as you see fit.

©CoNOO A

Create Reports with The Reports Page

The VTScada Reports page provides a selection of ready-made reports. These reports are built
using the VTScada programming language to collect data and display it, usually in a simple tab-
ular format.

Pros:

» Easy to configure and can be configured quickly

» Cost-efficient, requiring little development work

» Can be used with the Report tag to trigger reports at set times or events
» No additional software required

Cons:

» Does not allow user-customized reports

» Formatting options are limited / fixed

» No additional calculations on the data are possible. Data cannot be manipulated
other than what is already done by the built-in report

Use when:

* Low development time or cost is required
» Basic report customization and formatting is acceptable
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Report Page Features

1. Report Type 2. Reporting Period
iAnalog Summary Report P Start Time
May 17, 2018 1:18PM £
2. Tag List
e Types End Time
Load Group Analogs » May 17, 2018 2:18PM
Areas Presets
Save Group Al - Last 60 minutes before trigger time
Tags Available: (11) Tags in Report: (2) 4. Nurnber of Previous Periods
i High alarm setpoint Stetion T\Comm(ChanneliLeve! | | Lewvel
High alarm setpaint feedback Szton TilommCharneiPurg TFn | | Pump flow rate 5. Report Destination
High level setpoint Output Type
High setpoint feedback EE—— o
Sownd| | Low level setpoint
lon3| | Low setpoint feedback| | PP Email Report
| | Pump current draw 4 Email Report as Attachment

Pump running speed
z| | Pump speed control Email Settings
¢| | Speed setpoint feedback| | 4
¢| | Switch position feedback “

Printer
Default Printer

Browse

6. Report Opticns
Use Excel to display screen reports
[[] Use separate sheets/tables

Sort Alphabetically | & & [[] Rename sheets/tables

Run Report

Figure 15-6 The VTScada Report Page

The preceding figure shows the VTScada Reports page. Sections within the page are numbered
to help guide you through the report generation process (1. Report type, 2. Tag List...) No
options exist in this screen to allow you to design new types of report, but you do have a great
deal of flexibility in deciding what to include in any of the built-in reports.

In general, you will create reports by stepping through the numbered sections.
1) Selection of report type. (Refer to the VTScada documentation for descriptions of each type.)
2) Tag List. Filters and other tools for choosing the tags that will be reported on.

3) Reporting Period. Choose one of the predefined periods or use the controls to set a specific
start and end time.

Note: Scheduled reports: Use Report tags to create these (Report Tags). The Reports
Page will only create reports on demand.

4) Number of consecutive periods. After setting a report period, you can generate a series of
reports, each for the same length of time, but for consecutive periods extending back in time. For
example, seven consecutive one-day reports rather than one seven-day report.

5) Report Destination. Select from ten options for where the report will be sent or displayed after
it has been generated.
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Note: If generating a file using the VTScada Anywhere Client, it will be transferred to your\
browser automatically. Check your browser's download history. (Will vary by browser.)
Only text files can be generated by a thin client, not spreadsheet or database files.
Similarly, Excel templates cannot be used when reporting via a thin client.

This applies to report generation, HDV exports, note exports, ChangeSet creation, and tag
exports.

You cannot view a generated file (such as a report) within the Anywhere Client. The client
shows only the VTScada user interface.

(&

6) Other Report Options. Refinements that may be applied to some of the report destination
choices.

The first option is to send a report to Excel, if available. The second and third options apply if pre-
vious periods are being generated (step 4) and the output is going to either Excel or Access
format. Using separate sheets or tables for each iteration keeps the consecutive periods inde-
pendent. If the Rename option is selected, you will be prompted for names when the report runs.

Ve

Caution: When running VTScada as a Windows service, DO NOT select Excel as an out- |
put destination or option from a Report Tag. As noted in the MSDN forums, office applic-
ations assume they are being run under an interactive desktop. If Excel attempts to open a
modall dialog from a non-interactive service, the result is an invisible dialog that cannot be
dismissed, stopping the thread.

Besides the technical problems, you must also consider licensing issues. Microsoft's licenst
ing guidelines prevent Office applications from being used on a server to service client
requests, unless those clients themselves have licensed copies of Office. Using server-
side Automation to provide Office functionality to unlicensed workstations is not covered by
Microsoft's End User License Agreement (EULA).

| J

Built-ln Report Types
Refer to the reference chapter: Report Types Described

Exercise 15-6 Create reports

Open the Reports page.

Set the type of report to Standard Report.

Select the tag monitoring fluid level in Station 1.

Set the reporting time to the last two hours.

Set the Output Type to Screen Display.

If you do not have Excel installed, deselect the option, Use Excel to display
screen reports.

Run the report.

Experiment with other report types.

ok wn=

© N

1A modal dialog is always displayed on top of the calling window and prevents further
interaction with that window.
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Steps to Create a Report

The report page is organized into numbered sections, indicating the steps required to configure
and run a report. For each step, there are several decisions to make.

If the output uses a Microsoft Excel™ file, and you have an older version of that program using
the XLS file format, you may be limited to 255 columns (tags) in your report. Modern versions of
Excel, using the XLSX format will support up to 16383 columns.

VTScada will automatically detect the installed version and produce an output file using the
format it supports, XLS or XLSX

The generalized steps are as follows:
1. Select the type of report to create.

1)Repaort Type
Standard Report T]

Analog Summary Report

R —
Daily Total Report

Derived Flow Report

Detail Report

Driver Communication Error Detail Report
Driver Communication Summary Report

Figure 15-7 Detail of the Report Type drop-down list

For the list of options, see: Report Types Described
2. Select the tags to include.

The types of tag available for selection will be limited by your choice of report type. You
can use the Areas selector to further filter the list.

Use the arrow buttons to move tags from the list of those available to the list of those selec-
ted.

This task is much easier if the tag selection is saved, to be loaded the next time the report
is run.
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. [T
@Tag List End Time
Types -
Load Group |Trer‘|ders v| Mar z
Areas Presets
Save Group |AII v| \w
Tags Available: (36) Tags in Report: (3) 4. Nurnber
Local TCP Port Metwork conne: Local TCP Port\PLCS | [ Pump running stz
Local TCP Port\PLC | | PLC Simulator Local TCP Port\PLCS | | Manitor speed 5. Report D
Local TCP Port\PLC| | Monitor speed Local TCP Port\PLCS | | Outlet flow rate Output Ty
Local TCP Port\PLC| | Set motor spee =
Local TCP Port\PLC | | Start the pump | o) Ssinitlls
Local TCP Port\PLC| | Stop the pump — Email Re
Local TCP Port\PLC| | Pump running = |L| Email Re
Local TCP Port\PLC| | Set motor speet )
Local TCP Port\PLC| | Start the pump Email 5e
Local TCP Port\PLC | | Stop the purnp — .
Local TCP Port\PLC| | Monitor speed [44] Printer

Figure 15-8 Detail: Selecting tags for a report

After selecting tags, you should save the set as a named group, to avoid repeating work
the next time that you run the report. Saved groups are required when creating Report
Tags.

Save a Tag Group

1. Select the tags to be included by moving them from the Tags Available
list to the Tags In Report list.

2. Click the Save Group button.

The Select Group Name dialog opens.

3. Either type a descriptive name for the tag group in the Group name
field, or select an existing group name to update with the new tag selec-
tion.

4. Click OK.

Note: Groups are saved to *.GRP files in your application's ReportGroups folder. They will
be included in ChangeSets.

Load a Tag Group:

1. Click the Load Group button on the Reports page.
The Select Group Name dialog opens.

2. Select the tag group you wish to load.

3. Click on the down arrow in the Group Name area, or start typing the
name of the group you want.

4. Click OK.

The tags belonging to the tag group are placed in the Tags In Report list.

Note: When you load a tag group, those tags replace any that were already in the "Tags In
Report" list.
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Sorting

Tags are sorted in alphabetic order, but you have the option to change the order as
desired by deselecting the Sort Alphabetically option, then using the arrows to move selec-
ted tags up or down in the list.

-

Sort Alphabetically -

Run Report

Figure 15-9 Detail: Sorting the list of tags

3. Select the report's time span.

@ Reparting Period
tart Time

5 Marz, 2016 |10:24AM 2
End Time
[5]] Mar 2, 2016 11: 24 AM

Presets

| Last 80 minutes before trigger time -

A Rl..__L__ _fnN._..I_.._N___ A

Figure 15-10 Detail: Setting the reporting period

An extensive list of preset time-periods is available. In almost all cases, you will be able to
find one that matches what is required for the report. For a list, see: List of Preset Time
Periods for Reports.

Note: Presets set the start and end time, relative to when you change the choice of preset.
If you run a report for the "Last 4 hours before trigger time", then wait an hour and run the
report again, the start and end times will not change.

In the case that there isn't a preset for the time span required, you can generate your own
using the Start Time and End Time controls provided.

a) Click the calendar button to open a date-selection calendar. (If you wish to report on a
time span prior to today.)
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3. Reporting Pericd

Time
| 44 March2016 b M2

End Su Mo Tu We Th Fr Sa
1 3 4 5§

& 7 & 9 10 11 12 [
Preg 13 14 15 16 17 18 19

Ezr::- 21 22 23 24 325 Eﬁj
27 28 29 30 3

u
4. N

Figure 15-11 Detail: The calendar tool

b) Use the up-down arrows in the time fields to set the hour and minutes, or type directly in
the time fields.

Note that you cannot set an end prior to the start.
4. Choose whether to repeat the report for multiple iterations of that time span.

@Nur‘nber of Previous Penods

Figure 15-12 Detail: Setting the number of previous periods

Leaving this field blank is the same as specifying "1 time period". Any larger value will
cause the report to repeat for consecutive time periods of the same length set in step 3,
where each iteration is for an earlier (previous) span of time.

Options in step 6 allow you to control how these iterations are included in the report out-
put.

5. Select the output format and destination.

The drop-down list provides the main list of Report Formats and DestinationsReport
Formats and Destinations. Both format and destination are controlled here, where the list
includes combinations of each.

Formats include text file, Excel-compatible spreadsheet, Access database file, or other
ODBC database. Destinations include screen, printer, email and file on disk.

The choice of destination affects the choice of format and vice-versa.
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Report Destination
Cutput Type

|Screen Display -

Template

| Browse |

Figure 15-13 Detail: Setting the report destination

If an email server has been defined, you can choose to send most formats by email. The
settings dialog will prompt for a From address, a Subject and a To address. Email
addresses may be in the basic form, Name@Company.Com" or you may use either of the
following longer forms. Multiple addresses may be entered, separated by semi-colons or
commas. Do not add spaces within the angle brackets.

"Full Name" <Name@company.com>

_Or_

Full Name <Name@company.com>

( Caution: When running VTScada as a Windows service, DO NOT select Excel as an out- )
put destination or option from a Report Tag. As noted in the MSDN forums, office applic-
ations assume they are being run under an interactive desktop. If Excel attempts to open a
modall dialog from a non-interactive service, the result is an invisible dialog that cannot be
dismissed, stopping the thread.

Besides the technical problems, you must also consider licensing issues. Microsoft's licenst
ing guidelines prevent Office applications from being used on a server to service client
requests, unless those clients themselves have licensed copies of Office. Using server-
side Automation to provide Office functionality to unlicensed workstations is not covered by
Microsoft's End User License Agreement (EULA).

- J

6. Optionally, fine-tune the output format.

%ﬁepart Options
Use Excel to display screen reports

[ ] Use separate sheets/tables
[ ] Rename sheets/tables

Figure 15-14 Detail: Selection of report options

1A modal dialog is always displayed on top of the calling window and prevents further
interaction with that window.
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The first option applies if you have chosen to output the report to the screen. If not selec-
ted, a plain text file format is used.

The second and third options apply if previous periods are being generated (step 4) and
the output is going to either Excel or Access format. Using separate sheets or tables for
each iteration keeps the consecutive periods independent. If the Rename option is selec-
ted, you will be prompted for names when the report runs.

7. Click the Run button to generate the report.

A progress dialog will be shown while the report is being generated. In most cases, you
will likely want to select the option, "Close this dialog when the report is complete" so that
you do not need to close it after every report runs.

“T Progress of Report Generation E =] @

Report Complete

From: 1 Jan 2016 00:00:00 toe 2 Mar 2016 11:35:00
[] Close this dialog when the report is complete Close |

Figure 15-15 The report progress dialog

Report Tags

Not counted towards your tag license limit.
The Report tag provides most of the features of the Reports Page, plus two extras:

« It will trigger automatically on the interval you specify (perhaps every morning at
8:00).

|t adds an offset to the time periods. For example, you could set the time period to
be the Last Hour but offset such that data is for the hour ending 15 minutes before

the report runs.
Report tags do not allow for multiple iterations on reports.

Arecord is added to the events history each time a report is generated using the Report Tag.
Use this to verify that automated reports were created on schedule.

The Report tag need not be drawn to function. If drawn, you can show it as a time display, show-
ing when the report was last run. You can also draw it as a button, allowing operators to run the
report at a time of their choosing, or to repeat a missed report (a configuration option of the
report button widget).

Worth noting: The Report Tools Library provides a number of widgets you can place on a page
to allow an operator to adjust the report, without needing to grant tag configuration privileges.
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The value of the Report tag will be 1 when writing a report and 0 otherwise. When viewed in the
Tag Browser, the address of the report will be the configured report type. ("Analog Summary
Report", "Hourly Snapshot Report", etc.)

Before configuring an email destination for a report, you must configure VTScada so that it can
access your email server.

Report properties ID tab

VT New Report Properties *
1D Tag Pericd Trigger Destination Options

MName

Area

| e

Description

Report Type
Analog Summary Report ~

Help Search Key

Figure 15-16 The Report tag's ID tab has an extra field: Report Type

The Report Type drop-down list should be used to select the type of report that you want to gen-
erate using this tag. This may be one of:

» Daily Snapshot Report

e Daily Total Report

e Driver Communication Error Detail Report
» Driver Communication Summary Report

» Hourly Snapshot Report

e Hourly Total Report

» Standard Report

Report properties Tag tab

Use tools within this tab to select tags to include in the report. Use the Type and Area filters to
limit the number shown in the "available" list. Note that, if using either of the pump-related
reports, the type filter will automatically choose the Pump Status type. You may switch to the
Digital Status type for these reports.

Tag selection sets must be saved as a named group before you may proceed to the remaining
configuration tabs.
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Tip: In an application with many tags, it can be challenging to select those tags in this dia-

log.

Instead, use the Report Page, where there is much more space, to select your tags and
save named groups. Then, you need only use the Load Group button when configuring
reports with this tag.

o] Tag

Lead Group

Tags Available: (54)

DataSource
Demo Calc
Exercizse Date
InverseData

Part Day

Priority Descriptio
Server Status\Syst
Server Status\WT5¢
Station T\CommCl
Station T\CommiCl
Station T\CommCl

VT New Report Properties

Period

Types
Analogs

Areas
All

data source tag A
Deme calculatic
Cate when the
Inverse of Data
Returns part of
Gets the descrg
System CPU
VTScada CPU
High alarm setg
High alarm setp
High level setpe

Trigger

3

44

Destination

Tags in Report: (0)

Options

Sort Alphabetically L A

0K Cancel

Apply

Figure 15-17 Options for tag selection. Sets must be saved as a group.

Report properties Period tab

Use the Period tab of the Report Tag properties folder to select a preset time period or configure
a custom time period for the report to be generated by this tag. Note that the Report Button wid-
get provides an option for an operator to re-run the last scheduled report in the event that a sys-
tem interruption prevented that report from being generated.

Last versus Previous:

The terms "Last" and "Previous" mean different things in the context of a report. "Last"
refers to a time period ending at present (or at a defined end time if defining a custom
period). "Previous" refers to the most recent full period where weeks end on Sunday night,
days end at one second before midnight, and hours end one second before the top of the
hour.

For example, suppose that the current time is 3:25 p.m. on a Tuesday. "Last 24 hours
before trigger time" refers to the period from 3:25 p.m. Monday until 3:25 p.m. Tuesday.

"Previous calendar day" refers to the period from 12:00 a.m. Monday until 11:59 p.m.
Monday.

"Current" refers to the time frames such as "so far today" or "so far this week".
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VT New Report Properties

o] Tag Period Trigger

Preset: Last 24 hours before trigger time
Previous Time Period

0 Months

0 Hours

Report properties Trigger tab

Destination

e

Options

Select a trigger that will generate the report. A variety of timing options are available, or you can
link to any tag that will change in value from zero to non-zero as the trigger. (For example, an

Alarm tag or a Trigger tag.)

You may also leave the selection as "No Trigger" and draw this tag as a button that operators
can press to generate reports on demand.

VT New Report Properties

o] Tag Pericd Trigger

12: 00 AM

) Hourly at

and every | 1
) Daily 12: 00 AM
) Weekly on: | Mon 12: 00 AM
~ Monthly on: | 1 12: 00 AM

) By Tag: Mo Tag Selected

Workstation

Destination

Hours

Figure 15-18 Schedule an automated report run

Report properties Destination tab

Options

Use the Destination tab to configure an output format and destination for the report. All options
from the Reports page can be found here. Available options will change according to the selec-

ted output type.
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VT New Report Properties

o] Tag Pericd Trigger

Cutput Type

Options

Default Printer

Email Report

Email Report as Attachment
Email Settings

Printer
Default Printer

Browse

Figure 15-19 Email must be configured in the Alarm Properties dialog

Report properties Options tab

This tab includes two options that are not available in the Reports page. You may choose to
record an event when the report triggers, and if doing so, log that event using "Report" as the
area name. This is recommended as it will give you a way to verify that automatically-generated

reports did in fact run.

VT New Report Properties

D Tag Period Trigger

[#]ise Excel to display screen reports!

[ Use separate sheets/tables

[ ] Rename sheets/tables

Generate an event when report triggers
Log the event using the "Report” area

Figure 15-20 Final display and record-keeping options

Exercise 15-7 Report Tag

Options

1. Create areport tag that will run an Hourly Snapshot report on the fluid level.
If you completed the bonus exercise, building extra tags to monitor the pump, feel
free to add flow rate and current to your report.

2. Setthe trigger time for the report to a minute or two ahead of the current time.

Operation And Configuration

286



16 Client / Server Configuration

16 Client / Server Configuration

One of VTScada's most powerful features is its ability to run on multiple servers, synchronizing
both configuration and historical data. Backup servers take over instantly when the primary
server goes offline, ensuring that your application suffers no downtime due to computer failure.
Services within VTScada (Alarm Manager, Historians, Drivers, etc.) can have separate server
lists, thereby distributing the load across many machines, each with its own independent

backups.

Multi-server applications can also have client workstations, which are simply VTScada work-
stations that are not configured as servers. Operators can work and developers can build at
these stations, but the client workstation cannot take over in the event of server failure.

( Tip: VTScada uses the IANA-registered port, 5780 ]

[ Caution: Neverenable Internet access to any VTScada listening ports. These should be |
| Visible only to devices or workstations on your network as operationally necessary.

J

[ Note: All computers must be running the same version of VTScada. ]

[ Caution: Itis important to keep the server clocks synchronized. Errors in logging and syn-\
| chronizing data can occur if the server clocks disagree significantly about the time.

J

Requirements:

* AVTScada license for each computer, where those that are to be servers have the
license options, Server Capability and Redundancy Capability.
* Anintranet connecting the workstations.

Configuration Process:

Preparation:

1.

2.
3.

Steps:

Obtain VTScada licenses that permit server operation and install on
two or more computers.

Ensure that the computers can communicate across your network.
Create an application that you want to run on multiple servers.

Enable security and create one or more accounts.

After security is enabled, only users with the Configure or the Manager
privilege may pull the application to another workstation.

Run the application only on a single workstation.

Do not copy the application to the other workstations.

On the workstation with the application:

1.

In your application, open the VTScada Application Configuration dia-
log.
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2. Expand the Edit Server Lists tab.

* Edit Properties

B Edit Server Lists

A Edit Security

3. Your workstation should be listed as an available server. If not, type in
the name of your workstation as an available server.

4. Click the + button.

5. Click the Apply button at the bottom-right of the dialog and save your

configuration.
Available Servers Add Server
| HARVIE-PC mIE:

Common Server List

On another workstation:

1. Go to another workstation where you have installed VTScada.
2. Open the Add Application Wizard from the VAM.
(Menu item: Add New Application)

3. Select the Advanced option in the first panel, then click Next.

4. Select the Get From Workstation option in the second panel, then click
Next.

5. Select (or type) the name of the workstation where your application is
currently running, then click Next.

6. Select your application from the list of those available, then click Next.
You will be prompted for your username and password. You must have
configuration privileges.

7. Click Finish.

8. Repeat from step 6 for the other workstations.

On any workstation:

1. On any workstation, open the Application Configuration dialog to the
Edit Server Lists tab.

2. Add the names of the backup servers to the list.
The workstation name at the top of the Common Server List is the
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primary server, followed by backup servers in order down the list.

Available Servers

| Remotesite-B R | +

Common Server List

HARVIE-PC -
RemoteSite-A

T

+

In a basic configuration, as created by the preceding steps, all /O communication is handled by
the primary server. Control actions from other workstations go first to the primary server, then to
equipment. Data logging is done on the primary server, then copied to the backup servers.

[ Note: Name resolution must be properly configured for VTScada networking to operate
correctly. In the case of a local network with no DNS, set the Setup.INI property RPCCon-
| nectStrategy to a valid value.

[ Caution: VTScada relies on a Windows® operating system function call to obtain the
NetBios name of workstations. That function will truncate names that are longer than 15
|_characters. You are advised to limit workstation names to be 15 characters or less.

[ Caution: If your network becomes partitioned (communication is broken) you are advised )
| to repair the break if possible before stopping and restarting VTScada servers.

J
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VTScada and NATs

s

Caution: Network Address Translation (NAT) routers are not compatible with VTScada.
Do not use.

Each thick-client server must have a unique IP address. A NAT device will cause the same
IP address to be assigned to more than one server. VTScada cannot operate in this envir-
onment.

As shown in the following illustration, a NAT device will cause Server B and Server C both
appear to Server A as if they were on the same IP address.

IP1

ServerB’ ,
NAT'Ing Router
IP 3——»

Server'a’
IP 2

Server'C'

& J

Multi-Homed Systems and Name Resolution

VTScada relies on name resolution to identify the addresses of other VTScada systems that are
multi-homed. VTScada maintains connections to other VTScada servers over each subnet for
which there are IP addresses configured.

Using DNS:

The recommended way of providing name resolution is by using a DNS1 server. Your
DNS server needs to return each IP address that can be used to communicate between
multi-homed VTScada systems. Typically, you would configure multiple records, listing
each IP addresses for each multi-homed VTScada computer.

A dual-homed pair of systems can be configured to support multi-homed connections
without a DNS server. These methods are not recommended but may be used for small
systems whose addressing remains static.

1Domain Name Server
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Using Hosts Files:

A hosts file can only provide one IP address for a given name. A workaround is to con-
figure your hosts file on computer A to resolve computer B to an IP address on subnet 1.
Configure your hosts file on computer B to resolve A to an IP on subnet 2. When one of

the computers connects to the other, the receiving computer will recognize the other, do a
name look-up that yields an IP address for the sender on the other subnet and make a con-
nection there.

Using VTScada Server Lists:

You can configure your server lists to include both the names and IP addresses of your
VTScada servers for one service. For example, configure a server list consisting of the
names of both servers and all the IP addresses that are used. So, for a two-server system,
you would have two server names and four IP addresses. You need only do this to one
server list.

Note that this adds a small overhead when VTScada is starting your application and that
such a server list is not portable.

Get From Workstation

At some point in the process of setting up multiple servers, you must install the application on
those computers.

The Get from workstation option is preferred for distributing an application between computers
that are connected on a network. By using this method, you ensure that the most up-to-date ver-
sion of the application is installed, and that future updates are distributed automatically. (Assum-
ing a properly configured server list.)

If the application is based on an OEM layer, and that OEM layer is present on the server, it will
also be retrieved at the same time as the application.

Note: Create a server list before adding the application to the second workstation. See:
Client / Server Configuration

Note: If the application is secured, you must sign in with an account that has either the
Configure or Manager privilege, and that is not a member of any security group.

1. Begin by opening the Add Application Wizard,
... choose Advanced and click Next,
... choose Get from Workstation and click Next.
You will arrive at the Get from Workstation page.
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VT Add Application Wizard by
Get from workstation \ f-l-
Select a workstation Scada
Machine Mame or [P Address
harvie-pc -
1 Back Mext » Cancel

Figure 16-1 Machine names are preferred over IP Addresses.
Type the name if the list is not populated automatically.

2. Enter the machine name or IP address of the workstation containing the applic-
ation.
On a network with a properly configured domain name server, all local machines
that have VTScada installed should be available for selection in the drop-down list.
3. Click Next.
Applications available on the selected workstation are shown. An asterisk will
mark ones that already exist on your workstation.

VT Add Application Wizard x

Get from workstation VTSCEIda

Select an application to retrieve

Mame Type (Status)
Classroom Exercise Standard Application (Mot Running) A
* Completed Tutonal Tuterial Simulator (Mot Running)
* Coordinates Script Application (Mot Running)
Instance Count Script Application (Mot Running)
Profiler Script Application (Mot Running)
* Trace VT5cada Actions Script Application (Mot Running)
Mortheast County WT5cada Legacy Layer (Not Running)
Modbus Server Standard Application (Mot Running)
Modbus Client Standard Application (Running)
v
* Application already present
1 Back Mext  » Cancel
Figure 16-2 Typical list of applications.
4. Select the application you want.
5. Click Next.
A confirmation page opens, where you may review your choices before clicking
Finish.
[ Note: If the application is secured, you must logon before the transfer will take place. ]
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After clicking Finish, the application is copied to your workstation and added to your list of avail-
able applications in the VAM.

Tip: When adding a backup server, you can monitor VTScada's progress while copying
data to the new server by using the Historian Status widget. When the status returns to
"Ready", your data is synchronized.

Troubleshooting:

» No servers are shown in the Choose Server dialog.
This may indicate that your network domain name server (DNS) is not properly
configured. You can ignore this problem and type in the name of the computer
where the VTScada configuration server is running.

» The Find Servers dialog reports that the requested computer is unavailable. This
may be preceded by a "Contacting Workstation..." message.
The specified workstation is not available, or VTScada is not running on that com-
puter.

» The application you expected to find is not listed.
Applications that exist on both computers are not shown. If it is not listed in your
VAM, try the Find Existing option.

Servers for Specific Services

In larger applications, there may be reasons to divide the load of running VTScada between
more than one server. For example, you may want to configure one server to look after alarms
while another does the logging. Another example is to define primary and secondary servers for
sets of I/0 device drivers (See: Driver Server Lists).

Load distribution is configured using the advanced tab of the Edit Server Lists dialog.

= *—————_____ Top node. You can add service names to this nods for

T .
ol DI_E'FEL'lt Server Lists service-specific server lists,
Default for Workstations
L ANDREWH Default Server Lists, Eguivalent to the Basic Mode server

= SystemHistorian list. Sets the primary and backup servers for a
L Default for Workstations services unless otherwise specified as follows...
AMNDREWH

CHRISLITTLE Service-Specific Server List. If setting primary and backup
servers for a service, start by setting them for zll

= HOBEES ervers for a service, start
DABROWSKI‘\ workstations in the network.
JEMMIFER, Werkstation-Specific List.  Sets a unique server list for

a given workstation, and for the given service.

Figure 16-3 Parts of an advanced server list.
Note that the Default Server List must never be empty. This is handling everything that is not otherwise
specified.

Ve

Note: The following instructions use an existing tag (System Historian) to define a service-
specific list. When creating a service-specific list for a driver or Historian, there is an advantt
age to creating the list first, typing in a name rather than selecting the existing tag. After the
list has been created, create the matching tag using the same name. By doing so, you
ensure that the service uses the custom server listimmediately rather than using the
default list for a period of time.

(&

To add a service for which you intend to designate primary and backup servers:
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Open the Application Configuration dialog.
Select the Edit Server Lists option from the menu.
Click on the button labeled "Advanced Mode"
Right-click on the node, Server Lists

2y Server Lipte S
Add Service-specific Lists ‘

5. Click on Add Service-Specific Lists
The Add Service-specific Lists dialog opens

o\

VT Add Service-specific Lists *

Add Service-specific Lists

0K Cancel

6. Select the service for which you want to define Primary and Backup Servers.
The example shows a service-specific list being created for the System Historian.

VT Add Server List *

Add Server List

| St

AlarmMotification
Configuration
ModemManager
| MultiSpeakRPCService r
MetworkValues
OAuth2

PageParms

ServiceCtrl
SlippyMap5ervice
SMSManager
SystemnAlarmHistorian
SysternHistarian
TimeSyncManager
ValueSyncService

Note: I/O services are selected by the Server List name you create for your device drivers
if any. (See: Driver Server Lists) These will appear in the server list only while the applic-
ation is running, as is the case with all tag-related services such as the SystemHistorian.

7. Click on OK.
The service is listed in the menu.

B Server Lists
+~ Default Server Lists
SystemHisterian

[ Note: If left in the state shown here, the System Historian would use the default server IistJ

8. Right-Click on the service name to open the context menu.
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= IServer Listz
+— Default Server Lists
B 5ystemHistoriar
Add Workstation-specific or Default List
Delete Service * ‘

The Add Workstation-specific or Default List dialog opens

VT Add Workstation-specific or Default List >

Add Workstation-specific or Default List
Default for Werkstations w

0K Cancel

9. Select the option, "Default for Workstations" and click OK. (1)
The entry Default for Workstations is added to the tree.

10. Right-click on Default for Workstations

= IServer Listz

T— Default Server Lists

= SystemHistorian

8 | ault for Workstatio v e

Delete Workstation List

11. Click on Add Server to List

12. Select the computer that is to serve as the Primary Server for this service.
13. Click OK

Repeat the last three steps for the backup servers you want to designate for this
service.

14. Click Apply

=+ ISenrer Lists
= Default Server Lists
=+ SystemHistorian

=W ) cfault for Workstations
AMNDREWH
CHRISLITTLE

@ i

("It is possible to define a server list that is in effect only for a named workstation.

[ Apply ]

Note: If creating tag-based server lists and using a legacy application created prior to ver-
sion 10.2, refer to notes in FriendlyTagServiceNames.
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Services Page

Note: Access to this page is controlled by the privilege Services Page Access.

The ability to change servers is controlled by the privilege Switch Servers. Additionally,
Setup.INI properties can disable any of the switch server options for all users. Refer to the
list at the end of this topic.

In addition to this page, you can add a Service Status Widget to a page of your choice. The
Switch Servers privilege will still apply, but you must create a custom privilege to restrict access
to your own pages.

The Services page allows you to monitor the status of every networked service in your applic-
ation, view the architecture of your server lists, and to control which workstation should be the
current server for any service. It does not provide a method for creating or modifying a server
list. The status of each service is presented from the point of view of the workstation on which
you are viewing this page. This workstation's understanding of the status of each service could
potentially be different from another workstation's.

A= O YO % A
Switch Servers Analysis
Service Status Service Architecture 2 | search x
Service - Server List Current Server This Workstation Sticky
AlarmMotification Default DCO1-HC3 Client MNo
Configuration Default DCO1-HC3 Client No
ModemManager Default DCO1-HC3 Client No
MetworkValues Default DCO1-HC3 Client No
PageParms Default DCO1-HC3 Client No
ServiceCtrl Default DCO1-HC3 Client No
SlippyMapService Default DCO1-HC3 Client No
SMiManager Default DCO1-HC3 Client No
Station 1\Modbus Comms Forest Station HARVIEAA # Current Server No
Station 2\Maodbus Comms Forest Station HARVIEAA # Current Server No
SystemAlarmHistorian Default DCO1-HC3 Client No
SystemHistorian Default D Legend
e e e Lazch Dcd * The workstation is the current server for the service
ValueSyncService Default DCa . , .
= The workstation is synchronizing with the current server
X The workstation is not connected to the current server
14 services

Figure 16-4 Service Status including the optional legend

The Service Architecture list provides the following columns, describing the configuration of
your server lists:

Service | Server List | Primary Server | Backup Server 1 | [ Backup Server 2 ... if
present ]
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Service Tools
The tools across the top of the page work when either list is shown.

aSwitch All Away

Any service that is currently using this workstation as its server will be directed to use the
next available backup instead.

Switch All to Next Server
Forces all services to switch to the next available server, according to the server list.

Switch All to the Primary Server
ry
Forces all services to switch to the configured Primary Server, if available.

nSwitch to Next Server

Forces the selected service to switch to the next available server, according to the server
list. Itis not possible to select multiple services.

ﬂ Switch to Primary Server
Forces the selected service to switch to the configured Primary Server, if available.

Advanced Filtering

The Advanced Filtering Dialog can be used to restrict which services are shown in either
list.

¥T Advanced Filtering X

Find Services

with this name: | v| -

using this server list: | o | 4

with this server in the server list: | v | A
where this server is the current server: | v | A
with ~  this status: | X
of this type: | X

of this tag type: | X

0K Cancel Apply
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» Name - Filter by the name of the service (not a server).
» Server List - "Default" will be the only entry unless you have created
your own server lists.
» Server in Server List - Select from the list of servers used by your
server lists.
e Current Server - Select a server. The list will show only those services
currently using that workstation as the server.
» Status ("with" or "not") - Choices include "Disconnecting",
"Syncing", "Client", or "Current Server".
» Type - Choices include:
"VTScada Service"  Currently, only the configuration service.
"Application Service" Fundamental Services such as AlarmNo-
tification and TimeSyncManager.

"Tag Service" Services related to tags, including all historians
and drivers.
"Driver Service" Services related only to drivers.

» Tag Type- Select between historians, drivers, or any custom type that
might have a service

mService Details Dialog

Enabled only when a service is selected in a list. Click to open a dialog showing status and
configuration information about the selected service.

r
! MT Service Details X
]

AlarmNotification Ny
Details

Service Details

Service AlarmMotification
Current Server DCO1-HC3-DEMOZ
This Workstation's Status Client
Server List Default
Server List
Primary Server DCO1-HC3-DEMO2 |
Backup Server 1 HARVIEAA i
Ok .
i
1]
Properties

Enabled only when a tag-related service such as SystemHistorian or a driver is selected.
Opens the properties dialog for the matching tag.
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Fa

Adjusts the relative text size used in the list from small to large in steps of two points.

Legend

When selected a legend is superimposed on the current list. This is a guide to the mean-
ing of the colors and symbol used for each server in the list:

Text Size

Legend

#* The workstation is the current server for the service
= The workstation is synchronizing with the current server

# The workstation is not connected to the current server

Daytime / Nighttime
Toggles the background between light and dark
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17 Thin Clients: Mobile and Internet

The VTScada Thin Client Server allows operators to connect to an application from a remote
computer or mobile Internet client. Your VTScada license must permit thin client (Internet) con-
nections.

The VTScada Thin Client Server must be configured if you are using any of the following tech-
nologies:

» Thin client connections. (VIC, Mobile and VTScada Anywhere)
* Remote data access. (Needed for the Excel add-in, ODBC connections, and
REST queries.)

» Alarm notifications using Twilio.
If you are running VTScada as a Windows service, it is typical to require connections to that
server to use a thin client connection. Depending on the choice of client (there are three) you
can still do all development of an application and you can Access the VAM from an Internet Cli-
ent. (This last is available only if you are running VTScada as a Windows Service.)

There are three ways to connect. Each of the clients has its own relative advantages. All allow
operators to monitor and control the application. Users can identify which client they are using
by looking at the URL1.

» Address ends with "Anywhere"
You are using the VTScada Anywhere Client. This will work on most devices and
operating systems. The screens will be nearly identical to those at a VTScada run-
time installation. (Connect Using the Anywhere Client)

e Address ends with "Mobile"
You are using the VTScada Mobile Client (MIC2). This has been optimized for use
on mobile devices to minimize your connection charges. With the MIC, you have
the option of switching to full display screens when needed, but most often you will
probably prefer to use the optimized display. (Connect Using a Mobile Device)

o Otherwise...
You are using the VTScada Internet Client (VIC3). This uses a native Windows
application that must be installed on your computer. This can run within your
browser, or you can download the VTSX installer to run it as a stand-alone applic-
ation. (Connect Using the VTSX Program)

Note: VIC clients and servers should have matching versions. We work to maintain back-
ward compatibility, but there is no guarantee that a client from one release will work prop-
erly with a server from another release.

1Uniform Resource Locator. The address of a web page.

2Mobile Internet Client. Allows you to connect to a minimalized version of the applic-
ation, suitable for mobile devices.

3VTScada Internet Client. Allows you to connect to an application over the Internet with
many of the features of a full VTScada workstation.
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17 Thin Clients: Mobile and Internet

If you have more than one VTScada Thin Client Server, then upon the loss of one server, both
the VTScada Anywhere client and the VIC will fail-over automatically to the backup server. New
sessions must connect to the backup server at its URL, which will differ from that used by the
primary server. The mobile client does not have support for automatic fail-over and must be dir-
ected to connect to the backup server.

Licensing

Your license controls the number of simultaneous connections you can have. Licenses are man-
aged in a pool, or "cluster".

[ Note: VTScadaLIGHT requires a VPN for thin client access outside your local network. ]

Security

Security must be enabled in an application, and the Thin Client Access privilege granted before
anyone can connect. As a safety measure, the Thin Client Access privilege is not included in any
of the pre-configured roles. You must choose to grant it to designated users. After signing in,
operators may proceed as their other security privileges permit.

The entire Internet lies between your client and server, and all communication that is not encryp-
ted is visible. Be assured that no SCADA site goes unnoticed if connected to the Internet.

A hacker who is able to intercept communication packets as they route through the Internet can
easily decipher all information that is not encrypted, including user-names and passwords.

You must use at least one of:

A virtual private network (VPN) for all communications.
e An X.509 certificate. (Also known as a TLS/SSL Certificate and available from
many online providers).
Tools in VTScada help you to obtain the required certificate. Using the third tab of the VTScada
Internet Client/Server Setup dialog, you can fill in the blanks to generate a request that can then
be sent to an organization such as VeriSign. If successful, the request will be placed on your Win-
dows™ clipboard. Internet Security (TLS, X.509, SSL)

For those using Twilio for alarm notification (Using Twilio for Alarm Notifications), there is no
choice other than to have a publicly-accessible server protected by a certificate. These sites
might also configure a VPN link for thin client access, but the Twilio connection cannot be made
overa VPN.

Using Browser Bookmarks and Windows Shortcuts

Bookmarks start with a URL that serves up a web page, through which users sign into. After
sign-in, Internet clients receive server lists from the server, and hence can fail over to a backup if
the server disconnects. There is a difference if you create a VIC shortcut by using the Bookmark
Page item in the VIC window's system menu. The resulting shortcut (stored, for example, on
your desktop) contains a VIC server list, so, from that point on, you can start a connection as
long as any one of those servers is running.

When you try to start a VIC or Anywhere Client connection through a web browser, you provide
a single URL to a server, and that server must be able to respond to that request. The VIC short-
cut provides a way around this for VICs, but there is no way around this limitation for the Any-
where Client, which can connect only to the URL provided by the browser.
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Redundancy and Thin Client Connections

A frequent question is how to switch to a backup server automatically when the current primary
server is unavailable. (Thin client failover) The answer depends on several factors:

» Which client you use for your connection.

» Whether you are connecting from an internal network or across the Internet.

» Whether you have an existing connection at the time of server failure or are a cli-

ent attempting to connect to a server that you do not know is unavailable.

The VIC keeps a list of servers and will automatically connect to the next when the current
server goes offline. Browser-based clients do not have this feature, but if connected internally
and if the server goes offline, it will fail to the next. External connections from browser-based cli-
ents are limited by the network gateway.

Scenario 1. Session in progress

Applies to both the VIC and the Anywhere client. If the session has already started and a
thin client is connected to a server that subsequently fails, the clients have an active
server list and will fail over to the next active server in the list.

Scenario 2. New session

If the session has not already started and a Client tries to connect to an offline server, the
VIC Client has the Server List cached and will connect to the next Active Server in the list.

An Anywhere Client will only attempt to connect to the server attached to the URL so will
fail to connect. In this situation, you should create a second URL shortcut, specifying the
backup server.

Custom Disclaimer Message

You may choose to add an HTML file to your application, which will be displayed to all who con-
nect. This must be a complete HTML file that is part of your application (Import File Changes
Tool). Note that JavaScript content will not execute and should not be included. You can find an
example thin client disclaimer in ..\Examples\ExampleThinClientDisclaimer.html

After adding the file to your application, create an application property named ThinCli-
entDisclaimer, whose value is the name of your HTML file.

Preparation for Mobile and Internet Access

Assuming that you have a VTScada license permitting thin client (Internet) connections, the first
step in configuring VTScada to allow thin client connections is to secure your site. Note that the
following applies to all VTScada technologies that make use of the VTScada Thin Client Server.

Operation And Configuration « 302


https://www.vtscada.com/help/Content/D_Customize/dev_ImportFileChanges.htm
https://www.vtscada.com/help/Content/D_Customize/dev_ImportFileChanges.htm
https://www.vtscada.com/help/Content/p_Properties/ThinClientDisclaimer.htm
https://www.vtscada.com/help/Content/p_Properties/ThinClientDisclaimer.htm
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[ Note: At least one of Enable OpenlD Connect or Permit Thin Client sign in with username |
and password, must be selected. If not, all Internet and Mobile sign in attempts will be met
with the message "No sign in methods are available".

MT Administrative Settings
P Automatic Sign Cut
¥ Password Options
» Advanced

4 OpenlD Connect

[[]Enable OpenlD Connect OpenlD Connect Relying Party

Permit Thin Client sign in with username and password Client ID

CpenlD Connect Provider

- J

Features available to a thin client depend on the type. Refer to Capabilities of Thin Clients.

Client display characteristics can be controlled by Realm Display Setup TagsRealm Display
Setup Tags. This tag is where you will be able to configure multi-monitor displays for VIC clients.
The default minimum Width by Height for an Anywhere Clientis 1366 x 768. It is not recom-
mended that you set a minimum Width by Height less than this as some standard VTScada dia-
logs may become unusable.

To allow or deny specific IP address (or a range of IP addresses) at the VTScada server level
instead of your firewall, create the properties, HTTPAllow and HTTPDeny in your SETUP.INI
file.

HTTP access to files and folders is restricted to those listed in the [HTTP-Unauthenticated] sec-
tion of your Setup.INI file. Application folders do not need to be added to this list to run those
applications on a thin client. (Setup.ini [HTTP-Unauthenticated])

When configuring your server, ensure that you select a port that is not in use by any other pro-
cess on your server. Port 80, the default HTTP port, is often used by other programs. You can
check your server by opening a command prompt as an administrator, then running "netstat -
ao". You can then check the process ID value in the Windows task manager. For example:

C:\WINDOWS\system32>NETSTAT -AO

Active Connections

Proto Local Address Foreign Address State PID
TCP 0.0.0.0:80 MYSTATION-PC:0 LISTENING 4
TCP 0.0.0.0:81 MYSTATION-PC:0 LISTENING 10916

This example shows that port 80 is in use by process id #4, which belongs to Windows. Port 81
is in use by process #10916, which happens to be a configured VTScada server in this example.

Thin clients transmit the user sign in credentials (username and password) using Basic
Authentication, which is a simple, non-encrypted, Base 64 encoding of "username:password",
and which can be decoded by network snooping tools if they can capture the message content.
Wireshark as one example, will show the decoded credentials if connected to a local machine or
switch that performs the communications (Because switches don't broadcast network traffic for
all to hear, the "listener" must be local to the communications path versus being anywhere on
the network.) If Windows Security Integration mode is enabled, then the potential consequences
will extend beyond the SCADA system should the operator's Windows credentials be stolen.

303 - Operation And Configuration


https://www.vtscada.com/help/Content/Dev_VCLimitations.htm
../../../../../Content/D_Tags/Dev_RealmDisplaySetup.htm
https://www.vtscada.com/help/Content/D_Tags/Dev_RealmDisplaySetup.htm
https://www.vtscada.com/help/Content/D_Tags/Dev_RealmDisplaySetup.htm
https://www.vtscada.com/help/Content/p_Properties/HTTPUnauthenticated.htm

17 Thin Clients: Mobile and Internet

To secure user credentials against listeners that may have access to switches or workstations
carrying this traffic, it is essential that you encrypt thin client sessions with TLS (transport layer
security) by installing an X.509 certificate on the VTScada Internet server. The certificate can be
obtained from a 3rd party issuer such as Verisign, Thawte, GoDaddy, from an organization's
own Certificate Authority (CA) infrastructure, or via local ad-hoc creation. (e.g. By using Open
SSL tools.) To allow clients (browsers) to verify the certificate and not display an untrusted warn-
ing, they need the "root" certificate from the CA to be installed. The root certificate for most third-
party issuers is already installed in most Web browsers.

If you have more than one VTScada Thin Client Server, then upon the loss of one server, both
the VTScada Anywhere client and the VIC will fail-over automatically to the backup server. The
mobile client does not have this ability and must be directed to connect to the backup server.

Note: Note: If your pages include tabbed folders, then the Unique Key property of the
folder must be set in order for tabs to function when viewed using a Mobile Internet Client.

Configure a VTScada Thin Client Server

The following is a generalized list of the major tasks required to configure a VTScada Thin Client
Server. Technical details that apply only in specific cases are listed at the end of this topic. You
are advised to review that list to confirm whether your situation matches one of these specific
cases.

Step 1: Within your secured application, grant the privilege Thin Client Access or
Remote Data Access to Selected Operators

VTScada does not permit mobile or Internet access to any unsecured application. Users
must have the Thin Client Access privilege.

1. Enable security if you have not already done so.

2. Sign into the application with an account that has the Manager priv-
ilege.

3. Ensure that selected user accounts have the Thin Client Access priv-
ilege, either directly or through one of their assigned roles.

4. For accounts that will make ODBC (REST) connections, including
those using the Excel Add-In, grant the Remote Data privilege. (The
Remote Tag Value/History Retrieve privilege is optional.)

Step 2: Establish the VTScada Thin Client Server Security parameters

Caution: When credentials are transmitted between the VIC and the server, the account

name and the password are both transmitted using Base64 encoding. This encoding sys-
tem is public knowledge and is entirely reversible, therefore the account name and pass-

word can be extracted by knowledgeable persons who can intercept the communication.

An HTTPS connection is strongly recommended.

Access to the VTScada Thin Client Server is protected by the account name and pass-
word credentials held for each application by the VTScada Security Manager. This is the
sole protection that is afforded to a VTScada Thin Client Server from unauthorized
access. Therefore, these credentials must be guarded.
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Security is provided by implementing a virtual private network (VPN), or by using HTTPS
(Transport Layer Security, or TLS). This establishes an encrypted communications con-
nection that is secure against decryption, relay attacks and many other hacking attempts.

All systems that use a thin client on a WAN (wide area network) should use a VPN or TLS
to secure their communication. Optionally, consider configuring the properties, HTTPAI-
low, HTTPDeny to limit connections to known addresses. You might also consider con-
figuring the Thin Client Server as a Read-Only Workstation in your network's DMZ1.

The VTScada Security Options dialog includes an option that controls whether VIC
(VTScada Internet Client) connections are maintained after a user logs out, but leaves the
browser open. Choosing that option allows a faster re-connection time and ensures that
the operator can reconnect, but at the cost of tying up a license for an undetermined time.

Step 3: Configure one or more VTScada Servers as VTScada Thin Client Servers

( Tip: Itis common for one of your server keys to allow many thin client connections and the]
others to have few or none. Licenses are shared between servers after configuration.
Always do the work of configuring your Thin Client Server list on the computer that has the
licenses. It will be the first server added to the server list. When you add other computers to
the list, the licenses will be synchronized to those other servers and saved to them.

After the setup is complete, the order of the server list may be changed, but the name of
the server with the licenses can never be removed from the list. If you do this, all the other
| servers will also lose the licenses.

Use the VTScada Thin Client/Server Setup dialog to add the computer where you are
working to the server list and configure connection parameters. If your application runs on
multiple servers, you may also set up redundant operation.

You may configure the Thin Client Server and realms on any port you prefer. However, if
connecting from a public network (e.g. the Internet), you will likely have to traverse fire-
walls and other security mechanisms. Configuring a realm or Thin Client Server to operate
on ports other than the standard ports (port 80 for plain text HTTP, or port 443 for HTTPS),
will likely require special configuration of such interposing security mechanisms. It is there-
fore advisable to operate on the standard ports whenever possible and assuming that no
other service on your computer is already using your chosen port.

[ Caution: The list can be configured only from a machine that is a member of the list, and )
will remain a member after configuration.
If you attempt to remove the last local server, the entire server list and all related con-
nection addresses will be removed from the local machine.
MT Server Remaove >
The last local server will be removed.
The Thin Client Servers list and all Connection Addreszes will be cleared.
Yes Mo

TDemilitarized zone. A physical or logical subnetwork that contains and exposes an
organizations's external-facing services to an untrusted network such as the Internet.
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At smaller locations where there may not be a DNS or a network administrator who can
take care of such things, you should do the following. It is also worthwhile to review the
documentation topic RPCConnectStrategy.

1. Run Notepad as an administrator.

2. Open the file, HOSTS.
This is located in the directory
C:\WINDOWS\SYSTEM32\DRIVERS\ETC

3. Add a line for your computer name and its IP address.
For example:
192.165.6.2 MyComputerName
...where "MyComputerName" must precisely match a computer name
on the X.509 certificate installed on the server.

4. Save the HOSTS file.

The local indicator will not immediately show a check mark. Upon saving the server setup
and reopening the dialog, the check mark will be there if VTScada is able to recognize that
this computer is the Thin Client Server.

Step 4: Add the Connection Addresses for Those Servers.

[ Caution: A need for an address list other than "Default Address List" is extremely rare. ]

You must define how operators will connect to the servers in the license cluster. The set of
connection addresses can include the public URL configured for your security certificate
and also the address of a specific server for use by local connections.

Step 5: Establish a Realm Containing One or More Applications

In short, a realm is a named list of one or more applications that are to be made available
to VIC and Mobile Internet Client connections.

( caution: The value of RootNamespace must not match any defined security realm. )

Step 6: [Optional] Add a Realm Display Setup tag

You may choose to add one of these tags for each realm. Realm Display Setup Tags
allow you to define the level of control that operators will have over their display para-
meters.

Step 7: [Optional] Add a disclaimer message

You may choose to add an HTML file to your application, which will be displayed to all who
connect. This must be a complete HTML file that is part of your application (Import File
Changes Tool). Note that JavaScript content will not execute and should not be included.
You can find an example thin client disclaimer in the VTScada examples folder:
(C:\VTScada\Examples\ExampleThinClientDisclaimer.html)

After adding the file to your application, create an application property named ThinCli-
entDisclaimer whose value is the name of your HTML file.

Specific cases requiring further configuration:

* Forthose who want to allow VIC connections from outside their firewall to their
VTScada Thin Client Server, where their site has a simple router and no internal
network infrastructure services (e.g. DHCP/DNS), refer to Network Configuration
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e Cross-Origin Resource Sharing" (CORS). You may need to use this at a smaller
site if connecting using a machine alias, or at a larger site if using a third-party
load-balancing server. Refer to Domain Aliases (CORS)

Monitor Internet Connections

Use the Thin Client Monitor to view active connections, disable or enable access to an applic-
ation, send messages and slay connections. Technical details for each connection are dis-
played, and options exist to log connections and to diagnose problems.

There are two versions of Thin Client Monitor. The first is a script application, accessible from
the VAM. The second is a page that is a standard part of all new applications.

There are two differences in the feature set of the two versions:

» The application version will show all connections to all accessible applications.
The page version will show only the connections to the application it is within.

» The application version has a "pin on top" button, to ensure that it is not hidden
behind other windows.

Pin window on top

Enable logaging of events.
Enable logging for diagnostics
Enable the the Client IP, Bytes Transferred, Bytes Received and Compression Ratie columns
Daytime/Nighttime mode
Slay selected connection.
Force Changeover to alternate server (enabled only when available)
Send message to one or all connections
Enab\e new connections
Current connections
vT Thm CIlEthnmtm -

» . . 1 Sesslnr! (Max: 5)

Server Name | Client Name ~ Application  Realm  Username  PageName Page Information Session Time Client Type  Client Version Client IP Address Bytes Txd Bytes Rxd CompRatio Ping Time
HARVIE-PC  AnywhereClient Bedford  TelRealm  andrew  PageMenuPage 0:00:35 Anywhere  11.2.9901 10.1586.27 6420 961 85 3

Figure 17-1 Thin Client Monitor display

If the Thin Client Monitor application does not appear in the VAM, you may have to add it. The
application directory for the Thin Client Monitor application is named "BrowserMon" and is
stored in the VTScada installation directory.

You can sort all the columns in ascending or descending order. Click on a column title to sort by
that column - the first click will sort the rows in ascending order and the next will sort by des-
cending order. An arrow appears beside the column title to indicate the sort order.

Button Function

Event Logging Enables connection event logging. The output file is stored in the VTScada
installation directory as "VICMonitorLog.txt". This file contains the logged data
as comma-separated values.

Diagnostics Logging | Turns on diagnostic logging for subsequent VIC connections. Should you
experience problems with your VIC connections, this log may help engineers
at Trihedral Engineering Ltd. discover the source. Refer to notes within this
topic.

Detail Controls whether information is displayed for the Client IP, Bytes Transferred,
Bytes Received and Compression Ratio columns. By default, detail is not dis-
played.
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Daytime/Nighttime
mode

Change the background to either white or black.

Slay Connection

Terminates the highlighted VIC session from the VTScada Thin Client Server.

Force Changeover

Force thin clients to disconnect from this server. If you have configured for
Redundant VIC, the client will automatically connect to the next highest ranked
available server as defined by the VTScada Thin Client Server List. An inten-
ded use for this button and the following one is to allow you to take the current
server off-line for maintenance without interrupting any client sessions.

Send Message

Send a message to a selected connection, or to all connections.

Enable New Clients

Enable or disable new connections to this server.

Note: Use of the Disable New Clients button while you are remotely connected
is a risky thing to do. If your own connection is broken before you re-enable
new client connections, you will have to travel to a VTScada workstation.

The following button is available only to the application version.

On Top

Available only to the script application. The Pin button enables you to set the
Thin Client Monitor on top of all other windows.
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18 Version Control

Every step of application development is recorded to VTScada's version control system. You
can return to an earlier stage of development at any time by using the commands in the Version
Log.

Note: Full access to the version control system is an optional feature that your company
may or may not have purchased with your VTScada license. Check the list of features
included with your VTScada license in the About VTScada dialog.

The version control system offers far greater flexibility than a simple Undo-Redo. Features
include:

» The ability to return directly to any earlier stage of development.

» Because the act of switching to an earlier version is itself logged as a stage in the
version control system, you have not "undone" and lost changes to intermediate
stages of development but instead, have added a new change to the log.

» Having reversed the work of several development steps, you can then merge back
some or all of those steps.

» You can reverse or merge changes from a range of versions.

» You can view the version log of every connected workstation running your applic-
ation.

In the version log, entries include both development steps and actions taken within the version
control system such as switching to an earlier version. In this context, "reverse" and "merge"
mean the following:

Reverse
To remove changes recorded in one or more version log entries.
Merge

To take one or more log entries that were reversed and are not part of the current version
and make them part of the current version. This can also mean taking development work
that is local on another workstation and making it part of the current version.

Automatic versus Manual Version Deployment

By default, all version changes are deployed automatically. This is controlled in the "Other" tab
of the Edit Properties page of the Application Configuration dialog.
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VT Application Configuration: V12 Training Simulator

_ _ Maodify the properties of your application
% Edit Properties
Make changes to your application settings here. Some settings are not enabled unle!
E- Edit Server Lists changes. Clicking the "Apply" button applies your changes to the application.

: ) Display Alarms
M Edit Security

Application

"'i Languages

These settings affect only the local workstation

i i
E Create ChangeSet File [¥|:Automatically deplay local changes:

[ ] Automatically start application when WTScada starts

"’ Apply ChangeSet File [] Disable comment dialog when applying changes
[ ] Hide application (running application is not displayed on this workstation)

If you switch off the Automatically Deploy option, then you must choose when to deploy your
changes, using the Deploy menu item in the Application Configuration dialog. All local changes
will be included when deploying.

You can use the Revert Changes tool only when there are local changes to revert. (That s,
when the Automatically Deploy option is not selected.) The revert changes command will dis-
card all local changes, returning your system to the last deployed version.

While automatic deploy is on, a variety of actions will cause deployment, including editing a tag,
closing the Idea Studio, changing property settings, and more.

Version Changes and Security

When you add, modify or delete user accounts, these actions count as changes to your applic-
ation and therefore become part of an application's version history.

If a switch to a different version of the application will affect user accounts, you will see a warn-
ing, asking if account information should be changed. You can say "Yes" in response to this dia-
log to apply all changes including those that will affect account information.

VT Change User Accounts? et

These changes affect the application’s user accounts.
| Are you sure you want to apply these account changes?
All other changes will still be applisd,

Figure 18-1 Use care when changing versions

If you select "No" only the changes that do not affect user accounts will be applied.

Having selected "Yes" you can still recover those account changes. Do so by merging back in,
those revisions in which the account changes were made.

When reversing or merging changes, you can choose to exclude the Accounts.Dynamic from
the list of files included in the action.
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Note: Security changes are always deployed immediately, regardless of the current set-
ting of Auto-Deploy. There is no such thing as a "Local" version of security settings.

Commenting Changes

When you apply or deploy a change, VTScada will prompt you for a comment. The title of the dia-
log will vary according to the type of change being saved.

The version history for any application is likely to become large over time. By making a note of
why each change was made, you can create a clear history documenting your application's
development. There is no need for the comment to describe what was changed, as the version
history will include that. Better to describe the reasons for the change.

Comments are not mandatory in the default configuration of VTScada. If you prefer to make com-
ments mandatory, you can change the minimum length required. To do so, add the application
property RepositoryCommentMinLen to the Layer section of your Settings.Dynamic file.

After setting a value for the property RepositoryCommentMinLen, users will see a dialog similar
to the following if they do not provide the required number of characters.

VT Edit Properties et
9 Comment must be at least 5 characters in length

Close

Figure 18-2 Mandatory minimums on comments

The Version Log

Review development history by opening the Version Log:

1. Open the Application Configuration dialog.
2. Click on "Show Version Log" in the menu.
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Workstations
Workstation Last Update Current Yersion

AMDREWH Wed Aug 18, 2010, 15:19:22.283 | ANDREWH-D20

Yersion Log for AMDREWH (Total of 21 recards in log)
Yersion Tirne Applied User Comment -

AMDREWH-D20 | Wed Aug 18, 2000 15:19:22,283 | Managerl | Edit Properties: resizable screen
AMDREWH-D19 | Wed Aug 18, 2010 14:49:28.597 | Logged Off | Committing on Layer stop.
AMDREWH-D18 | Wed Aug 18, 2010 14:26:27.255 | Managerl

Mext 100 Show All

Figure 18-3 Detail from a version log

Versions are numbered as follows:

» The computer name where the change was made.

e Dash.

» "D"indicates a deployed change.

» "L"indicates a change that was local-only at the time it was made. Deploying the

change later does not change this record.

e The number following the "D" or "L" is a simple counter.
For example, version "ANDREWH-D4" is the 4th deployed change made on the workstation,
ANDREWH.

To prevent the possibility of a faulty system clock creating out-of-sequence entries, the version
counter takes priority over the "time applied" value.

Vs

Tip: You may see a recurrence of the same revision in the version log from time to time.
For example, you might see a sequence of revisions such as: Wkstn-D18 > Wkstn-D19 >
Wkstn-D20 > Wkstn-D19 > Wkstn-D20. What this typically means is that at the time the
first D20 was recorded in the version log, the application was running and the changes in
D20 include changes that cannot be integrated into the running application. Because of
this, the application returns to revision D19, and the Version Log reflects this. At that time,
the "Restart Required" dialog would appear. After the application restarts, it advances to
version D20, and the version log reflects this.
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1) List of kstati Workstations
|'..:'1sniﬁg lt.i?er. ;p‘gllggtsion Workstation Last Update Current Version
\-’ AMDREWH Wed Aug 18, 2010, 16:46:42.014 | AMDREWH-LO
AMDREWM Wed Aug 18, 2010, 16:46:00.047 | AMDREWH-D4

2) List of version
changes for the ) ]
selected workstation  Version Log for AMDREWH (Total of 7 records in log)

\.____‘__> Version Time Applied User Comment

ANDREWH-LO Wed Aug 18, 2010 16:46:42.014 | Logged Off
AMNDREWH-D4 Wed Aug 18, 2010 16:45:59.954 | Logged Off | no auto-deploy
ANDREWH-D3 Wed Aug 18, 2010 16:44:30.793 | Logged Off | Completing page addition.
ANDREWH-D2 Wed Aug 18, 2010 16:44:30.556 | Logged Off | Adding Page.

ANDREWH-D1 Wed Aug 18, 2?&6&; ;ﬂr‘e';;'l.‘m'. Detalll;" Updating server list
ANDREWM-D2 Wed Aug 18, 2001°c 5 1 to This Version Platform information changed

AMNDREWH-DO Wed Aug 18, 201 Reverse Version Changes Platform information changed
Merge Version Changes

— = Reverse Version Range
Hed 10 il Merge Version Range

3) Right-click on a
version to open the
options menu.

Figure 18-4 Numbers refer to following notes
1) List of workstations running the application

If this is a multi-server application, all the workstations that the application runs on will be
listed in this table. Note that, if a machine is isolated from the network, its version list will
almost certainly be out of date. Color-coding is used so that you can see at a glance
whether each workstation is running the most recently deployed version of the application.

Black Text: The workstation is running the most recently deployed version
Blue Text: The workstation has local changes that have not yet been deployed.

Red Text: The workstation is running an out-of-date version. That is, the version on the
workstation is older than the most recently deployed version.

2) List of version changes for the selected workstation

Displays the list of version changes for the computer selected in the Workstations table.
Information displayed includes:

Version number - The version numbering system is explained earlier in this topic
(example: ANDREWH-D20).

Time applied - All version changes are logged using UTC time, however, the display will
show local time at the current workstation.

User - The user signed into the workstation when the change was made. If security has
not yet been enabled, the change will be attributed to the Logged Off user account.

Comment - When manually deploying a change, you will be prompted for a comment for
the version. Automatically deployed changes will often, but not always, be assigned a com-
ment from a list of standard change descriptions.
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3) Right-click on a version to open the options menu

By right-clicking on an entry in the version table, you can open a menu that provides sev-
eral options for learning more about what went into a version, or to select changes to
make current.

The buttons, Next 100 and Show All are used to step through the list of version changes, which
may become lengthy over time. The Reload button will refresh the display to show any version
changes that may have happened since the page was opened.

Local versus Deployed Changes

The last deployed change becomes the official version of the application. In a networked applic-
ation, deployed changes are distributed and applied to all the workstations running that applic-
ation. If you send someone a ChangeSet of your application, they will receive the last deployed
version and will not see your local changes.

Until a change is deployed, it is said to be "local". Local changes are stored in a separate branch
of the application's version history. They do not become active on other workstations (although
they can be viewed there). They can be erased using the Revert Changes tool. While there are
local changes on a workstation, the title bar will display a "Work-in-progress" image.

|§§|F& ‘ E E B ‘ -'-1:1]5;"‘:: iiep 13

[ Application has changes that are not yet deployed ]

Figure 18-5 The undeployed changes indicator

All changes to an application are automatically and immediately deployed unless you configure
it otherwise. In most cases, it is an advantage to have the Automatically Deploy Changes option
selected because it ensures that your edits are always saved as the official version of the applic-
ation in the repository. A situation where you might not want this feature is if you are making
changes to a networked application and do not want your edits to be installed on the other work-
stations until you have finished and tested your work.

When auto-deploy is off, you must take extra care to deploy changes that need to be in effect on
all servers.

To toggle the Auto-Deploy Setting:

1. Open the Application Configuration dialog.
2. Select the tab labeled "Other".
3. Select or deselect the Automatically Deploy check box.

¥ Edit Properties Modify the properties of your application

e ) Make changes to your application settings here. Some settings are not enabled unless the application is running. The "Apply" button is
E Edit Server Lists enabled when there are outstanding changes. Clicking the "Apply" button applies your changes to the application.

M Edit Security Display Alarms Historical Data Viewer

Application
B Create ChangeSet File

These settings affect only the local werkstatiol
[ Automatrestty-start-=ppicaton when VTScada starts

[T Mirzhla rammant dislan whan snnhina channae

Automatically deploy local changes;

4} Apply ChangeSet File

4. Click Apply.
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Note: Changes related to security accounts are always deployed automatically and imme
diately.

* Auto-Deploy cannot be deactivated on a RunTime licensed workstation.

* Changes to the Automatically Deploy option affect only the current workstation. You can
not remotely change this value on other workstations.

Troubleshooting:
 Critical updates are not being distributed to other servers.
Use Deploy Changes or turn Auto Deploy back on.
Deploy Local Changes

(Except for the header text, the same screen is used when merging or reversing a range of
changes.)

The Deploy Changes page is disabled while the Automatically Deploy Changes feature is in
effect. The following information applies only while the Auto-Deploy feature is switched off.

Local changes can be deployed while you are working in the Idea Studio. Click the button
provided in the title bar of the studio:

VT | |t E| 4= o+ 5 |IdeaStudio

H - =
Deploy Local Changes [
@ Cut A Text A G

operties

Figure 18-6 Deploy from the Idea Studio

A more powerful tool for deploying changes can be found in the Application Configuration dialog:
You can open this page as follows:

1. Open the Application Configuration dialog.
2. Click on "Deploy Changes" from the menu.
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% Edit Properties

L Edit Server Lists

A Edit Security

B Create ChangeSet File
+3 Apply Changeset File
@ Export/Sync Tags
= Manage Types
Import/Export Files
Maintain File Manifest

¥ Deploy Changes

Deploy local changes in your ap

Changes you have made locally to youw

Deploying a set of changes creates a ni
this application as soon as they have m
ChangeSet file containing the changes.

—u rce Files (1)
Pages\Pagel SRC !

=—_1Tags (2) )
Tags\AnalogStatus . )
Tags\DigitalCantrol_

ClImages

1 Praoperties

[C 1 Text Files
+_ ] Binary Files (2)

Figure 18-7 All changed files are listed

Use the Deploy Changes screen to see exactly what was done to each source file and tag. For
example, clicking on the Analog Control tag (shown in the previous image) will open a display
showing what was done to configure this tag:

—urce Files (1]
Pages\Stationl.SRC
=H_1Tags (2)

Tags\DigitalContrel_64'39.tag

Tags\DigitalStatus_256462.tag

_1Images

[_1 Properties
+-_] Text Files (1)
] Binary Files (2)

Tags\DigitalControl_64%39.tag (Before: N/A.  After: Jul 28, 2011, 10:48:

Parameter

+
+
+
+
+
+

' 1

Value User

™| [Unselect Al |

Figure 18-8 Every change to every parameter is shown

[ Reload ][ Deplay ]

Changes made to source code such as a page, will show green lines for what is new, and yellow
for the previous values. (Circled numbers link to descriptions in the following text.)
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Changes From ANDREWH-D22 to ANDREWH-D23 == =3
““"e Files (1) Pages\StationL SRC (Before: Jul 28, 2011, 13:03:18 / 534 bytes. After Jul 28, 2011, 13:04:23 / [ 3
- bytes.) ’,— —
1 Tags - —
;Images C@ — |1'w‘[-(£) @ it
1 Properties 2 Title = "Stationl";
_,—ITEKt Files 3 Color = 205
1 Binary Files 4 DageWidth = &00;
5 PageHeight = 400;
6 WinFlag = 1;
7 PageToolTipLlabel = "Station 1 status display™;
8 1 E
9
10 Main [
®"r‘ 11 Return (Self]; /@
- 1 CUITzznsformle, 280, 36, 92, =
+ 12 GUITransform{18, 204, 48, 34,
13 1, 1, 1, 1, 1 { Scaling b,
14 a, 0 { Movemsnt 1.
15 1, a { Visikility, Reserwed },
= 16 o, a, 0 { Selectability }.
17 Variable ("Control_01")\Slider ("Bitmaps‘\Arrows\AZ3E
+ 18 GUITransform({50, 208, 224, 34,
+ 19 1, 1, 1, 1, 1 { Sealing o -
:

Figure 18-9 Numbers refer to the following list

The following tools are available to help you work with this display:

(1) The number of changed files in each category is shown in parentheses.

(2) Before and after time stamp and file size.

(3) Columns can be sorted by type of change (addition + or removal -), line number,

alphabetic.

(4) Move Next and Move Previous changes the focus box (5) from one change to

the next.

(6) Changes throughout the file are shown in color bars on the side panel. The black
rectangle shows how much of the file is visible and can be dragged to show the next

change.

When you first open the Deploy Changes page, all changed items will be selected. By selecting
individual items in the list and using the buttons at the bottom of the page, you can choose which
changed items will be included when you click the Deploy Changes button.

Select All | | Unselect All |

Figure 18-10 Available command buttons

Revert Local Changes

The Reload button will refresh the display. If you have
made local changes while the Deploy Changes page
was open, click this button to ensure that all changes
are displayed before deploying.

The Revert Changes page is disabled while the Automatically Deploy Changes feature is in
effect. The following information applies only while the Auto-Deploy feature is switched off.
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Local changes to an application (that is, those changes that have not yet been deployed) can be
reverted or undone. If you need to undo local changes, use the Revert Changes page of the
Application Configuration dialog.

You can open this page as follows:

1. Open the Application Configuration dialog.

2. Click on "Revert Changes" from the menu
You can revert all changes, returning to the last deployed stage of the application, or you can
select particular changes to revert.

When you first open the Revert Changes page, all changed items will be selected. By selecting
individual items in the list and using the buttons at the bottom of the page, you can choose which
changed items will be included when you click the Revert button.

Caution: Development tasks often involve more than one file. Choosing to revert only
some of the code changes required by a VTScada object may cause serious errors in your
application.

The Reload button will refresh the display. If you have made local changes while the Revert
Changes page was open, you should click this button to ensure that all changes are displayed
before reverting.

Deployed changes are managed (and can be undone) using the Version Log.

ChangeSets for Distribution

A ChangeSet is a file containing everything required to install a VTScada application on a work-
station. They exist to distribute applications and updates for those applications to computers
where "Get From Workstation" is not an option. The name describes the file: it is the set of
changes that created the application. In other words, the version log.

Depending on how it was created, a ChangeSet may have the extension .ChangeSet, .Snap-
shot, or .Template. Each is a different type of a ChangeSet, meant for a different purpose. In this
chapter, all are referred to as "ChangeSets".

( )

Caution: Always use the right tool for the job:
* Use the VTScada Version Control system to roll back to an earlier version. NEVER use a
ChangeSet for that purpose.

* In a networked environment, restore a workstation using Get From Workstation (Add
New Applications). NEVER restore a networked workstation using a ChangeSet. A repos-
itory clash would be the likely result.

* If restoring a workstation that is not connected to a network, use a new ChangeSet cre-
ated on a workstation that is up-to-date. NEVER use a ChangeSet that is older than the cur|
rent version of your application.

| * If planning a backup strategy, refer to Backups
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Note: ChangeSets do not include logged data, alarm history, I/O setpoint history, operatoF
actions, or saved HDV pen groups.

The information in this chapter applies to only the application code, including tags, pages,
custom drivers, etc.

Note: ChangeSets do not include OEM layers. If your application was built on a layer
other than VTScada, then for purposes of distribution, a separate ChangeSet must be cre-
ated for that OEM application and distributed with your application's ChangeSet file.

Note: ChangeSets and Evaluation Licenses or VTScadaLIGHT licenses:

If the ChangeSet was created under either an evaluation license, or a VTScadaLIGHT
license, then it can be used to create a new application when running under a paid license.
It cannot be used to apply changes to an application already running under a paid license.
In short, developers must purchase a development license to do development.

J

Note: Excepting template ChangeSets, do not store ChangeSet files in the application dir
ectory.

|

The details of what will happen when a ChangeSet is applied will depend on the type of
ChangeSet you use - standard or snapshot, and if snapshot, with or without source files. It also
matters whether the application runs on one or multiple servers. An incorrect choice may have
undesirable results.

J

If you do development work for another site on an infrequent basis, keep your copy of the applic-
ation up-to-date with the other site's. The best way to do this is to obtain ChangeSets from that
site and apply them to your local copy. If you make changes to your out-of-date copy and then
attempt to apply your ChangeSet to the customer's newer application, you run the risk of version
conflicts. In the case of such a conflict, always choose to keep the existing version at the cus-
tomer's site, never the one from your ChangeSet based on the out-of-date application.

To install a ChangeSet, you may either use the advanced menu of the Add Application Wizard,
or simply double-click on the ChangeSet file.

ChangeSets and Version Control

ChangeSets contain an application's version history but should never be used as a substitute for
version control. Consider the following example:

a. On Monday, you create a ChangeSet of your application.

b. You do development work through the week.

c. On Friday, you use the Apply ChangeSet command in an attempt to roll back to

the state of the application as it was on Monday.

d. Nothing happens.
Apply Changes does not mean "over-write", it means "merge". Everything that is in your Monday
ChangeSet file is still in Friday's version history, therefore there is nothing to merge. If your goal
is to roll back to an earlier state of the application, use the Version Control system. Never
attempt to roll back to an earlier version by deleting your application and then installing
an older ChangeSet.

See also:Local versus Deployed Changes. If Auto-Deploy has been disabled on your work-
station while making the changes that are included in the ChangeSet, then when applied to the
destination computer, those changes will exist only in a local branch. Auto-Deploy relates to
changes made to the application, not to the making of the ChangeSet.
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Standard ChangeSets

These can include a full development history or just the history since a revision file was created.
If auto-deploy is disabled at your workstation, you are advised to deploy changes before making
a standard ChangeSet. Changes that are not deployed on your workstation will not be deployed
on the destination workstation. (Local versus Deployed Changes)

This type of ChangeSet is used for the following tasks:

Initial installation of an application on a machine, but only if that workstation does
not have a network connection to other workstations running that application.
Applying changes to an existing application, where those changes were made on
a workstation that does not have a network connection.

Changes within the ChangeSet will be merged into the current version.

Note that one application's ChangeSet cannot be applied to other applications,
including clones of the original.

Sending a copy of the application for technical support.

Creating a clone (identical copy) of an application to test changes without harming
the running application or accidentally distributing your test to other workstations.
The version history, stored in the ChangeSet, will not be visible unless you set the
application property, RepositoryShowCloneHistory to 1. This property must be
part of the section, "Layer" rather than "System".

Application recovery, using a recently created ChangeSet.

You might choose to create a standard ChangeSet on a regular basis as part of a
disaster recovery plan.

If the application is still running on another server, do not use a ChangeSet to
restore the lost workstation. Use "Get from workstation" instead.

Remember that data is not included in a ChangeSet and must be managed sep-
arately.

Limited ChangeSets and Revision Files

When sending updates for a larger application, it can become cumbersome to include the entire
version history with each new update. You can limit a ChangeSet to include only the changes
that are not already present on the target machine.

[ Note: Revision files will typically be created on the workstation that the ChangeSet is
destined for, not on the machine where the ChangeSet is being created. The pointis to find
out what's already at the destination before creating the set of changes required to bring

|_that workstation up to date.

J

[ Note: Another use is to create a revision file immediately after creating each ChangeSet. )
(Both are created on the same machine.) When the time comes to send updates to the
remote machine, you can use the revision file dating from the last ChangeSet to include

| and send only changes made since the previous update.

/

VTScada will compare the version information of the remote computer, as contained within the
revision file, to the local version log to choose what new revisions need to be included in the
ChangeSet being created.
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As a best practice, you should obtain an updated revision file from the remote computer imme-
diately before generating a ChangeSet destined for that computer. The following example illus-
trates the process, where changes need to be transferred from a development workstation to a
remote workstation. The steps would be the same, but on opposite computers if the transfer
needed to go the other direction.

Snapshots

These do not include version history. They hold only the current state of development of the
application on the machine where the file is created. (Whether the current state includes local or
deployed changes is not relevant. What is sent is the current state on that machine.)

Snapshots may or may not include source files, according to your choice. If source files are not
included, it will not be possible to edit the pages, widgets or other components on the work-
station where the Snapshot is installed.

Note: When a Snapshot is applied to an application, it replaces the current version of the
application, rather than being merged into it. Local changes will be lost.

Note: An application distributed as a Snapshot without source files will run as a read-only
application. The Idea Studio button will not, and can not, be enabled.

Snapshots are used for the following:

* Installation of OEM layers, where the development work that went into that layer is
proprietary knowledge.
« Installation of applications on workstations that are licensed as run-time only.
 Distribute changes to an application on a run-only workstation.
If local changes exist, they will be lost when the snapshot is applied. This includes
operational changes such as disabled alarms.
» Return an application to a earlier state.
In general, it is better to use the Version Control system for this purpose.
Do not use a ChangeSet for this purpose if your application runs on multiple serv-

ers. Damage to the application on all servers may result.
You can install a ChangeSet by double-clicking the file on your desktop or in Windows
~ Explorer™. If VTScada is not running, it will start.
Note that ChangeSets have a distinctive icon to help you distinguish these files from the shortcut
to the VTScada executable file.

Troubleshooting:

« If nothing happens when you double-click on a ChangeSet file in Windows
explorer, itis likely that some other program has associated itself with this file type.
Advanced users may check their Windows Registry settings to remove the fol-
lowing key, then reinstall VTScada to reset the file association and behavior. Pro-
ceed with care - damage to your system registry can leave a computer unable to

operate.
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.changeset]

Template ChangeSets
Template ChangeSets are seldom required.
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If you have a legacy OEM layer that made use of this technology, please consult with Trihedral
Technical Support. Itis likely that newer options exist, which will allow you to move away from

the use of a Template ChangeSet.
Caution: The steps to create a Template ChangeSet are complex and will vary depending
on your application and your plans for the ChangeSet. Consult Trihedral Technical Support
before attempting to use this feature.

322 Operation And Configuration



Appendices

Appendices

Bonus topics, to be covered or not during a course depending on student interest.
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Port: TCP/IP - Address and port vary. See note in the first exercises of this workbook.
Driver. Modbus Compatible - Open Modbus TCP

Note: Tag names or descriptions may vary slightly from those used in the course exer-
cises, to provide clarity in the table.
Only the Level tag has different scales for unscaled versus scaled process data max

Tag A:cll-rzss Point Description Units | Scale AC:;:}ZSS
Analog
Level 40001 level in. 0-10000 | Read
0-100
High Level 40011 High level setpoint in. 0-100 |Write
Low Level 40015 Low level setpoint in. 0-100 Write
High Level FB 40013 High setpoint feedback in. 0-100 Read
Low Level FB 40017 Low setpoint feedback in. 0-100 |Read
High Alarm 40019 High level alarm setpoint in. 0-100 |Write
High Alarm FB 40021 High alarm setpoint feedback in. 0-100 |Read
Low Alarm 40023 Low level alarm setpoint in. 0-100 | Write
Low AlarmFB 40025 Low alarm setpoint feedback in. 0-100 Read
Inflow Rate 40003/float | Rate of flow into tank gpm 0-200 Read
Pump 1 Speed Set 40037 Pump 1 speed setpoint rpm 0-1200 |Write
Pump 1 Speed FB 40039 Pump 1 speed setpoint feed- rpm 0-1200 |Read
back
Pump 1 Speed 40035 Pump 1 speed rpm 0-1200 |Read
Pump 1 Amps 40031 Pump 1 current drawn Amps |0-50 Read
Pump 1 Flow 40033 Pump 1 flow rate gpm 0-200 Read
Pump 1 Switch Pos- 40041 Pump 1 switch position feed- - 0-2 Read
ition back
Pump 2 Speed Set 40057 Pump 2 speed setpoint rpm 0-1200 |Write
Pump 2 Speed FB 40059 Pump 2 speed setpoint feed- rpm 0-1200 |Read
back
Pump 2 Speed 40055 Pump 2 speed rpm 0-1200 |Read
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Pump 2 Amps 40051 Pump 2 current drawn Amps |0-50 Read
Pump 2 Flow 40053 Pump 2 flow rate gpm 0-200 Read
Pump 2 Switch Pos- 40061 Pump 2 switch position feed- - 0-2 Read
ition back
Digital / Selector

Pump 1 Running 3 Pump 1 running / stopped Read
Pump 1 Start 4 Pump 1 start (Hand) Write
Pump 1 Stop 5 Pump 1 stop (OFF) Write
Pump 1 Auto 6 Pump 1 auto Write
Pump 1 Fault 7 Pump 1 fault Read
Pump 2 Running 23 Pump 2 running / stopped Read
Pump 2 Start 24 Pump 2 start (Hand) Write
Pump 2 Stop 25 Pump 2 stop (OFF) Write
Pump 2 Auto 26 Pump 2 auto Write
Pump 2 Fault 27 Pump 2 fault Read

. —'-.}31 y.
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B Sites & Maps

Sites and maps are typically used together but refer to separate features. It is not uncommon to
find applications that use maps but not site lists, while other applications will use site lists without
ever displaying a map. Both features have their own relative advantages.

Site:
A tag that is designed to contain other tags.
A site list is a useful way to view I/O, grouped together in meaningful units. While the term "site"

implies location, equipment such as pumps and valves can also be considered as sites, with or
without location information.

Sites include:

» Polling drivers and Data Flow Station tags. The concept of site tags began with
these two drivers.
» Context tags and user-defined types derived from context tags. These are defined
as sites whether you add site configuration parameters to those tags.
» Station tags including MultiSmart, MPE Duplexer and MPE SC types.
» Analog Statistics and Digital Statistics tags.
» Alarm Database tags.
Only the listed types can be considered "sites". Adding child tags to other types, for example
adding a Logger as a child of an Analog Input, does not make that tag a site.

Map:

A display screen of map tiles, which may display pins or other icons marking the location
of site tags that have latitude and longitude coordinates.

Map tiles are downloaded on demand from a host site of your choice, or they may be cached loc-
ally on servers that do not have an Internet connection.

If permitted under your map provider's terms of service, then you may use the bulk download
tool to retrieve and cache tiles for a given area and given resolution.

Site List Display

You have control over whether and how site tags are shown in the site list display. Refer to Site
List Display Options for more information.

Disable / Enable Maps

The VTScada installation wizard gives you an option of not using maps, but this refers only to
Open Street maps. Carto® maps are always enabled.

To enable Open Street maps later, if you choose not to during installation, edit your Setup.INI file
to change the value assigned to SlippyMapOSMDisable from 1 to 0, then restart VTScada.
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To disable all maps, open your Setup.INI file and locate the [SlippyMapRemoteTileSourceN] sec-
tions (where N is a number from 1 to 4). Comment-out every property in each of the sections by
adding a semicolon at the beginning of each line. DO NOT DELETE PROPERTIES. If you do,
and then decide to re-enable maps, you will need to reinstall VTScada. Better to simply disable
the properties by adding semicolons. Save the edited file and restart VTScada.

Sites List Display Options

The Sites page (or Site List page), found in the menu of every new application, will show a hier-
archical list of all tags that are considered sites1. Site tags include the Polling Driver, DataFlow
RTU, MultiSmart, MPE Duplexer, MPE SC, Context tags and user-defined types derived from
Context tags, Analog Statistics and Digital Statistics.

You have extensive control over the Sites page including which sites are displayed, how they
should be displayed, and whether and how a map is included. Control is exercised through tools
in the page and through configuration of the site tags.

Sites Page Controls:
Four controls are provided across the top of the page:

‘0 Sort by Name b

\"——-—-._\ Sort the list by site name, description, site number
or data age. The last two apply only to Polling Driver
and DFS 5tation sites.

Toggle map display,
Toggle compact view. Show site names only, or name and description.
Toggle legend display on map.
Figure B-1 Sites Page display options

You can change the background color of the page by adding the application property,
ThemedPageBGColor.

1Tags designed to contain other tags. Includes Polling drivers and DFS stations, Con-
text tags and user-defined types derived from Context tags, Stations, Analog Statistics
and Digital Statistics.
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( Tip: There are three situations where it is helpful to set Exclude from Site List on your Con]
text tags:

- When requesting a Go To Page on any Context tag (or other container type) from the
Tag Browser or Alarm Page, the Sites page will be included in the list of possible pages
and might be the default.

- The above is also true for child tags of the Context tag.

- Context tags (and new types created from them) are always included in the list of a Sites
List Display Options. This may not be appropriate if the Context represents equipment
rather than a site.

To prevent these actions, do the following:

1. Select the Add Site Properties button in the Settings tab of the Context tag.

(See: Change the Parameter List if you have already turned the Context into a new

type.)

2. Delete all site properties except for SiteListDisplay.

3. In the Display tab, select the option Exclude from the site list

(If any child tags should be included in a site list then select Display as a Folder

instead.) )

Note: Customers upgrading from a version of VTScada released prior to 12.0 might
expect the following behavior: Clicking the bottom-most node in a sites hierarchy would
open the Site Details page as a pop-up. If an intermediate node in the sites hierarchy con-
tained I/0O as well as child sites, the 1/0O values were displayed below the child sites in the
Sites List portion of the Sites Page.

The Site Details page now opens within the same page, occupying the space where the
map was displayed. You can override this behavior by adding the property
OpenSitesAsPopup, setting its value to 1.

The in-page Site Details page also includes an Open as Popup button in its title bar, provid
ing a way for those who prefer to have the page open as a pop-up to continue opening it as
such.

Site List Display Options
For all site tags in your application, you have control over whether and how it will be displayed in
the list. Use the tag's configuration panel to adjust settings. Note that for Context Tags and user-

defined types based on Context tags, you must add site properties to the tag before you can
choose any option other than the default.

Site List Display Site List Display
® Automatic * Display as a Site
Display as a Sit= Display as a Folder
Display a= a Folder Exclude from the site list

Exclude from the site list

Only display child tags Polling Driver Options

Context tag options
Figure B-2 Variation between options by tag type

« Automatic: If this tag contains child sites and there are other tags like this one,
folder display will be used. Otherwise, site display will be used.
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» Display as Site: A click will open the Site Details page.
» Display as Folder: Indicated by an arrow. A click will change the list to show the
child sites. At the top of the new list a back arrow will be added to allow operators

to navigate back out of the site.
» Exclude: This tag and its children will not be shown in the Sites page list.
» Only display child tags. This tag is effectively transparent and its child tags will be

shown instead of this site.

Example: The Volcano Monitoring Application

Figure B-3 (This example is intended only as an illustration of Site List Display options. It shows an
example of how and why you might choose each of the options.)

Volcano monitoring tag structure:

= il Name =+ Description Type

= Iceland < Mobile Equipment Equipment kits, not site-specific Mobile

Mobile Equipment ‘tz '@ NorBurland Eystra Saudarkrokur and area Region
T __%DrKﬁr:;::nd Eystra ‘2 ' Southern Region Selfoss and area Region

T—‘f} Gasses
T—‘:} Stn 1
T—‘:} Stn 2
+-7 Thermals

+H Theistareyljarbunga
+H7» Southern Region
T—E} Italy
Figure B-4 Key parts of the hierarchy: Countries -> Regions -> Volcanoes -> Stations -> Equipment

Countries --> Display as a Folder

These are not drawn on maps (monitoring stations are.) Countries are treated as
"Folders" within the site list and are used only to organize the monitoring stations.

Note that if there is only a single site, VTScada will automatically navigate into that site.
There must be at least two sites configured as folders.

03:04 PM Feb 6

) Scada sites BOBETEA SUMEC
1 Sites ‘OB

L4

Sort by Name

= |

Iceland ?. |1|
Eylenda IC?ANE: |;| |
= O‘| |

FINLAND |_
Italy : |?| H
Italia — |
SWEDEN |

UNITED DENMARK
KINGDOM
BELAMND BELARUS
POLAND
BELGIUM
UKRAINE
i} AUSTRIA
FRANCE ROMAMIA
I'A? BULGARIA

PORTUGAL |
o - GREECE " _ ..TH[?.KE

€. OpenStreetMap contribltars © CARIC

Figure B-5 Countries, displayed as folders
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Regions --> Only display child tags

If a country has many volcanoes, they are grouped into regions for administrative pur-
poses. But when looking at a list of a country's volcanoes, we have decided not to force
people to click into each region; instead all volcanoes are shown. Regions therefore, are
configured as "Only Display Child Tags", effectively making the region itself transparent
when viewing the site list.

Scaada Iceland FOBEYSA
2 8 £ BT

o Eyjafjallajckull
All stations %r

o Katla
One station

=D

o Nordurland Eystra\Krafla
All stations

o -\Theistareykjarbunga
One station

» Southern Region\Krafla b ey iavik
All stations

-

2 Southern Region\Theistareykjarbunga ? .
One station

© OpenStreetMap contributors @ CARTO

Show Al Sites [l

Figure B-6 Navigating into Iceland. Regions are not shown (set to only display child tags).

Mobile Equipment --> Exclude from the site list

At the same level as the regions, each country has a collection of mobile and mis-
cellaneous equipment. Some of this collects data and therefore has tags, but none of this
equipment is relevant to a Site List or a map.

The Mobile Equipment tag is configured as "Exclude from site list display" and has no
other site properties. Mobile equipment might be drawn on other pages and can be
included in reports but you won't see anything from that part of the hierarchy in a Sites dis-
play list.

<< No image / nothing to be seen >>
Volcanoes --> Automatic
<< See previous image showing all volcanoes >>

Some volcanoes have multiple monitoring stations (each pinned on the map) and some
have just one set of monitoring equipment. Volcanoes are configured as "Automatic"
meaning that if one has monitoring stations it will be treated as a folder, and if it directly
contains the monitoring equipment it will be treated as a site. Click the site (at the top of
the list) to toggle between the two display options:
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© Scada Eyjafiallajokull

Iceland > Southern Region\Eyjafjallajckull

o Eyjafjallajgloull é)

All stations

o Stni
Station 1

s Stn2
Station 2

Figure B-7 Eyjafjallajékull as a folder

Step between sites at this level

©© Scada Eyjafiallajokull

Iceland > Southern Region\Eyjafjallajékull
£, Y Ehala)

+ Eyjafjallajokull 3] Iceland\Southern Region\Eyjafjallajokull All stations
All stations =
1o

s Stni
Station 1

s Stn2
Station 2

There are no alarms that match the current filter

Average H25 of all stations 95 in Average measured site tg

ite temperature 40 in

Average S02 red 40 in Site adjustment factor

Calculated average of all stations

Site adjustment factor

Figure B-8 Eyjafjallajékull as a site

The "self" button indicates that this is the parent site. The self button is shown only for
sites that contain both I/O and child sites, and then only when you have navigated into that

site.
Stations --> Display as a Site

These are configured to be sites, always and only. They need latitude and longitude para-
meters to be placed on a map and they can be configured to (when clicked) open either
the built-in Site Details page or a parameterized page of your choice.

Site Details Page

The Site Details page shows communication, alarm and I/O information for site and station tags.
These include the Polling Driver, DataFlow RTU, MultiSmart, MPE Duplexer, and MPE SC tag
types, as well as all custom types that you create, based on Context tags.
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The Site Details page is automatically generated for you by VTScada. It can be opened within
the Sites page or as a pop-up page. You may choose to use pages of your own creation instead,
on a site-by-site basis.

Tufts Stn

Communications

Status
Data Age 00:00:00
Site Number 0

Site Being Polled

High alarm setpoint m Open or dose valve
{ t

76 % Percentage full
125 psi Water pressure
50 % open

40 gpm Flow through valve

Figure B-9 Example for a Polling Driver site, as viewed within the Sites page
There are four methods that operators can use to open this page:

» Click on a site that is included in the list of the Sites page.

« If you use the Site Draw widget to draw a Polling tag or DataFlow RTU, then oper-
ators can click on the Site Draw to open this page.

« If you have drawn any of the available site types as a Site Icon or Site Summary,
(this includes a pin, drawn on a Site Map), then operators can open the Site
Details page by clicking on the icon or pin.

* You can draw the page within any other application page. In general, this method
is discouraged in favor of the previous three. You are likely to encounter scaling
problems when the Site Details is drawn inside a standard VTScada page.

Components of the Site Details page:
Title Bar Controls

Step between sites in Open this page

the current sites list. as a pop-up.
Close the site details

(view only the map)
Visible only when the Site Details is viewed as a component of the Sites page, notas a
pop-up.
Tabs:

Every Site Details page has two tabs: I/0O and Map. The map is simply a Site Map, show-
ing the location of the station.
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Driver Statistics Section:

Applies only to sites that are Polling drivers or DataFlow Station drivers. Visible when the
I/O tab is selected. Shows statistics associated with the driver. Also included are buttons
that open the Comm Messages dialog or the Comm Statistics dialog for the driver.

Alarms Section:

The Alarms list will be populated with all current alarms associated with the driver.
Operators may use the Ack button here to acknowledge any given alarm.

Note: Only alarms whose area matches the area of the site tag will be dis-
played. If two site tags share the same area, it is possible to see alarms from
both. In general, each site tag should have its own area.

1/0 Section:

All of the I/O tags associated with the site are shown at the bottom of the page. These are
grouped into separate columns according to the type of I1/0: analog or digital, input or out-
put. Input tags that allow writing are still considered input tags. Selector switch tags are
included with the digital outputs.

Any unacknowledged alarm on an I/O tag will be indicated by the color red. Red text for
analog tags and a red dot for digitals. Controls are provided for all output tags associated
with the station.

Note: The application property, SiteToolsConfirmOutput, controls whether a
confirmation prompt will be shown before new output values are sent.

1/0 Section Filtering:

If the site tag has a parameter named CustomSiteListFilterType, then the I/O
list will be filtered to show only the type, or types in the group, specified for
that parameter.

You can change the background color of the page by adding the application property,

ThemedPageBGColor.

Site Details Configuration

The Site Details page normally opens within the Sites page, unless an operator navigates to the
site by clicking a Site Icon. You can configure it to open in the main display window in response
to the Site Icon as well by setting the application property SiteDetailsWindowed to false (0).

You can control the colors used for digital values (Digital Input, Digital Status and Pump Status).
The application properties are included in the following table, which also shows the default color

for each state.

State Color Property
Invalid black DigitallndicatorinvalidColor
0 light gray DigitallndicatorOColor
1 green Digitallndicator1Color
333 Operation And Configuration



../../../../../Content/p_Properties/ThemedPageBGColor.htm

B Sites & Maps

2 blue Digitallndicator2Color

3 purple Digitallndicator3Color

alarm active red (blinking if unac- DigitallndicatorAlarmColor
knowledged)

bad quality orange BadQualityColor

Create a Custom Site Details Page

You may prefer to create your own site details page in place of the built-in version. Any page can
be used as a Site Details page, but in general these tend to be parameterized pages (Para-
meters for Pages) designed to show the I/O values, controls, and other information associated
with a site. Therefore, custom site pages should be configured to have a parameter of type tag,
by which you will pass in the site that should be displayed.

[ Caution: If your intent is for operators to open your custom page from the Site Details list, )
your page must have only one parameter, which is of type Tag and which can be linked to
the site. Everything shown on that page should be held in a single Tag Widget, linked to the,
parameter.

| If opened from a Site Icon, there are more options for parameter configuration.

( Tip: While you can certainly create custom site details pages for Context tags, it's far
easier to keep track of which page is for which type of site if you first turn your Context tags
|_into custom types. (Design Your Own Tags).

J
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VT Manage

Parameter Description
PumpSelection Choice of pump

VT Edit PurnpSelection *

Mame

k| PumpSelection

Description
Choice of pump

Type
Tag ~

Select Type
SupplyPump A
TCR/IP Port
Totalizer
Tranpsaction | nooer

Edit Add QK Cancel

The Manage Parameters dialog for custom site page.
In this example, SupplyPump is a custom type (site) with several child 1/0O tags.
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YT Local TCP Port\PLCSim\Purmp 3 Secondary supply in zone 2 EI@

Zone 2 Monitor tank level HIGH (91.62 %)

1400 rpm Monitor speed 1 @ Pump running sta | 1400 rpm | Set motor spee Start the pump

T Pump Control

Standard Site Details Page /

A Custom Page to Use Instead

"--.._,___b

1125 1500

750

In this example, everything that you see on the Pump Control page is drawn within a Tag Wid-
get, designed to show child tags of the user-defined tag, SupplyPump.

There are two methods to specify a custom site details page:

Method 1: Configure your site tag:

1. Configure your site tag so that it has the parameter, CustomDetailsPage.
This parameter is part of every station tag, and can be added to your Context tags
with the button Add Site Properties in the Display tab. If you have already turned
your context tag into a custom type, use the same button in the Manage Types
page of the Application Configuration dialog.
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VT Mew Context Properties e
ID | Settings | Site Display
Property Mame Value Comment
Latitude Latitude (decimal degrees)
Longitude Longitude (decimal degrees)
InitZaom ploom Level
c""" CustomDetailsPage Custom Details P‘aae—_-"')
H‘Cﬂttmhhp.lcml!a;m CUW
SiteListDisplay 0 Site List Display
Add Copy Delete +| ¥
Add Site Properties Add Connector Properties
OK Cancel

Figure B-10 If the Context has been turned into a new type, use the Manage Types dialog (Modify a Cus-

tom Type).

2. For each instance of your site tag, select the page to use.
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ID

30.065866224981

@ Constant

-05.434449720902

) Constant

Customn Details Page

Purnp Contraol

Map lcon
[+/] Show

Red Flag

Map Zoom Level
* Automatic

Other Parameters

Latitude (decimal degrees)

() Expressicn

Longitude {decimal degrees)

() Expressicn

N

VT FieldType (T_Port1\PLCSim"\ElmField) Properties

Display

) Tag

) Tag

Site List Display

! Automatic

! Display as a Site

! Display as a Folder

! Exclude from the site list
! Only display child tags

0K

Cancel

Figure B-11 Selection of a custom details page. The page must take a parameter matching this tag type.

Method 2: Configure the Site Summary or Site Icon widget that displays your site tag.

1. If your site is linked to a Site Summary widget or Site Icon widget, then configure
that widget to use the custom site details page.
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VT Site Icon Properties — O >
=@ Site lcon . siteleon

2 Tag
& Panel Use Theme Color
ol = e—

T_O Scaling

+—( Movement Click action
J Opacity ) Do nothing

) Open site dialog
® Change page
Page
Pump Control %9

2 k| PumpSelection Mo Tag Selected x5
Cheice of pump

Disable Cpticns
[] Disable Context Menu

[] Disable Tocltips

Figure B-12 This option gives more control over matching tags to parameters.
Advanced Configuration:

The default page selection dialog has a filter for "all pages" or "site pages", meaning those
that take a site tag as the first parameter.

You can add either of the following two properties in the Edit Properties page of the Applic-
ation Configuration dialog to restrict this filter:

LimitPageListToSitesPages

System section. Set to 1 (TRUE) to prevent access to the "all pages" option in
the page selection dialog for all users.

LimitPageListToSitesPageslfRealmUser

System section. Set to 1 (TRUE) to prevent access to the "all pages" option in
the page selection dialog if the user belongs to a security group.

Site Map

A Site Map is a dynamically-loaded map, primarily used to show the location of any of the site-
related tags: Polling drivers, DataFlow RTU drivers, MultiSmart™ stations, MPE™ Duplexer sta-
tions, or MPE™ SC stations. You can also link a Context tag (or a user-created type derived
from a Context tag) to a map by adding the properties "Latitude" and "Longitude" to the para-
meter list. A Site Map is a standard part of the menu, and is built into every automatically-gen-
erated lift station details page and into the Site Details page. While you can add extra Site Maps
to pages within your application using the Site Tools palette or the Menu, it is usually not neces-
sary or beneficial to do so.
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In addition to the Site Map page, maps are also an optional part of the Sites page and the Site
details page. If viewed in a Sites page, you can choose to add a legend to the map. This is the
Site Legend widget, which can be drawn on any of your application pages.

11:15 AM May 25

®® Scada SteMap ROBESA

(+]
@
® (@]
=)
(#)

UNITED STATES
OF AMERICA

© OpenStreetMap contributors & CARTO

== | Site Map | ‘
Figure B-13 Use the controls at the upper right to zoom or to select the map style.

Set the location of a site:

To set the location of a site based on a Context tag, that tag must have Latitude and Longitude
properties. See: Add Site Properties in the description of the Context Tag.

While you could open a tag's configuration panel and type in Latitude and Longitude values, it is
usually easier to click a location on the map. In order to do so, you must be viewing a single site
using the Site Details page, or by drilling down to the site in the Sites page. When doing so, an
Update Site Location button will be provided at the bottom left corner of the map.
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The currently selected site is indicated by a pulsing beacon. This is useful when the Show Al
Sites option is enabled, allowing more than the currently selected site to be seen.

Display Control

Use the scroll wheel of your mouse or the plus and minus buttons at the upper right corner of the
map to change the scale. For each magnification level, a new set of map tiles must be down-
loaded to your workstation. A reset button is provided below the scale, allowing you to return
quickly to the original display.

Note: You can set a default scale factor for each site tag in the Site Display tab of its con-
figuration panel.

f B Sort by Name 7

L+
-]
Reset Scale —[©]
Map Selection —=|
Show Legend —| /|

Display 5cale

Sites:

Sites are displayed using markers, either the default pin or a shape of your own creation. Open
the Site Map page for a specific tag to access the Update Location button to place or move the
site.

Any of the following tags can be a site when configured to have Latitude and Longitude values,
and to be shown on a map:
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» Context tags and user-defined types based on Context tags, if they have site prop-
erties.

e Polling drivers.

o DataFlow RTU drivers.

e MultiSmart™ stations.

« MPE™ Duplexer stations.

« MPE™ SC stations.

Overlapping Sites:

It is typical for sites to be near together. At a close scale, it is easy to tell one from another, but
when viewing a larger area, only one pin can be seen.

If sites appear to overlap, a click on the pin icon will open a menu of sites near that location.
Choose the site that you want to view in more detail.
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Note: The setting SitesPagelconLoadTime is the time interval VTScada waits to see if a
particular site icon has finished loading on a map. The defaultis 0.1. If this is too short, the
following symptoms may occur. On a map with many site icons, if any icons overlap, click-
ing on the overlapping area might cause both of the site pages to open in addition to a site
selection dialog. Increasing this timeout to 1 second can alleviate this problem.

Connectors:

Connectors are displayed as a line or pipe between two Sites. The color and style of the con-
nector is configurable, but not the width. Connectors are displayed only when two sites with lat-
itude and longitude values have been selected, and when the connector is configured to be
shown. Only Context tags or user defined types derived from a Context tag can be connectors. A
connector will remain visible if you zoom in to a map tile between two sites.

Because a connector is based on a Context tag, it can have user-defined properties and child
I/0 tags.
Slippy Map

The map is sometimes referred to as a "slippy map" because of the way it can be moved within
its frame. Operators can pan and zoom to change the area displayed.
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The map display is built of "tiles" - staticimages. At each higher magnification level, four times
the number of tiles are used for a given area. As the operator moves the display or changes mag-
nification level, new tiles must be downloaded. After being downloaded, they will be cached loc-
ally on your computer. These tiles are not distributed with VTScada, therefore your server must
have an active Internet connection to be able to download tiles that have not been cached.

Itis possible to switch from map view to satellite view, or to a different map provider. See the
task list at the end of this topic.

Any instance of the tag types listed above can be located on a Site Map as a pin. Operators can
click on the pin to open the associated Site Details Page. Instructions for create your own pin
shapes are provided elsewhere. Refer to the list of tasks at the end of this topic.

The primary site associated with a map will be marked by an animated bubble. The head of the
standard marker pin uses the same color-indication system as the Site Draw Drawing Method
and described by the Site Legend widget.

(c) OpenStreetMap Contributors © [CARTO]

The copyright notices at the bottom corner of every map are each click-able links, allowing you
to learn more about the source of the tiles you are viewing.

Map tiles are downloaded only once and cached on your hard drive. In a networked application,
they are downloaded only the primary server. All other servers and workstations copy from
there. If you believe that newer images are available, delete the files from sub-folders of
C:\VTScada\Data\SlippyMapTiles. New tiles will be downloaded the next time you view the map.

Available controls for the map include: (¥)

Control Action
Show All Sites A check box to enable or disable pin display for sites other than the root.
Update Site Location | After clicking this button, the next click within the map area will re-locate

the site.

Magnification Control

(+) and (-) buttons. Provides a way to increase or decrease the mag-
nification (zoom level) one step at a time.

Reset

A button below the magnification control slider. Resets the scale and loc-
ation to the original view, as seen when the map was opened.

Map Selection

Opens a list of maps configured in your Setup.INI file.

Legend Display

Toggles the display of a legend describing the colors in a site icon (pin)

Click on any pin

Opens the Site Details page for that tag, as appropriate for the type.

Click and drag

Relocate the focus of the map.

Mouse-wheel

Zoom in or out.

Double-click

Zoom in, one step, at the location clicked.

(*) Some controls will not be available, depending on how the map is viewed.

Change the Map Source

The default configuration of the Site Map page is a basic map showing roads and towns and
using tiles from Carto™ / Open Street Maps™.
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Click the Map Selection tool, available on any map, to choose an alternate tile source. A pop-up
will open, showing a preview of each. Your choice of map is stored with your user account and
will be the map you see regardless of which workstation you use. Other users can make their
own selection.
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As an advanced feature, it is possible to change the list of available maps as you see fit. You can
change to another source, including:

» Any other third-party provider of map tile images.

» Satellite image tiles rather than map tiles.
You are free to edit your Setup.INI file to change map sources, add new ones, or remove
options. Note that changes to Setup.INI do not take effect until VTScada is restarted. Map
sources are stored in sections headed [SlippyMapRemoteTileSourceN] where N must be a num-
ber starting at 1 and increasing consecutively for each source.

[ Caution: Do not edit tile sources from CARTO, unless you are removing those sources.
CARTO maps are supplied by licensing agreement and include an API key that is unique
|_to each VTScada installation. API keys cannot be shared.

[ Note: To disable all maps, edit your Setup.INI file to add a comment character (a semi-
| colon) to the beginning of every line in every SlippyMapRemoteTileSourceX section.

J

In all cases, the images that make up the map (or satellite view) are square tiles, downloaded to
the folder C:\VTScada\Data\SlippyMapTiles\MapTypeN where N is a number starting at 1 and
matching the number for the SlippyMapRemoteTileSourceN property.

Within each folder, sub-folders are used for each zoom level, with the numeric folder name cor-
responding to the zoom level. Map tiles should use the .PNG file format.

If you change the URL for a map source, you must delete all existing tiles from the previous
source. New map tiles are downloaded only when not found on your workstation.

If a URL is not going to be used because you have a static tile set on a server, a URL must still
be provided. Use a placeholder such as "Localhost".

A copyright attribution should be included with the tile source. This will become a click-able link
on the map.

Procedure:
1. Stop VTScada.
2. Using a text editor, open the file, Setup.INI
3. Search for [SlippyMapRemoteTileSource1]
4. Copy the entire section changing the 1 to the next unused number and editing

properties are required.
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(At time of writing this will be [SlippyMapRemoteTileSource5], but that may vary.)

5. Save thefile.

6. Restart VTScada and run your application.

Default values for the second tile source:
[SlippyMapRemoteTileSource?2]

URL1 = https://enterprise-a.basemaps.cartocdn.com/rastertiles/voyager/

URL2 = https://enterprise-b.basemaps.cartocdn.com/rastertiles/voyager/

URL3 = https://enterprise-c.basemaps.cartocdn.com/rastertiles/voyager/

URL4 = https://enterprise-d.basemaps.cartocdn.com/rastertiles/voyager/

Label = MapVoyagerLabel

APIKeyName = api key

APIKeyValue = SAsfaFFKUUVfARJM2LzyE7d1LkENJ6udok5vmwejZWSo0e7glZ7zYSqJPLI3P3UP/

APIKeyEncrypted = 1
BulkDownload = 1

CopyrightURL1 = www.openstreetmap.org/copyright
CopyrightLabell = © [OpenStreetMap contributors]
CopyrightURL2 = https://carto.com/attribution

CopyrightLabel2 = ©
Default =1

BGColor = <FFC0COCO>
Extension = .png

[CARTO]

Note: Do not skip numbers when defining tile sources. If you have [ SlippyMapRe-
moteTileSource1], [ SlippyMapRemoteTileSource2] and [SlippyMapRemoteTileSource4],
then only the first two will be available for users to select.

Troubleshooting:

* No map or satellite image is shown.
Check for typos in the setting of SlippyMapRemoteTileSourceN, where N is a
number matching the selected map.

Ensure that the computer can connect to the Internet.

Bulk Downloads of Map Tiles

The tool to begin a bulk download of map tiles can be found in the Application Configuration dia-
log, Edit Properties page, under the Display tab (using the basic mode of the Edit Properties

page).
Notes:

e The button is enabled only while your application is running.
« If the provider of your currently selected map style does not allow bulk downloads
under their terms of service, you will be warned upon opening the tool. The start

button will be disabled.
Estimated lime 03721

Elapsed Time
Bulk downloading is disabled for the
selected style

Start Stop Close
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Caution: Depending on the area and the zoom level that you select, a bulk download can
include nearly 450Mb of map tiles. The tool limits the area or zoom level or both so that no
more can be downloaded in a single session.

Controls within the Bulk Download dialog

VT Map Tile Bulk Download x

Pan and zoom to the area you wish to download. Resize the dialog to  Zoom in to the nearest level you wish to

fit the area. download. All tiles down to this level will be
retrieved.
|T| BECAUCUS
|T| Union City |i|
8 [
Lewer Sackyille
Bedford
Evemy NEW YORK
Che it isting tiles!
ArmIA [(] Qverwrite existing tiles:
Depth [ |
HALIFAX Total Tiles 0/31 (378 KB)
Estimated Time  00:00:00
Elapsed Time

0% complete

£ OpenStreetMap contributors © CARTC Start Stop Close

e The larger map (to the left) defines the area for which tiles will be downloaded.

» The smaller map (to the right) defines the zoom level.
While not displayed numerically, zoom levels range from 2 (far) to 18 (near). The
zoom level of this map must always be greater than or equal to the zoom level of
the area selection map.
(New York was chosen for the focus of this map because it contains detail down to
the nearest zoom level, which may not be the case in your selected area. This
does not affect the area for which you will be downloading tiles.)

 Tiles will be downloaded for the entire area in the larger window, for all zoom levels
from that shown in the area selection map down to that shown in the zoom level
map.

» The depth bar indicates the range of zoom levels that will be included, where the
furthest zoom level (2) is to the left and the nearest (18) is to the right.

* You can resize the Bulk Download dialog as needed to match the area selection
window to the area of the map you are interested in.

» The display of Total Tiles tells you the number and disk space required. The estim-
ated time will update during the download.
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To download map tiles in bulk:

Ensure that the application is running.

Open the Application Configuration dialog.

Select the Edit Properties Page.

Ensure that the Basic Mode is selected, and that you are viewing the Display tab.

Scroll to find the Mapping section, then click the Bulk Download button.

The Bulk Download dialog opens.

Use the larger map (left window) to define the area for which tiles will be down-

loaded.

Resize the overall dialog box as required so that the larger map shows only the

area you need.

7. Use the smaller map (right window) to define the zoom level to which tiles will be

downloaded.

8. Review the information displayed beside Total Tiles.

9. Chose whether to overwrite existing tiles (refreshing the view if newer tiles are
available) or not (reducing the time required for the download).

10. Click the Start button.

You may click Stop at any time to cancel the download.

oD~

<

Use Maps Without an Internet Connection

In many instances, VTScada will be running on a computer where internet access is forbidden or
severely restricted. You can still use slippy maps by copying the map tiles that you need from a
computer that has internet access to the computer that does not. The following method works
because each time you view the same map again, VTScada will use the tiles that are in the
cache, rather than pulling new copies from the Internet.

Note: Due to licensing restrictions, Trihedral cannot supply map tiles. The files must be
downloaded.

1. On a computer that has Internet access and a copy of VTScada (possibly a trial
version or VTScadaLight), view all map areas that will be required for your applic-
ation. Ensure that you view all areas at all zoom factors.

2. Copy the folder and sub-folders C:\VTScada\Data\SlippyMapTiles[N] (where N
matches the map style you are using) to the station that does not have Internet
access.

For networked applications, ensure that the map tiles are copied to the primary server. All other
workstations and backup servers will copy their tiles from the current primary server rather than
downloading the tiles from the Internet. If using the advanced mode of the Edit Server Lists dia-
log, look for SlippyMapService.

The names of the folders and the map tiles match the area and zoom factor viewed and are not
unique to your computer or VTScada in any way.

VTScada will expect the map tiles to use the .PNG file format.
Troubleshooting:
» The steps were followed, but the map is not displayed.
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Ensure that the tile images are in the folder "Data\SlippyMapTiles" under your
VTScada installation.

Ensure that you are attempting to view an area that matches what was saved in
the map tiles.

Custom Map Icons

You can create your own custom map icons (pins). For example, you may wish to provide visual
clues to help operators identify sites when more than one is displayed on a map.

Show All Sites

Figure B-14 Custom map icons showing flags rather than pins.

Eachicon is a Tag Widget that you create. To function as a map icon, various parameters will
need to be set and mapping-related VTScada widgets will need to be included. A pulse beacon
will be added automatically for you. When an operator clicks your icon, it will open a site page (or
your custom page). You do not need to add a hotbox.

Note: VTScada will not add animation to the colors within your icon. If you want the func-
tions of a Site Icon Widget, add one to your custom map icon. Be sure to edit the site icon
widget's properties to use Linked Tag Properties. Alternatively, you could add an Alarm Pri
ority Icon, or you could write expressions that will control the color of shapes within your
icon.

General Steps to Create a Custom Map Icon:

1. Create a new Tag Widget.

2. When prompted to select tag types, choose only the types that this icon will be
used with.
For example, Context, Polling Driver or your user-defined types.

3. When prompted for a name, choose one that will help you remember what the wid-
getis for.
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4. Choose whether to keep the options of including operator interaction features and

the Tag Icon Marker.
5. Add the graphics that you want for your cu
See the following list of key details.

stom icon.

6. Instruct your site tag to use that widget instead of the built-in pin using one of the

following methods.

Use Your Custom Map Icon
There are four ways to select the custom map icon:

Note: After changing the selected icon, you may need to refresh the map or update a
site's location before the new icon will load in place of the old.

To use the icon for a specific site that has display / site properties.

a. Open the tag's configuration folder.
b. Within the Display tab, choose the custom

map icon widget.

Note: this assumes that, when creating the widget, you configured it to be a tag-
widget for the type of site you are now trying to configure.
If the site is a custom type, ensure that the type definition includes site para-

meters, including Custom Map Icon.

Map Zoom Level
* Automatic

15 (2 = Far; 18 = Mear)

VT FieldType (T_Port1\PLCSim\ElmField) Properties >
[B] Cther Parameters Display

Latitude (decimal degrees)

30.0658662849231

® Constant Expressicn Tag
Longitude (decimal degrees)

-95.434449120902

® Constant Expressicn Tag

Custorn Details Page Site List Display
Pump Control N *' Automatic
Display as a Site

Map lcon Display as a Folder
Show Exclude from the site list

Red Flag X o Cnly display child tags

0] 4 Cancel
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To use the icon for a group of sites that are the children or grandchildren of a spe-
cific Context tag:

a. Ensure that the parent tag has been assigned the site display parameters.
b. Ensure that the icon widget can be linked to all the child tag types.
c. Setthe Custom Map icon property to the name of your widget.

To use the icon for all instances of a given type of site

** For the following, note that the type name for a tag may differ from the name displayed
in the Tag Browser. See:

Tag Names in Code

Similarly, widget names in code will match the file name of the widget, and may differ from
the displayed name.)

a. Use the Basic Mode of the Application Configuration dialog to Add a Property to
the [System] section of your Settings.Dynamic file.

b. Name the property after the type of tag you are configuring by putting the type
name in front of the keyword, "MaplconName".
Forexample, PollingMapIconName Or ContextTagMapIconName.

c. Set the value of the property to the widget name
For example MyMapIconsModuleName

To use the icon for all sites of all types:

a. The widget must have been named and therefore stored in a file name, "Cus-
tomMaplcon".
Note that this is the name of the widget, matching the file it is stored in. This is not
its title.

Key Details:
Image or Shape:

You may wish to keep the following details of the default pin shape in mind while creating
your new icon:

The default icon is approximately 30x30 pixels in size.
It uses a pin image that has a transparent background.

Pin Center:

The center of the new site icon's bounding box will be used as the pin location when
shown on a map. The center's location is calculated using the bounding box of all graphics
that make up the whole.

Pulse Beacon:
Automatically a part of map icons.
Site Icon:

If the widget is to indicate an alarm, or if the operator is to be able to click your custom wid-
get to open a site map, then include a Site Icon. Within the properties dialog of the Site
Icon, change "Tag" to "Linked Tag Property".
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Parameters

Give your widget the following parameters to take advantage of all the available features. Para-
meter names need not match those shown here, but you are advised to use these names for clar-
ity and simplicity. What does matter is the order.

Not all parameters need be created, but none can be skipped from the middle of the list. If your
widget is to have a ZoomLevel parameter, it must also have the three preceding parameters.

DisableTrend

(Status) Should exist and be selected using the Values tool in the Widget Properties rib-
bon. This will prevent the HDV window opening when an operator clicks the icon to open a
map.

DisableNavigation

(Status) Should exist if you want to allow developers to choose whether operators can
right-click the widget to open the pop-up tools dialog.

DisableTooltip

(Status) Should exist if you want to allow developers to choose whether operators will see
a tooltip with the tag's name and description when they hover the pointer over the widget.

ZoomlLevel

(Short with allowed values ranging from 2-18) With this parameter, your widget can know
what the current zoom level of the map is because VTScada will automatically set its
value. The value, "2", corresponds to the furthest out that an operator can zoom on any
map and "18" is the closest in.

A possible use for this information is to set the opacity property of component parts to use
ZoomlLevel in an expression that will be become zero, thereby hiding the icon, or portions
of it, when the operator has zoomed past a given value.

ConnectorAngle

(Double with allowed values ranging from 0-360) If your site is configured as a Connector,
this is the angle at which the connector is drawn, from the start site to the end site.

ConnectorColor
(Color) If your site is configured as a Connector, this the color of the connector.
Example:

Open the Idea Studio

Click the File button, then New

Select Tag Widget.

Provide a name for the widget.

For simplicity of use, avoid spaces.

Make note of the name.

This is the file name, and therefore the module name that you must provide when
using the icon. You may change the title of this widget later, but the file name will
remain the same and will continue to be the module name.

b

o

Note: Note: If you have previously created a page or widget of the same name, then the
new file name will have a "0" or "1" appended to the end.
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6. Select all the types of site for which you might use the map icon (Polling driver, Sta-
tion tag, custom types...).
The new widget will be created, and will open in the Idea Studio.

Delete the Tag Icon marker (yellow diamond).

Ensure that the Widget Properties ribbon is open.

Click, Manage Parameters in the Widget Properties ribbon.

In the Parameters tab, click Add.

Set the name to "ZoomLevel," and the type to "Short".

Any of the numeric options would work, but short is the most appropriate.
A description is recommended.

12. Click OK to save the new parameter and close the properties dialog.

13. Add the image(s) that you wish to use for the pin.

» Forreference, the Site Icon marker is 14x14 pixels. A Pulse Beacon will
extend to 82x82 pixels. Your pin should be somewhere within this range of
dimensions.

* You may wish to add a Site Icon to the custom icon pin. This provides a
visual indication to operators, showing the status of the site and also allows
them to click on the pin to open the related Site Page. Note that the Site
Icon's data source must be linked to the Drawn Tag.

14. Adjust the position of all objects so that the center of the overall bounding box of all
objects coincides with the location that you wish to use as the pin-point. The loc-
ation of the objects within the Idea Studio does not matter for custom map icons.

—_—
~O©0oN

Put the new icon to use as described earlier in this topic.
Site Map Widget

VTScada has built-in links to site maps, both within the menu, and within Site Pages and Site
Details pages. These are usually sufficient for most applications, but if you wish, you may add a
Site Map to any page.

To add a site map to a page:

1. Open the Idea Studio and the page to which you intend to add a map.

2. Open the Site Tools palette (found within the Widgets palette section).

3. Locate the Site Map widget and drag it onto the page.

4. Provide parameters as appropriate. Parameters are described later in this topic.
Note that the map is drawn within its own window, which will have a higher z-order than the page
it is being placed on. The result can be loss of part of the VTScada header or footer if the map is
larger than the page.

Site Map Properties:
Parent

The station tag instance (and any child tags that also have valid latitude and longitude val-
ues) that is to be the primary target of this site map. All sites shown will be marked by a
pin, but the root site will be further indicated by an animated dot.
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Show All Sites

Choose whether this map instance should show only the root site, or if all sites visible in
the map area should be shown. In either case, the pin marking the root site for the map is
the only one highlighted by an animated bubble.

Use Theme

Choose whether the borders of the map should use the VTScada color theme
Text Color

Specify the color to be used for the labels below the map.

Disable Zoom Buttons, Disable Reset Button, Disable Style Button, Disable Legend
Button

Use the listed controls to hide any of the tools labeled in the following image, which would
otherwise be available on your map.

"Zoom Buttons" refers to the controls for the display scale. "Style" refers to the tool for
map selection.

f B Sort by Name 7

L+
-]
Reset Scale =]
Map Selection —|=|
Show Legend —| /|

Display 5cale
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